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google-auth is the Google authentication library for Python. This library
provides the ability to authenticate to Google APIs using various methods. It
also provides integration with several HTTP libraries.


	Support for Google Application Default Credentials.


	Support for signing and verifying JWTs.


	Support for creating Google ID Tokens.


	Support for verifying and decoding ID Tokens.


	Support for Google Service Account credentials.


	Support for Google Impersonated Credentials.


	Support for Google Compute Engine credentials.


	Support for Google App Engine standard credentials.


	Support for Identity Pool credentials.


	Support for AWS credentials.


	Support for various transports, including
Requests,
urllib3, and
gRPC.





Note

oauth2client was recently deprecated in favor of this library. For more details on the deprecation, see oauth2client deprecation.




Installing

google-auth can be installed with pip [https://pip.pypa.io]:

$ pip install --upgrade google-auth





google-auth is open-source, so you can alternatively grab the source code from
GitHub [https://github.com/GoogleCloudPlatform/google-auth-library-python] and install from source.

For more information on setting up your Python development environment, please refer to Python Development Environment Setup Guide [https://cloud.google.com/python/setup] for Google Cloud Platform.



Usage

The User Guide is the place to go to learn how to use the library and
accomplish common tasks.

The Module Reference documentation provides API-level documentation.



License

google-auth is made available under the Apache License, Version 2.0. For more
details, see LICENSE [https://github.com/GoogleCloudPlatform/google-auth-library-python/blob/master/LICENSE]



Contributing

We happily welcome contributions, please see our contributing [https://github.com/GoogleCloudPlatform/google-auth-library-python/blob/master/CONTRIBUTING.rst] documentation
for details.





          

      

      

    

  

    
      
          
            
  
User Guide


Credentials and account types

Credentials are the means of identifying an application or
user to a service or API. Credentials can be obtained with three different types
of accounts: service accounts, user accounts and external accounts.

Credentials from service accounts identify a particular application. These types
of credentials are used in server-to-server use cases, such as accessing a
database. This library primarily focuses on service account credentials.

Credentials from user accounts are obtained by asking the user to authorize
access to their data. These types of credentials are used in cases where your
application needs access to a user’s data in another service, such as accessing
a user’s documents in Google Drive. This library provides no support for
obtaining user credentials, but does provide limited support for using user
credentials.

Credentials from external accounts (workload identity federation) are used to
identify a particular application from an on-prem or non-Google Cloud platform
including Amazon Web Services (AWS), Microsoft Azure or any identity provider
that supports OpenID Connect (OIDC).



Obtaining credentials


Application default credentials

Google Application Default Credentials [https://developers.google.com/identity/protocols/application-default-credentials] abstracts authentication across the
different Google Cloud Platform hosting environments. When running on any Google
Cloud hosting environment or when running locally with the Google Cloud SDK [https://cloud.google.com/sdk]
installed, default() can automatically determine the credentials from the
environment:

import google.auth

credentials, project = google.auth.default()





If your application requires specific scopes:

credentials, project = google.auth.default(
    scopes=['https://www.googleapis.com/auth/cloud-platform'])





Application Default Credentials also support workload identity federation to
access Google Cloud resources from non-Google Cloud platforms including Amazon
Web Services (AWS), Microsoft Azure or any identity provider that supports
OpenID Connect (OIDC). Workload identity federation is recommended for
non-Google Cloud environments as it avoids the need to download, manage and
store service account private keys locally.



Service account private key files

A service account private key file can be used to obtain credentials for a
service account. You can create a private key using the Credentials page of the
Google Cloud Console [https://console.cloud.google.com/apis/credentials]. Once you have a private key you can either obtain
credentials one of three ways:


	Set the GOOGLE_APPLICATION_CREDENTIALS environment variable to the full
path to your service account private key file

$ export GOOGLE_APPLICATION_CREDENTIALS=/path/to/key.json





Then, use application default credentials.
default() checks for the GOOGLE_APPLICATION_CREDENTIALS
environment variable before all other checks, so this will always use the
credentials you explicitly specify.



	Use service_account.Credentials.from_service_account_file:

from google.oauth2 import service_account

credentials = service_account.Credentials.from_service_account_file(
    '/path/to/key.json')

scoped_credentials = credentials.with_scopes(
    ['https://www.googleapis.com/auth/cloud-platform'])







	Use service_account.Credentials.from_service_account_info:

import json

from google.oauth2 import service_account

json_acct_info = json.loads(function_to_get_json_creds())
credentials = service_account.Credentials.from_service_account_info(
    json_acct_info)

scoped_credentials = credentials.with_scopes(
    ['https://www.googleapis.com/auth/cloud-platform'])










Warning

Private keys must be kept secret. If you expose your private key it
is recommended to revoke it immediately from the Google Cloud Console.





Compute Engine, Container Engine, and the App Engine flexible environment

Applications running on Compute Engine [https://cloud.google.com/compute], Container Engine [https://cloud.google.com/container-engine], or the App
Engine flexible environment [https://cloud.google.com/appengine/docs/flexible/] can obtain credentials provided by Compute
Engine service accounts [https://cloud.google.com/compute/docs/access/service-accounts]. When running on these platforms you can obtain
credentials for the service account one of two ways:


	Use application default credentials.
default() will automatically detect if these credentials are available.


	Use compute_engine.Credentials:

from google.auth import compute_engine

credentials = compute_engine.Credentials()











The App Engine standard environment

Applications running on the App Engine standard environment [https://cloud.google.com/appengine/docs/python] can obtain
credentials provided by the App Engine App Identity API [https://cloud.google.com/appengine/docs/python/appidentity/]. You can obtain
credentials one of two ways:


	Use application default credentials.
default() will automatically detect if these credentials are available.


	Use app_engine.Credentials:

from google.auth import app_engine

credentials = app_engine.Credentials()









In order to make authenticated requests in the App Engine environment using the
credentials and transports provided by this library, you need to follow a few
additional steps:


	If you are using the google.auth.transport.requests transport, vendor
in the requests-toolbelt [https://toolbelt.readthedocs.io/en/latest/] library into your app, and enable the App Engine
monkeypatch. Refer App Engine documentation [https://cloud.google.com/appengine/docs/standard/python/issue-requests] for more details on this.


	To make HTTPS calls, enable the ssl library for your app by adding the
following configuration to the app.yaml file:

libraries:
- name: ssl
  version: latest







	Enable billing for your App Engine project. Then enable socket support for
your app. This can be achieved by setting an environment variable in the
app.yaml file:

env_variables:
  GAE_USE_SOCKETS_HTTPLIB : 'true'











User credentials

User credentials are typically obtained via OAuth 2.0 [https://developers.google.com/identity/protocols/OAuth2]. This library does not
provide any direct support for obtaining user credentials, however, you can
use user credentials with this library. You can use libraries such as
oauthlib [https://oauthlib.readthedocs.io/en/latest/] to obtain the access token. After you have an access token, you
can create a google.oauth2.credentials.Credentials instance:

import google.oauth2.credentials

credentials = google.oauth2.credentials.Credentials(
    'access_token')





If you obtain a refresh token, you can also specify the refresh token and token
URI to allow the credentials to be automatically refreshed:

credentials = google.oauth2.credentials.Credentials(
    'access_token',
    refresh_token='refresh_token',
    token_uri='token_uri',
    client_id='client_id',
    client_secret='client_secret')





There is a separate library, google-auth-oauthlib [https://pypi.python.org/pypi/google-auth-oauthlib], that has some helpers
for integrating with requests-oauthlib [https://requests-oauthlib.readthedocs.io/en/latest/] to provide support for obtaining
user credentials. You can use
google_auth_oauthlib.helpers.credentials_from_session() to obtain
google.oauth2.credentials.Credentials from a
requests_oauthlib.OAuth2Session [https://requests-oauthlib.readthedocs.io/en/stable/api.html#requests_oauthlib.OAuth2Session] as above:

from google_auth_oauthlib.helpers import credentials_from_session

google_auth_credentials = credentials_from_session(oauth2session)





You can also use google_auth_oauthlib.flow.Flow to perform the OAuth
2.0 Authorization Grant Flow to obtain credentials using requests-oauthlib [https://requests-oauthlib.readthedocs.io/en/latest/].



External credentials (Workload identity federation)

Using workload identity federation, your application can access Google Cloud
resources from Amazon Web Services (AWS), Microsoft Azure or any identity
provider that supports OpenID Connect (OIDC).

Traditionally, applications running outside Google Cloud have used service
account keys to access Google Cloud resources. Using identity federation,
you can allow your workload to impersonate a service account.
This lets you access Google Cloud resources directly, eliminating the
maintenance and security burden associated with service account keys.


Accessing resources from AWS

In order to access Google Cloud resources from Amazon Web Services (AWS), the
following requirements are needed:


	A workload identity pool needs to be created.


	AWS needs to be added as an identity provider in the workload identity pool
(The Google organization policy needs to allow federation from AWS).


	Permission to impersonate a service account needs to be granted to the
external identity.


	A credential configuration file needs to be generated. Unlike service account
credential files, the generated credential configuration file will only
contain non-sensitive metadata to instruct the library on how to retrieve
external subject tokens and exchange them for service account access tokens.




Follow the detailed instructions on how to
Configure Workload Identity Federation from AWS [https://cloud.google.com/iam/docs/access-resources-aws].



Accessing resources from Microsoft Azure

In order to access Google Cloud resources from Microsoft Azure, the following
requirements are needed:


	A workload identity pool needs to be created.


	Azure needs to be added as an identity provider in the workload identity pool
(The Google organization policy needs to allow federation from Azure).


	The Azure tenant needs to be configured for identity federation.


	Permission to impersonate a service account needs to be granted to the
external identity.


	A credential configuration file needs to be generated. Unlike service account
credential files, the generated credential configuration file will only
contain non-sensitive metadata to instruct the library on how to retrieve
external subject tokens and exchange them for service account access tokens.




Follow the detailed instructions on how to
Configure Workload Identity Federation from Microsoft Azure [https://cloud.google.com/iam/docs/access-resources-azure].



Accessing resources from an OIDC identity provider

In order to access Google Cloud resources from an identity provider that
supports OpenID Connect (OIDC) [https://openid.net/connect/], the following requirements are needed:


	A workload identity pool needs to be created.


	An OIDC identity provider needs to be added in the workload identity pool
(The Google organization policy needs to allow federation from the identity
provider).


	Permission to impersonate a service account needs to be granted to the
external identity.


	A credential configuration file needs to be generated. Unlike service account
credential files, the generated credential configuration file will only
contain non-sensitive metadata to instruct the library on how to retrieve
external subject tokens and exchange them for service account access tokens.




For OIDC providers, the Auth library can retrieve OIDC tokens either from a
local file location (file-sourced credentials) or from a local server
(URL-sourced credentials).


	For file-sourced credentials, a background process needs to be continuously
refreshing the file location with a new OIDC token prior to expiration.
For tokens with one hour lifetimes, the token needs to be updated in the file
every hour. The token can be stored directly as plain text or in JSON format.


	For URL-sourced credentials, a local server needs to host a GET endpoint to
return the OIDC token. The response can be in plain text or JSON.
Additional required request headers can also be specified.




Follow the detailed instructions on how to
Configure Workload Identity Federation from an OIDC identity provider [https://cloud.google.com/iam/docs/access-resources-oidc].



Using External Identities

External identities (AWS, Azure and OIDC identity providers) can be used with
Application Default Credentials.
In order to use external identities with Application Default Credentials, you
need to generate the JSON credentials configuration file for your external
identity.
Once generated, store the path to this file in the
GOOGLE_APPLICATION_CREDENTIALS environment variable.

$ export GOOGLE_APPLICATION_CREDENTIALS=/path/to/config.json





The library can now automatically choose the right type of client and initialize
credentials from the context provided in the configuration file:

import google.auth

credentials, project = google.auth.default()





When using external identities with Application Default Credentials,
the roles/browser role needs to be granted to the service account.
The Cloud Resource Manager API should also be enabled on the project.
This is needed since default() will try to auto-discover the project ID
from the current environment using the impersonated credential.
Otherwise, the project ID will resolve to None. You can override the project
detection by setting the GOOGLE_CLOUD_PROJECT environment variable.

You can also explicitly initialize external account clients using the generated
configuration file.

For Azure and OIDC providers, use identity_pool.Credentials.from_info or
identity_pool.Credentials.from_file:

import json

from google.auth import identity_pool

json_config_info = json.loads(function_to_get_json_config())
credentials = identity_pool.Credentials.from_info(json_config_info)
scoped_credentials = credentials.with_scopes(
    ['https://www.googleapis.com/auth/cloud-platform'])





For AWS providers, use aws.Credentials.from_info or
aws.Credentials.from_file:

import json

from google.auth import aws

json_config_info = json.loads(function_to_get_json_config())
credentials = aws.Credentials.from_info(json_config_info)
scoped_credentials = credentials.with_scopes(
    ['https://www.googleapis.com/auth/cloud-platform'])








Impersonated credentials

Impersonated Credentials allows one set of credentials issued to a user or service account
to impersonate another.  The source credentials must be granted
the “Service Account Token Creator” IAM role.

from google.auth import impersonated_credentials

target_scopes = ['https://www.googleapis.com/auth/devstorage.read_only']
source_credentials = service_account.Credentials.from_service_account_file(
    '/path/to/svc_account.json',
    scopes=target_scopes)

target_credentials = impersonated_credentials.Credentials(
    source_credentials=source_credentials,
    target_principal='impersonated-account@_project_.iam.gserviceaccount.com',
    target_scopes=target_scopes,
    lifetime=500)
client = storage.Client(credentials=target_credentials)
buckets = client.list_buckets(project='your_project')
for bucket in buckets:
    print(bucket.name)





In the example above source_credentials does not have direct access to list buckets
in the target project.  Using ImpersonatedCredentials will allow the source_credentials
to assume the identity of a target_principal that does have access.



Identity Tokens

Google OpenID Connect [https://developers.google.com/identity/protocols/OpenIDConnect] tokens are available through Service Account,
Impersonated,
and Compute Engine.  These tokens can be used to
authenticate against Cloud Functions [https://cloud.google.com/functions/], Cloud Run [https://cloud.google.com/run/], a user service behind
Identity Aware Proxy [https://cloud.google.com/iap/] or any other service capable of verifying a Google ID Token [https://developers.google.com/identity/protocols/OpenIDConnect#validatinganidtoken].

ServiceAccount

from google.oauth2 import service_account

target_audience = 'https://example.com'

creds = service_account.IDTokenCredentials.from_service_account_file(
        '/path/to/svc.json',
        target_audience=target_audience)





Compute

from google.auth import compute_engine
import google.auth.transport.requests

target_audience = 'https://example.com'

request = google.auth.transport.requests.Request()
creds = compute_engine.IDTokenCredentials(request,
                        target_audience=target_audience)





Impersonated

from google.auth import impersonated_credentials

# get target_credentials from a source_credential

target_audience = 'https://example.com'

creds = impersonated_credentials.IDTokenCredentials(
                                  target_credentials,
                                  target_audience=target_audience)





If your application runs on App Engine [https://cloud.google.com/appengine/], Cloud Run [https://cloud.google.com/run/], Compute Engine [https://cloud.google.com/compute], or
has application default credentials set via GOOGLE_APPLICATION_CREDENTIALS
environment variable, you can also use google.oauth2.id_token.fetch_id_token
to obtain an ID token from your current running environment. The following is an
example

import google.oauth2.id_token
import google.auth.transport.requests

request = google.auth.transport.requests.Request()
target_audience = "https://pubsub.googleapis.com"

id_token = google.oauth2.id_token.fetch_id_token(request, target_audience)





IDToken verification can be done for various type of IDTokens using the
google.oauth2.id_token module. It supports ID token signed with RS256
and ES256 algorithms. However, ES256 algorithm won’t be available unless
cryptography dependency of version at least 1.4.0 is installed. You can check
the dependency with pip freeze or try from google.auth.crypt import es256.
The following is an example of verifying ID tokens:


from google.auth2 import id_token

request = google.auth.transport.requests.Request()


	try:

	decoded_token = id_token.verify_token(token_to_verify,request)



	except ValueError:

	# Verification failed.








A sample end-to-end flow using an ID Token against a Cloud Run endpoint maybe

from google.oauth2 import id_token
from google.oauth2 import service_account
import google.auth
import google.auth.transport.requests
from google.auth.transport.requests import AuthorizedSession

target_audience = 'https://your-cloud-run-app.a.run.app'
url = 'https://your-cloud-run-app.a.run.app'

creds = service_account.IDTokenCredentials.from_service_account_file(
        '/path/to/svc.json', target_audience=target_audience)

authed_session = AuthorizedSession(creds)

# make authenticated request and print the response, status_code
resp = authed_session.get(url)
print(resp.status_code)
print(resp.text)

# to verify an ID Token
request = google.auth.transport.requests.Request()
token = creds.token
print(token)
print(id_token.verify_token(token,request))








Making authenticated requests

Once you have credentials you can attach them to a transport. You can then
use this transport to make authenticated requests to APIs. google-auth supports
several different transports. Typically, it’s up to your application or an
opinionated client library to decide which transport to use.


Requests

The recommended HTTP transport is google.auth.transport.requests which
uses the Requests [http://docs.python-requests.org/en/master/] library. To make authenticated requests using Requests
you use a custom Session [http://docs.python-requests.org/en/master/user/advanced/#session-objects] object:

from google.auth.transport.requests import AuthorizedSession

authed_session = AuthorizedSession(credentials)

response = authed_session.get(
    'https://www.googleapis.com/storage/v1/b')







urllib3

urllib3 is the underlying HTTP library used by Requests and can also be
used with google-auth. urllib3’s interface isn’t as high-level as Requests but
it can be useful in situations where you need more control over how HTTP
requests are made. To make authenticated requests using urllib3 create an
instance of google.auth.transport.urllib3.AuthorizedHttp:

from google.auth.transport.urllib3 import AuthorizedHttp

authed_http = AuthorizedHttp(credentials)

response = authed_http.request(
    'GET', 'https://www.googleapis.com/storage/v1/b')





You can also construct your own urllib3.PoolManager [https://urllib3.readthedocs.io/en/stable/reference/urllib3.poolmanager.html#urllib3.PoolManager] instance and pass
it to AuthorizedHttp:

import urllib3

http = urllib3.PoolManager()
authed_http = AuthorizedHttp(credentials, http)







gRPC

gRPC [http://www.grpc.io/] is an RPC framework that uses Protocol Buffers [https://developers.google.com/protocol-buffers/docs/overview] over HTTP 2.0 [http://www.grpc.io/docs/guides/wire.html].
google-auth can provide Call Credentials [http://www.grpc.io/docs/guides/auth.html] for gRPC. The easiest way to do
this is to use google-auth to create the gRPC channel:

import google.auth.transport.grpc
import google.auth.transport.requests

http_request = google.auth.transport.requests.Request()

channel = google.auth.transport.grpc.secure_authorized_channel(
    credentials, http_request, 'pubsub.googleapis.com:443')






Note

Even though gRPC is its own transport, you still need to use one of
the other HTTP transports with gRPC. The reason is that most credential
types need to make HTTP requests in order to refresh their access token.
The sample above uses the Requests transport, but any HTTP transport can
be used. Additionally, if you know that your credentials do not need to
make HTTP requests in order to refresh (as is the case with
jwt.Credentials) then you can specify None.



Alternatively, you can create the channel yourself and use
google.auth.transport.grpc.AuthMetadataPlugin:

import grpc

metadata_plugin = AuthMetadataPlugin(credentials, http_request)

# Create a set of grpc.CallCredentials using the metadata plugin.
google_auth_credentials = grpc.metadata_call_credentials(
    metadata_plugin)

# Create SSL channel credentials.
ssl_credentials = grpc.ssl_channel_credentials()

# Combine the ssl credentials and the authorization credentials.
composite_credentials = grpc.composite_channel_credentials(
    ssl_credentials, google_auth_credentials)

channel = grpc.secure_channel(
    'pubsub.googleapis.com:443', composite_credentials)





You can use this channel to make a gRPC stub that makes authenticated requests
to a gRPC service:

from google.pubsub.v1 import pubsub_pb2

pubsub = pubsub_pb2.PublisherStub(channel)

response = pubsub.ListTopics(
    pubsub_pb2.ListTopicsRequest(project='your-project'))
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Google Auth Library for Python.


	
default(scopes=None, request=None, quota_project_id=None, default_scopes=None)[source]

	Gets the default credentials for the current environment.

Application Default Credentials [https://developers.google.com/identity/protocols/application-default-credentials] provides an easy way to obtain
credentials to call Google APIs for server-to-server or local applications.
This function acquires credentials from the environment in the following
order:


	If the environment variable GOOGLE_APPLICATION_CREDENTIALS is set
to the path of a valid service account JSON private key file, then it is
loaded and returned. The project ID returned is the project ID defined
in the service account file if available (some older files do not
contain project ID information).

If the environment variable is set to the path of a valid external
account JSON configuration file (workload identity federation), then the
configuration file is used to determine and retrieve the external
credentials from the current environment (AWS, Azure, etc).
These will then be exchanged for Google access tokens via the Google STS
endpoint.
The project ID returned in this case is the one corresponding to the
underlying workload identity pool resource if determinable.



	If the Google Cloud SDK [https://cloud.google.com/sdk] is installed and has application default
credentials set they are loaded and returned.

To enable application default credentials with the Cloud SDK run:

gcloud auth application-default login





If the Cloud SDK has an active project, the project ID is returned. The
active project can be set using:

gcloud config set project







	If the application is running in the App Engine standard environment [https://cloud.google.com/appengine]
(first generation) then the credentials and project ID from the
App Identity Service [https://cloud.google.com/appengine/docs/python/appidentity/] are used.


	If the application is running in Compute Engine [https://cloud.google.com/compute] or Cloud Run [https://cloud.google.com/run] or
the App Engine flexible environment [https://cloud.google.com/appengine/flexible] or the App Engine standard
environment [https://cloud.google.com/appengine] (second generation) then the credentials and project ID
are obtained from the Metadata Service [https://cloud.google.com/compute/docs/storing-retrieving-metadata].


	If no credentials are found,
DefaultCredentialsError will be raised.




Example:

import google.auth

credentials, project_id = google.auth.default()






	Parameters

	
	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes for the credentials. If
specified, the credentials will automatically be scoped if
necessary.


	request (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ google.auth.transport.Request ]) – An object used to make
HTTP requests. This is used to either detect whether the application
is running on Compute Engine or to determine the associated project
ID for a workload identity pool resource (external account
credentials). If not specified, then it will either use the standard
library http client to make requests for Compute Engine credentials
or a google.auth.transport.requests.Request client for external
account credentials.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for
quota and billing.


	default_scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – Default scopes passed by a
Google client library. Use ‘scopes’ for user-defined scopes.






	Returns

	the current environment’s credentials and project ID. Project ID
may be None, which indicates that the Project ID could not be
ascertained from the environment.



	Return type

	Tuple [https://docs.python.org/3.5/library/typing.html#typing.Tuple] [ Credentials, Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]



	Raises

	DefaultCredentialsError – If no credentials were found, or if the credentials found were
invalid.










	
load_credentials_from_file(filename, scopes=None, default_scopes=None, quota_project_id=None, request=None)[source]

	Loads Google credentials from a file.

The credentials file must be a service account key, stored authorized
user credentials or external account credentials.


	Parameters

	
	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The full path to the credentials file.


	scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – The list of scopes for the credentials. If
specified, the credentials will automatically be scoped if
necessary


	default_scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – Default scopes passed by a
Google client library. Use ‘scopes’ for user-defined scopes.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for
quota and billing.


	request (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ google.auth.transport.Request ]) – An object used to make
HTTP requests. This is used to determine the associated project ID
for a workload identity pool resource (external account credentials).
If not specified, then it will use a
google.auth.transport.requests.Request client to make requests.






	Returns

	
	Loaded

	credentials and the project ID. Authorized user credentials do not
have the project ID information. External account credentials project
IDs may not always be determined.









	Return type

	Tuple [https://docs.python.org/3.5/library/typing.html#typing.Tuple] [ google.auth.credentials.Credentials, Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]



	Raises

	google.auth.exceptions.DefaultCredentialsError – if the file is in the
wrong format or is missing.










Subpackages



	google.auth.compute_engine package
	Submodules
	google.auth.compute_engine.credentials module









	google.auth.crypt package
	Submodules
	google.auth.crypt.base module

	google.auth.crypt.es256 module

	google.auth.crypt.rsa module









	google.auth.transport package
	Submodules
	google.auth.transport.aiohttp_requests module

	google.auth.transport.grpc module

	google.auth.transport.mtls module

	google.auth.transport.requests module

	google.auth.transport.urllib3 module















Submodules



	google.auth.app_engine module

	google.auth.aws module

	google.auth.credentials module

	google.auth.credentials_async module

	google.auth.environment_vars module

	google.auth.exceptions module

	google.auth.external_account module

	google.auth.iam module

	google.auth.identity_pool module

	google.auth.impersonated_credentials module

	google.auth.jwt module

	google.auth.jwt_async module









          

      

      

    

  

    
      
          
            
  
google.auth.compute_engine package

Google Compute Engine authentication.


	
class Credentials(service_account_email='default', quota_project_id=None, scopes=None, default_scopes=None)[source]

	Bases: google.auth.credentials.Scoped, google.auth.credentials.CredentialsWithQuotaProject

Compute Engine Credentials.

These credentials use the Google Compute Engine metadata server to obtain
OAuth 2.0 access tokens associated with the instance’s service account,
and are also used for Cloud Run, Flex and App Engine (except for the Python
2.7 runtime).

For more information about Compute Engine authentication, including how
to configure scopes, see the Compute Engine authentication
documentation [https://cloud.google.com/compute/docs/authentication#using].


Note

On Compute Engine the metadata server ignores requested scopes.
On Cloud Run, Flex and App Engine the server honours requested scopes.




	Parameters

	
	service_account_email (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The service account email to use, or
‘default’. A Compute Engine instance may have multiple service
accounts.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota and
billing.


	scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – The list of scopes for the credentials.


	default_scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – Default scopes passed by a
Google client library. Use ‘scopes’ for user-defined scopes.









	
refresh(request)[source]

	Refresh the access token and scopes.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the Compute Engine metadata
service can’t be reached if if the instance has not
credentials.










	
service_account_email

	The service account email.


Note

This is not guaranteed to be set until refresh() has been
called.








	
requires_scopes

	True if these credentials require scopes to obtain an access token.






	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
with_scopes(scopes, default_scopes=None)[source]

	Create a copy of these credentials with the specified scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to attach to the
current credentials.



	Raises

	NotImplementedError [https://docs.python.org/3.5/library/exceptions.html#NotImplementedError] – If the credentials’ scopes can not be changed.
This can be avoided by checking requires_scopes before
calling this method.










	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
has_scopes(scopes)

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
quota_project_id

	Project to use for quota and billing purposes.






	
scopes

	the credentials’ current set of scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.










	
class IDTokenCredentials(request, target_audience, token_uri=None, additional_claims=None, service_account_email=None, signer=None, use_metadata_identity_endpoint=False, quota_project_id=None)[source]

	Bases: google.auth.credentials.CredentialsWithQuotaProject, google.auth.credentials.Signing

Open ID Connect ID Token-based service account credentials.

These credentials relies on the default service account of a GCE instance.

ID token can be requested from GCE metadata server identity endpoint [https://cloud.google.com/compute/docs/instances/verifying-instance-identity], IAM
token endpoint or other token endpoints you specify. If metadata server
identity endpoint is not used, the GCE instance must have been started with
a service account that has access to the IAM Cloud API.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	target_audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The intended audience for these credentials,
used when requesting the ID Token. The ID Token’s aud claim
will be set to this string.


	token_uri (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 Token URI.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT assertion used in the authorization grant.


	service_account_email (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – Optional explicit service account to
use to sign JWT tokens.
By default, this is the default GCE service account.


	signer (google.auth.crypt.Signer) – The signer used to sign JWTs.
In case the signer is specified, the request argument will be
ignored.


	use_metadata_identity_endpoint (bool [https://docs.python.org/3.5/library/functions.html#bool]) – Whether to use GCE metadata
identity endpoint. For backward compatibility the default value
is False. If set to True, token_uri, additional_claims,
service_account_email, signer argument should not be set;
otherwise ValueError will be raised.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota and
billing.






	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If use_metadata_identity_endpoint is set to True, and one of
token_uri, additional_claims, service_account_email,


signer arguments is set.









	
with_target_audience(target_audience)[source]

	Create a copy of these credentials with the specified target
audience.
:param target_audience: The intended audience for these credentials,
:type target_audience: str
:param used when requesting the ID Token.:


	Returns

	
	A new credentials

	instance.









	Return type

	google.auth.service_account.IDTokenCredentials










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
apply(headers, token=None)

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)[source]

	Refreshes the ID token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	
	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.


	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If extracting expiry from the obtained ID token fails.













	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer










	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – Signer is not available if metadata identity endpoint is used.










	
service_account_email

	The service account email.






	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]














Submodules



	google.auth.compute_engine.credentials module









          

      

      

    

  

    
      
          
            
  
google.auth.compute_engine.credentials module

Google Compute Engine credentials.

This module provides authentication for an application running on Google
Compute Engine using the Compute Engine metadata server.


	
class Credentials(service_account_email='default', quota_project_id=None, scopes=None, default_scopes=None)[source]

	Bases: google.auth.credentials.Scoped, google.auth.credentials.CredentialsWithQuotaProject

Compute Engine Credentials.

These credentials use the Google Compute Engine metadata server to obtain
OAuth 2.0 access tokens associated with the instance’s service account,
and are also used for Cloud Run, Flex and App Engine (except for the Python
2.7 runtime).

For more information about Compute Engine authentication, including how
to configure scopes, see the Compute Engine authentication
documentation [https://cloud.google.com/compute/docs/authentication#using].


Note

On Compute Engine the metadata server ignores requested scopes.
On Cloud Run, Flex and App Engine the server honours requested scopes.




	Parameters

	
	service_account_email (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The service account email to use, or
‘default’. A Compute Engine instance may have multiple service
accounts.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota and
billing.


	scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – The list of scopes for the credentials.


	default_scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – Default scopes passed by a
Google client library. Use ‘scopes’ for user-defined scopes.









	
refresh(request)[source]

	Refresh the access token and scopes.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the Compute Engine metadata
service can’t be reached if if the instance has not
credentials.










	
service_account_email

	The service account email.


Note

This is not guaranteed to be set until refresh() has been
called.








	
requires_scopes

	True if these credentials require scopes to obtain an access token.






	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
with_scopes(scopes, default_scopes=None)[source]

	Create a copy of these credentials with the specified scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to attach to the
current credentials.



	Raises

	NotImplementedError [https://docs.python.org/3.5/library/exceptions.html#NotImplementedError] – If the credentials’ scopes can not be changed.
This can be avoided by checking requires_scopes before
calling this method.










	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
has_scopes(scopes)

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
quota_project_id

	Project to use for quota and billing purposes.






	
scopes

	the credentials’ current set of scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.










	
class IDTokenCredentials(request, target_audience, token_uri=None, additional_claims=None, service_account_email=None, signer=None, use_metadata_identity_endpoint=False, quota_project_id=None)[source]

	Bases: google.auth.credentials.CredentialsWithQuotaProject, google.auth.credentials.Signing

Open ID Connect ID Token-based service account credentials.

These credentials relies on the default service account of a GCE instance.

ID token can be requested from GCE metadata server identity endpoint [https://cloud.google.com/compute/docs/instances/verifying-instance-identity], IAM
token endpoint or other token endpoints you specify. If metadata server
identity endpoint is not used, the GCE instance must have been started with
a service account that has access to the IAM Cloud API.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	target_audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The intended audience for these credentials,
used when requesting the ID Token. The ID Token’s aud claim
will be set to this string.


	token_uri (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 Token URI.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT assertion used in the authorization grant.


	service_account_email (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – Optional explicit service account to
use to sign JWT tokens.
By default, this is the default GCE service account.


	signer (google.auth.crypt.Signer) – The signer used to sign JWTs.
In case the signer is specified, the request argument will be
ignored.


	use_metadata_identity_endpoint (bool [https://docs.python.org/3.5/library/functions.html#bool]) – Whether to use GCE metadata
identity endpoint. For backward compatibility the default value
is False. If set to True, token_uri, additional_claims,
service_account_email, signer argument should not be set;
otherwise ValueError will be raised.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota and
billing.






	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If use_metadata_identity_endpoint is set to True, and one of
token_uri, additional_claims, service_account_email,


signer arguments is set.









	
with_target_audience(target_audience)[source]

	Create a copy of these credentials with the specified target
audience.
:param target_audience: The intended audience for these credentials,
:type target_audience: str
:param used when requesting the ID Token.:


	Returns

	
	A new credentials

	instance.









	Return type

	google.auth.service_account.IDTokenCredentials










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
apply(headers, token=None)

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)[source]

	Refreshes the ID token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	
	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.


	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If extracting expiry from the obtained ID token fails.













	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer










	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – Signer is not available if metadata identity endpoint is used.










	
service_account_email

	The service account email.






	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]
















          

      

      

    

  

    
      
          
            
  
google.auth.crypt package

Cryptography helpers for verifying and signing messages.

The simplest way to verify signatures is using verify_signature():

cert = open('certs.pem').read()
valid = crypt.verify_signature(message, signature, cert)





If you’re going to verify many messages with the same certificate, you can use
RSAVerifier:

cert = open('certs.pem').read()
verifier = crypt.RSAVerifier.from_string(cert)
valid = verifier.verify(message, signature)





To sign messages use RSASigner with a private key:

private_key = open('private_key.pem').read()
signer = crypt.RSASigner.from_string(private_key)
signature = signer.sign(message)





The code above also works for ES256Signer and ES256Verifier.
Note that these two classes are only available if your cryptography dependency
version is at least 1.4.0.


	
class Signer[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

Abstract base class for cryptographic signers.


	
key_id

	The key ID used to identify this private key.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
sign(message)[source]

	Signs a message.


	Parameters

	message (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The message to be signed.



	Returns

	The signature of the message.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]














	
class Verifier[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

Abstract base class for crytographic signature verifiers.


	
verify(message, signature)[source]

	Verifies a message against a cryptographic signature.


	Parameters

	
	message (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The message to verify.


	signature (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The cryptography signature to check.






	Returns

	True if message was signed by the private key associated
with the public key that this object was constructed with.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]














	
class RSASigner(private_key, key_id=None)[source]

	Bases: google.auth.crypt.base.Signer, google.auth.crypt.base.FromServiceAccountMixin

Signs messages with an RSA private key.


	Parameters

	
	( (private_key) – cryptography.hazmat.primitives.asymmetric.rsa.RSAPrivateKey):
The private key to sign with.


	key_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – Optional key ID used to identify this private key. This
can be useful to associate the private key with its associated
public key or certificate.









	
key_id

	The key ID used to identify this private key.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
sign(message)[source]

	Signs a message.


	Parameters

	message (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The message to be signed.



	Returns

	The signature of the message.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
classmethod from_string(key, key_id=None)[source]

	Construct a RSASigner from a private key in PEM format.


	Parameters

	
	key (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ bytes [https://docs.python.org/3.5/library/functions.html#bytes], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Private key in PEM format.


	key_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – An optional key id used to identify the private key.






	Returns

	The
constructed signer.



	Return type

	google.auth.crypt._cryptography_rsa.RSASigner



	Raises

	
	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If key is not bytes or str (unicode).


	UnicodeDecodeError [https://docs.python.org/3.5/library/exceptions.html#UnicodeDecodeError] – If key is bytes but cannot be decoded
into a UTF-8 str.


	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If cryptography “Could not deserialize key data.”













	
classmethod from_service_account_file(filename)

	Creates a Signer instance from a service account .json file
in Google format.


	Parameters

	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the service account .json file.



	Returns

	The constructed signer.



	Return type

	google.auth.crypt.Signer










	
classmethod from_service_account_info(info)

	Creates a Signer instance instance from a dictionary containing
service account info in Google format.


	Parameters

	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The service account info in Google
format.



	Returns

	The constructed signer.



	Return type

	google.auth.crypt.Signer



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.














	
class RSAVerifier(public_key)[source]

	Bases: google.auth.crypt.base.Verifier

Verifies RSA cryptographic signatures using public keys.


	Parameters

	( (public_key) – cryptography.hazmat.primitives.asymmetric.rsa.RSAPublicKey):
The public key used to verify signatures.






	
verify(message, signature)[source]

	Verifies a message against a cryptographic signature.


	Parameters

	
	message (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The message to verify.


	signature (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The cryptography signature to check.






	Returns

	True if message was signed by the private key associated
with the public key that this object was constructed with.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
classmethod from_string(public_key)[source]

	Construct an Verifier instance from a public key or public
certificate string.


	Parameters

	public_key (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The public key in PEM format or the
x509 public key certificate.



	Returns

	The constructed verifier.



	Return type

	Verifier



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the public key can’t be parsed.














	
class ES256Signer(private_key, key_id=None)[source]

	Bases: google.auth.crypt.base.Signer, google.auth.crypt.base.FromServiceAccountMixin

Signs messages with an ECDSA private key.


	Parameters

	
	( (private_key) – cryptography.hazmat.primitives.asymmetric.ec.ECDSAPrivateKey):
The private key to sign with.


	key_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – Optional key ID used to identify this private key. This
can be useful to associate the private key with its associated
public key or certificate.









	
key_id

	The key ID used to identify this private key.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
sign(message)[source]

	Signs a message.


	Parameters

	message (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The message to be signed.



	Returns

	The signature of the message.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
classmethod from_string(key, key_id=None)[source]

	Construct a RSASigner from a private key in PEM format.


	Parameters

	
	key (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ bytes [https://docs.python.org/3.5/library/functions.html#bytes], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Private key in PEM format.


	key_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – An optional key id used to identify the private key.






	Returns

	The
constructed signer.



	Return type

	google.auth.crypt._cryptography_rsa.RSASigner



	Raises

	
	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If key is not bytes or str (unicode).


	UnicodeDecodeError [https://docs.python.org/3.5/library/exceptions.html#UnicodeDecodeError] – If key is bytes but cannot be decoded
into a UTF-8 str.


	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If cryptography “Could not deserialize key data.”













	
classmethod from_service_account_file(filename)

	Creates a Signer instance from a service account .json file
in Google format.


	Parameters

	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the service account .json file.



	Returns

	The constructed signer.



	Return type

	google.auth.crypt.Signer










	
classmethod from_service_account_info(info)

	Creates a Signer instance instance from a dictionary containing
service account info in Google format.


	Parameters

	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The service account info in Google
format.



	Returns

	The constructed signer.



	Return type

	google.auth.crypt.Signer



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.














	
class ES256Verifier(public_key)[source]

	Bases: google.auth.crypt.base.Verifier

Verifies ECDSA cryptographic signatures using public keys.


	Parameters

	( (public_key) – cryptography.hazmat.primitives.asymmetric.ec.ECDSAPublicKey):
The public key used to verify signatures.






	
verify(message, signature)[source]

	Verifies a message against a cryptographic signature.


	Parameters

	
	message (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The message to verify.


	signature (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The cryptography signature to check.






	Returns

	True if message was signed by the private key associated
with the public key that this object was constructed with.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
classmethod from_string(public_key)[source]

	Construct an Verifier instance from a public key or public
certificate string.


	Parameters

	public_key (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The public key in PEM format or the
x509 public key certificate.



	Returns

	The constructed verifier.



	Return type

	Verifier



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the public key can’t be parsed.














Submodules



	google.auth.crypt.base module

	google.auth.crypt.es256 module

	google.auth.crypt.rsa module









          

      

      

    

  

    
      
          
            
  
google.auth.crypt.base module

Base classes for cryptographic signers and verifiers.


	
class Verifier[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

Abstract base class for crytographic signature verifiers.


	
verify(message, signature)[source]

	Verifies a message against a cryptographic signature.


	Parameters

	
	message (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The message to verify.


	signature (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The cryptography signature to check.






	Returns

	True if message was signed by the private key associated
with the public key that this object was constructed with.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]














	
class Signer[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

Abstract base class for cryptographic signers.


	
key_id

	The key ID used to identify this private key.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
sign(message)[source]

	Signs a message.


	Parameters

	message (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The message to be signed.



	Returns

	The signature of the message.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]














	
class FromServiceAccountMixin[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

Mix-in to enable factory constructors for a Signer.


	
from_string(key, key_id=None)[source]

	Construct an Signer instance from a private key string.


	Parameters

	
	key (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – Private key as a string.


	key_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – An optional key id used to identify the private key.






	Returns

	The constructed signer.



	Return type

	google.auth.crypt.Signer



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the key cannot be parsed.










	
classmethod from_service_account_info(info)[source]

	Creates a Signer instance instance from a dictionary containing
service account info in Google format.


	Parameters

	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The service account info in Google
format.



	Returns

	The constructed signer.



	Return type

	google.auth.crypt.Signer



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.










	
classmethod from_service_account_file(filename)[source]

	Creates a Signer instance from a service account .json file
in Google format.


	Parameters

	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the service account .json file.



	Returns

	The constructed signer.



	Return type

	google.auth.crypt.Signer
















          

      

      

    

  

    
      
          
            
  
google.auth.crypt.es256 module

ECDSA (ES256) verifier and signer that use the cryptography library.


	
class ES256Verifier(public_key)[source]

	Bases: google.auth.crypt.base.Verifier

Verifies ECDSA cryptographic signatures using public keys.


	Parameters

	( (public_key) – cryptography.hazmat.primitives.asymmetric.ec.ECDSAPublicKey):
The public key used to verify signatures.






	
verify(message, signature)[source]

	Verifies a message against a cryptographic signature.


	Parameters

	
	message (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The message to verify.


	signature (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The cryptography signature to check.






	Returns

	True if message was signed by the private key associated
with the public key that this object was constructed with.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
classmethod from_string(public_key)[source]

	Construct an Verifier instance from a public key or public
certificate string.


	Parameters

	public_key (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The public key in PEM format or the
x509 public key certificate.



	Returns

	The constructed verifier.



	Return type

	Verifier



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the public key can’t be parsed.














	
class ES256Signer(private_key, key_id=None)[source]

	Bases: google.auth.crypt.base.Signer, google.auth.crypt.base.FromServiceAccountMixin

Signs messages with an ECDSA private key.


	Parameters

	
	( (private_key) – cryptography.hazmat.primitives.asymmetric.ec.ECDSAPrivateKey):
The private key to sign with.


	key_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – Optional key ID used to identify this private key. This
can be useful to associate the private key with its associated
public key or certificate.









	
key_id

	The key ID used to identify this private key.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
sign(message)[source]

	Signs a message.


	Parameters

	message (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The message to be signed.



	Returns

	The signature of the message.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
classmethod from_string(key, key_id=None)[source]

	Construct a RSASigner from a private key in PEM format.


	Parameters

	
	key (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ bytes [https://docs.python.org/3.5/library/functions.html#bytes], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Private key in PEM format.


	key_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – An optional key id used to identify the private key.






	Returns

	The
constructed signer.



	Return type

	google.auth.crypt._cryptography_rsa.RSASigner



	Raises

	
	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If key is not bytes or str (unicode).


	UnicodeDecodeError [https://docs.python.org/3.5/library/exceptions.html#UnicodeDecodeError] – If key is bytes but cannot be decoded
into a UTF-8 str.


	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If cryptography “Could not deserialize key data.”













	
classmethod from_service_account_file(filename)

	Creates a Signer instance from a service account .json file
in Google format.


	Parameters

	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the service account .json file.



	Returns

	The constructed signer.



	Return type

	google.auth.crypt.Signer










	
classmethod from_service_account_info(info)

	Creates a Signer instance instance from a dictionary containing
service account info in Google format.


	Parameters

	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The service account info in Google
format.



	Returns

	The constructed signer.



	Return type

	google.auth.crypt.Signer



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.
















          

      

      

    

  

    
      
          
            
  
google.auth.crypt.rsa module

RSA cryptography signer and verifier.




          

      

      

    

  

    
      
          
            
  
google.auth.transport package

Transport - HTTP client library support.

google.auth is designed to work with various HTTP client libraries such
as urllib3 and requests. In order to work across these libraries with different
interfaces some abstraction is needed.

This module provides two interfaces that are implemented by transport adapters
to support HTTP libraries. Request defines the interface expected by
google.auth to make requests. Response defines the interface
for the return value of Request.


	
DEFAULT_REFRESH_STATUS_CODES = (<HTTPStatus.UNAUTHORIZED: 401>,)

	Which HTTP status code indicate that credentials should be
refreshed and a request should be retried.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ int [https://docs.python.org/3.5/library/functions.html#int] ]










	
DEFAULT_MAX_REFRESH_ATTEMPTS = 2

	How many times to refresh the credentials and retry a request.


	Type

	int [https://docs.python.org/3.5/library/functions.html#int]










	
class Response[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

HTTP Response data.


	
status

	The HTTP status code.


	Type

	int [https://docs.python.org/3.5/library/functions.html#int]










	
headers

	The HTTP response headers.


	Type

	Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
data

	The response body.


	Type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]














	
class Request[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

Interface for a callable that makes HTTP requests.

Specific transport implementations should provide an implementation of
this that adapts their specific request / response API.


	
__call__(url, method='GET', body=None, headers=None, timeout=None, **kwargs)[source]

	Make an HTTP request.


	Parameters

	
	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The URI to be requested.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The HTTP method to use for the request. Defaults
to ‘GET’.


	body (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The payload / body in HTTP request.


	headers (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Request headers.


	timeout (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ int [https://docs.python.org/3.5/library/functions.html#int] ]) – The number of seconds to wait for a
response from the server. If not specified or if None, the
transport-specific default timeout will be used.


	kwargs – Additionally arguments passed on to the transport’s
request method.






	Returns

	The HTTP response.



	Return type

	Response



	Raises

	google.auth.exceptions.TransportError – If any exception occurred.














Submodules



	google.auth.transport.aiohttp_requests module

	google.auth.transport.grpc module

	google.auth.transport.mtls module

	google.auth.transport.requests module

	google.auth.transport.urllib3 module









          

      

      

    

  

    
      
          
            
  
google.auth.transport.aiohttp_requests module




          

      

      

    

  

    
      
          
            
  
google.auth.transport.grpc module

Authorization support for gRPC.


	
class AuthMetadataPlugin(credentials, request, default_host=None)[source]

	Bases: sphinx.ext.autodoc.importer._MockObject

A gRPC AuthMetadataPlugin [http://www.grpc.io/grpc/python/grpc.html#grpc.AuthMetadataPlugin] that inserts the credentials into each
request.


	Parameters

	
	credentials (google.auth.credentials.Credentials) – The credentials to
add to requests.


	request (google.auth.transport.Request) – A HTTP transport request
object used to refresh credentials as needed.


	default_host (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – A host like “pubsub.googleapis.com”.
This is used when a self-signed JWT is created from service
account credentials.













	
secure_authorized_channel(credentials, request, target, ssl_credentials=None, client_cert_callback=None, **kwargs)[source]

	Creates a secure authorized gRPC channel.

This creates a channel with SSL and AuthMetadataPlugin. This
channel can be used to create a stub that can make authorized requests.
Users can configure client certificate or rely on device certificates to
establish a mutual TLS channel, if the GOOGLE_API_USE_CLIENT_CERTIFICATE
variable is explicitly set to true.

Example:

import google.auth
import google.auth.transport.grpc
import google.auth.transport.requests
from google.cloud.speech.v1 import cloud_speech_pb2

# Get credentials.
credentials, _ = google.auth.default()

# Get an HTTP request function to refresh credentials.
request = google.auth.transport.requests.Request()

# Create a channel.
channel = google.auth.transport.grpc.secure_authorized_channel(
    credentials, regular_endpoint, request,
    ssl_credentials=grpc.ssl_channel_credentials())

# Use the channel to create a stub.
cloud_speech.create_Speech_stub(channel)





Usage:

There are actually a couple of options to create a channel, depending on if
you want to create a regular or mutual TLS channel.

First let’s list the endpoints (regular vs mutual TLS) to choose from:

regular_endpoint = 'speech.googleapis.com:443'
mtls_endpoint = 'speech.mtls.googleapis.com:443'





Option 1: create a regular (non-mutual) TLS channel by explicitly setting
the ssl_credentials:

regular_ssl_credentials = grpc.ssl_channel_credentials()

channel = google.auth.transport.grpc.secure_authorized_channel(
    credentials, regular_endpoint, request,
    ssl_credentials=regular_ssl_credentials)





Option 2: create a mutual TLS channel by calling a callback which returns
the client side certificate and the key (Note that
GOOGLE_API_USE_CLIENT_CERTIFICATE environment variable must be explicitly
set to true):

def my_client_cert_callback():
    code_to_load_client_cert_and_key()
    if loaded:
        return (pem_cert_bytes, pem_key_bytes)
    raise MyClientCertFailureException()

try:
    channel = google.auth.transport.grpc.secure_authorized_channel(
        credentials, mtls_endpoint, request,
        client_cert_callback=my_client_cert_callback)
except MyClientCertFailureException:
    # handle the exception





Option 3: use application default SSL credentials. It searches and uses
the command in a context aware metadata file, which is available on devices
with endpoint verification support (Note that
GOOGLE_API_USE_CLIENT_CERTIFICATE environment variable must be explicitly
set to true).
See https://cloud.google.com/endpoint-verification/docs/overview:

try:
    default_ssl_credentials = SslCredentials()
except:
    # Exception can be raised if the context aware metadata is malformed.
    # See :class:`SslCredentials` for the possible exceptions.

# Choose the endpoint based on the SSL credentials type.
if default_ssl_credentials.is_mtls:
    endpoint_to_use = mtls_endpoint
else:
    endpoint_to_use = regular_endpoint
channel = google.auth.transport.grpc.secure_authorized_channel(
    credentials, endpoint_to_use, request,
    ssl_credentials=default_ssl_credentials)





Option 4: not setting ssl_credentials and client_cert_callback. For devices
without endpoint verification support or GOOGLE_API_USE_CLIENT_CERTIFICATE
environment variable is not true, a regular TLS channel is created;
otherwise, a mutual TLS channel is created, however, the call should be
wrapped in a try/except block in case of malformed context aware metadata.

The following code uses regular_endpoint, it works the same no matter the
created channle is regular or mutual TLS. Regular endpoint ignores client
certificate and key:

channel = google.auth.transport.grpc.secure_authorized_channel(
    credentials, regular_endpoint, request)





The following code uses mtls_endpoint, if the created channle is regular,
and API mtls_endpoint is confgured to require client SSL credentials, API
calls using this channel will be rejected:

channel = google.auth.transport.grpc.secure_authorized_channel(
    credentials, mtls_endpoint, request)






	Parameters

	
	credentials (google.auth.credentials.Credentials) – The credentials to
add to requests.


	request (google.auth.transport.Request) – A HTTP transport request
object used to refresh credentials as needed. Even though gRPC
is a separate transport, there’s no way to refresh the credentials
without using a standard http transport.


	target (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The host and port of the service.


	ssl_credentials (grpc.ChannelCredentials) – Optional SSL channel
credentials. This can be used to specify different certificates.
This argument is mutually exclusive with client_cert_callback;
providing both will raise an exception.
If ssl_credentials and client_cert_callback are None, application
default SSL credentials are used if GOOGLE_API_USE_CLIENT_CERTIFICATE
environment variable is explicitly set to true, otherwise one way TLS
SSL credentials are used.


	client_cert_callback (Callable [https://docs.python.org/3.5/library/typing.html#typing.Callable] [ , bytes [https://docs.python.org/3.5/library/functions.html#bytes], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – Optional
callback function to obtain client certicate and key for mutual TLS
connection. This argument is mutually exclusive with
ssl_credentials; providing both will raise an exception.
This argument does nothing unless GOOGLE_API_USE_CLIENT_CERTIFICATE
environment variable is explicitly set to true.


	kwargs – Additional arguments to pass to grpc.secure_channel().






	Returns

	The created gRPC channel.



	Return type

	grpc.Channel



	Raises

	google.auth.exceptions.MutualTLSChannelError – If mutual TLS channel
creation failed for any reason.










	
class SslCredentials[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

Class for application default SSL credentials.

The behavior is controlled by GOOGLE_API_USE_CLIENT_CERTIFICATE environment
variable whose default value is false. Client certificate will not be used
unless the environment variable is explicitly set to true. See
https://google.aip.dev/auth/4114

If the environment variable is true, then for devices with endpoint verification
support, a device certificate will be automatically loaded and mutual TLS will
be established.
See https://cloud.google.com/endpoint-verification/docs/overview.


	
ssl_credentials

	Get the created SSL channel credentials.

For devices with endpoint verification support, if the device certificate
loading has any problems, corresponding exceptions will be raised. For
a device without endpoint verification support, no exceptions will be
raised.


	Returns

	The created grpc channel credentials.



	Return type

	grpc.ChannelCredentials



	Raises

	google.auth.exceptions.MutualTLSChannelError – If mutual TLS channel
creation failed for any reason.










	
is_mtls

	Indicates if the created SSL channel credentials is mutual TLS.












          

      

      

    

  

    
      
          
            
  
google.auth.transport.mtls module

Utilites for mutual TLS.


	
has_default_client_cert_source()[source]

	Check if default client SSL credentials exists on the device.


	Returns

	indicating if the default client cert source exists.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
default_client_cert_source()[source]

	Get a callback which returns the default client SSL credentials.


	Returns

	
	A callback which returns the default

	client certificate bytes and private key bytes, both in PEM format.









	Return type

	Callable [https://docs.python.org/3.5/library/typing.html#typing.Callable] [ , bytes [https://docs.python.org/3.5/library/functions.html#bytes]bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]



	Raises

	google.auth.exceptions.DefaultClientCertSourceError – If the default
client SSL credentials don’t exist or are malformed.










	
default_client_encrypted_cert_source(cert_path, key_path)[source]

	Get a callback which returns the default encrpyted client SSL credentials.


	Parameters

	
	cert_path (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The cert file path. The default client certificate will
be written to this file when the returned callback is called.


	key_path (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The key file path. The default encrypted client key will
be written to this file when the returned callback is called.






	Returns

	
	A callback which generates the default

	client certificate, encrpyted private key and passphrase. It writes
the certificate and private key into the cert_path and key_path, and
returns the cert_path, key_path and passphrase bytes.









	Return type

	Callable [https://docs.python.org/3.5/library/typing.html#typing.Callable] [ , str [https://docs.python.org/3.5/library/stdtypes.html#str]str [https://docs.python.org/3.5/library/stdtypes.html#str]bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]



	Raises

	google.auth.exceptions.DefaultClientCertSourceError – If any problem
occurs when loading or saving the client certificate and key.












          

      

      

    

  

    
      
          
            
  
google.auth.transport.requests module

Transport adapter for Requests.


	
class TimeoutGuard(timeout, timeout_error_type=<class 'requests.exceptions.Timeout'>)[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

A context manager raising an error if the suite execution took too long.


	Parameters

	
	timeout (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ , Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ float [https://docs.python.org/3.5/library/functions.html#float], Tuple [https://docs.python.org/3.5/library/typing.html#typing.Tuple] [ float [https://docs.python.org/3.5/library/functions.html#float], float [https://docs.python.org/3.5/library/functions.html#float] ]  ]  ]) – The maximum number of seconds a suite can run without the context
manager raising a timeout exception on exit. If passed as a tuple,
the smaller of the values is taken as a timeout. If None, a
timeout error is never raised.


	timeout_error_type (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Exception [https://docs.python.org/3.5/library/exceptions.html#Exception] ]) – The type of the error to raise on timeout. Defaults to
requests.exceptions.Timeout.













	
class Request(session=None)[source]

	Bases: google.auth.transport.Request

Requests request adapter.

This class is used internally for making requests using various transports
in a consistent way. If you use AuthorizedSession you do not need
to construct or use this class directly.

This class can be useful if you want to manually refresh a
Credentials instance:

import google.auth.transport.requests
import requests

request = google.auth.transport.requests.Request()

credentials.refresh(request)






	Parameters

	session (requests.Session [https://requests.kennethreitz.org/en/master/api/#requests.Session]) – An instance requests.Session [https://requests.kennethreitz.org/en/master/api/#requests.Session] used
to make HTTP requests. If not specified, a session will be created.






	
__call__(url, method='GET', body=None, headers=None, timeout=120, **kwargs)[source]

	Make an HTTP request using requests.


	Parameters

	
	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The URI to be requested.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The HTTP method to use for the request. Defaults
to ‘GET’.


	body (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The payload or body in HTTP request.


	headers (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Request headers.


	timeout (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ int [https://docs.python.org/3.5/library/functions.html#int] ]) – The number of seconds to wait for a
response from the server. If not specified or if None, the
requests default timeout will be used.


	kwargs – Additional arguments passed through to the underlying
requests request() [https://requests.kennethreitz.org/en/master/api/#requests.Session.request] method.






	Returns

	The HTTP response.



	Return type

	google.auth.transport.Response



	Raises

	google.auth.exceptions.TransportError – If any exception occurred.














	
class AuthorizedSession(credentials, refresh_status_codes=(<HTTPStatus.UNAUTHORIZED: 401>, ), max_refresh_attempts=2, refresh_timeout=None, auth_request=None, default_host=None)[source]

	Bases: requests.sessions.Session

A Requests Session class with credentials.

This class is used to perform requests to API endpoints that require
authorization:

from google.auth.transport.requests import AuthorizedSession

authed_session = AuthorizedSession(credentials)

response = authed_session.request(
    'GET', 'https://www.googleapis.com/storage/v1/b')





The underlying request() implementation handles adding the
credentials’ headers to the request and refreshing credentials as needed.

This class also supports mutual TLS via configure_mtls_channel()
method. In order to use this method, the GOOGLE_API_USE_CLIENT_CERTIFICATE
environment variable must be explicitly set to true, otherwise it does
nothing. Assume the environment is set to true, the method behaves in the
following manner:

If client_cert_callback is provided, client certificate and private
key are loaded using the callback; if client_cert_callback is None,
application default SSL credentials will be used. Exceptions are raised if
there are problems with the certificate, private key, or the loading process,
so it should be called within a try/except block.

First we set the environment variable to true, then create an AuthorizedSession
instance and specify the endpoints:

regular_endpoint = 'https://pubsub.googleapis.com/v1/projects/{my_project_id}/topics'
mtls_endpoint = 'https://pubsub.mtls.googleapis.com/v1/projects/{my_project_id}/topics'

authed_session = AuthorizedSession(credentials)





Now we can pass a callback to configure_mtls_channel():

def my_cert_callback():
    # some code to load client cert bytes and private key bytes, both in
    # PEM format.
    some_code_to_load_client_cert_and_key()
    if loaded:
        return cert, key
    raise MyClientCertFailureException()

# Always call configure_mtls_channel within a try/except block.
try:
    authed_session.configure_mtls_channel(my_cert_callback)
except:
    # handle exceptions.

if authed_session.is_mtls:
    response = authed_session.request('GET', mtls_endpoint)
else:
    response = authed_session.request('GET', regular_endpoint)





You can alternatively use application default SSL credentials like this:

try:
    authed_session.configure_mtls_channel()
except:
    # handle exceptions.






	Parameters

	
	credentials (google.auth.credentials.Credentials) – The credentials to
add to the request.


	refresh_status_codes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ int [https://docs.python.org/3.5/library/functions.html#int] ]) – Which HTTP status codes indicate
that credentials should be refreshed and the request should be
retried.


	max_refresh_attempts (int [https://docs.python.org/3.5/library/functions.html#int]) – The maximum number of times to attempt to
refresh the credentials and retry the request.


	refresh_timeout (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ int [https://docs.python.org/3.5/library/functions.html#int] ]) – The timeout value in seconds for
credential refresh HTTP requests.


	auth_request (google.auth.transport.requests.Request) – (Optional) An instance of
Request used when
refreshing credentials. If not passed,
an instance of Request
is created.


	default_host (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – A host like “pubsub.googleapis.com”.
This is used when a self-signed JWT is created from service
account credentials.









	
configure_mtls_channel(client_cert_callback=None)[source]

	Configure the client certificate and key for SSL connection.

The function does nothing unless GOOGLE_API_USE_CLIENT_CERTIFICATE is
explicitly set to true. In this case if client certificate and key are
successfully obtained (from the given client_cert_callback or from application
default SSL credentials), a _MutualTlsAdapter instance will be mounted
to “https://” prefix.


	Parameters

	client_cert_callback (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Callable [https://docs.python.org/3.5/library/typing.html#typing.Callable] [ , bytes [https://docs.python.org/3.5/library/functions.html#bytes], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]  ]) – The optional callback returns the client certificate and private
key bytes both in PEM format.
If the callback is None, application default SSL credentials
will be used.



	Raises

	google.auth.exceptions.MutualTLSChannelError – If mutual TLS channel
creation failed for any reason.










	
request(method, url, data=None, headers=None, max_allowed_time=None, timeout=120, **kwargs)[source]

	Implementation of Requests’ request.


	Parameters

	
	timeout (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ float [https://docs.python.org/3.5/library/functions.html#float], Tuple [https://docs.python.org/3.5/library/typing.html#typing.Tuple] [ float [https://docs.python.org/3.5/library/functions.html#float], float [https://docs.python.org/3.5/library/functions.html#float] ]  ]  ]) – The amount of time in seconds to wait for the server response
with each individual request. Can also be passed as a tuple
(connect_timeout, read_timeout). See requests.Session.request() [https://requests.kennethreitz.org/en/master/api/#requests.Session.request]
documentation for details.


	max_allowed_time (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ float [https://docs.python.org/3.5/library/functions.html#float] ]) – If the method runs longer than this, a Timeout exception is
automatically raised. Unlike the timeout parameter, this
value applies to the total method execution time, even if
multiple requests are made under the hood.

Mind that it is not guaranteed that the timeout error is raised
at max_allowed_time. It might take longer, for example, if
an underlying request takes a lot of time, but the request
itself does not timeout, e.g. if a large file is being
transmitted. The timout error will be raised after such
request completes.















	
is_mtls

	Indicates if the created SSL channel is mutual TLS.






	
close()

	Closes all adapters and as such the session






	
delete(url, **kwargs)

	Sends a DELETE request. Returns Response object.


	Parameters

	
	url – URL for the new Request object.


	**kwargs – Optional arguments that request takes.






	Return type

	requests.Response [https://requests.kennethreitz.org/en/master/api/#requests.Response]










	
get(url, **kwargs)

	Sends a GET request. Returns Response object.


	Parameters

	
	url – URL for the new Request object.


	**kwargs – Optional arguments that request takes.






	Return type

	requests.Response [https://requests.kennethreitz.org/en/master/api/#requests.Response]










	
get_adapter(url)

	Returns the appropriate connection adapter for the given URL.


	Return type

	requests.adapters.BaseAdapter [https://requests.kennethreitz.org/en/master/api/#requests.adapters.BaseAdapter]










	
get_redirect_target(resp)

	Receives a Response. Returns a redirect URI or None






	
head(url, **kwargs)

	Sends a HEAD request. Returns Response object.


	Parameters

	
	url – URL for the new Request object.


	**kwargs – Optional arguments that request takes.






	Return type

	requests.Response [https://requests.kennethreitz.org/en/master/api/#requests.Response]










	
merge_environment_settings(url, proxies, stream, verify, cert)

	Check the environment and merge it with some settings.


	Return type

	dict [https://docs.python.org/3.5/library/stdtypes.html#dict]










	
mount(prefix, adapter)

	Registers a connection adapter to a prefix.

Adapters are sorted in descending order by prefix length.






	
options(url, **kwargs)

	Sends a OPTIONS request. Returns Response object.


	Parameters

	
	url – URL for the new Request object.


	**kwargs – Optional arguments that request takes.






	Return type

	requests.Response [https://requests.kennethreitz.org/en/master/api/#requests.Response]










	
patch(url, data=None, **kwargs)

	Sends a PATCH request. Returns Response object.


	Parameters

	
	url – URL for the new Request object.


	data – (optional) Dictionary, list of tuples, bytes, or file-like
object to send in the body of the Request.


	**kwargs – Optional arguments that request takes.






	Return type

	requests.Response [https://requests.kennethreitz.org/en/master/api/#requests.Response]










	
post(url, data=None, json=None, **kwargs)

	Sends a POST request. Returns Response object.


	Parameters

	
	url – URL for the new Request object.


	data – (optional) Dictionary, list of tuples, bytes, or file-like
object to send in the body of the Request.


	json – (optional) json to send in the body of the Request.


	**kwargs – Optional arguments that request takes.






	Return type

	requests.Response [https://requests.kennethreitz.org/en/master/api/#requests.Response]










	
prepare_request(request)

	Constructs a PreparedRequest for
transmission and returns it. The PreparedRequest has settings
merged from the Request instance and those of the
Session.


	Parameters

	request – Request instance to prepare with this
session’s settings.



	Return type

	requests.PreparedRequest [https://requests.kennethreitz.org/en/master/api/#requests.PreparedRequest]










	
put(url, data=None, **kwargs)

	Sends a PUT request. Returns Response object.


	Parameters

	
	url – URL for the new Request object.


	data – (optional) Dictionary, list of tuples, bytes, or file-like
object to send in the body of the Request.


	**kwargs – Optional arguments that request takes.






	Return type

	requests.Response [https://requests.kennethreitz.org/en/master/api/#requests.Response]










	
rebuild_auth(prepared_request, response)

	When being redirected we may want to strip authentication from the
request to avoid leaking credentials. This method intelligently removes
and reapplies authentication where possible to avoid credential loss.






	
rebuild_method(prepared_request, response)

	When being redirected we may want to change the method of the request
based on certain specs or browser behavior.






	
rebuild_proxies(prepared_request, proxies)

	This method re-evaluates the proxy configuration by considering the
environment variables. If we are redirected to a URL covered by
NO_PROXY, we strip the proxy configuration. Otherwise, we set missing
proxy keys for this URL (in case they were stripped by a previous
redirect).

This method also replaces the Proxy-Authorization header where
necessary.


	Return type

	dict [https://docs.python.org/3.5/library/stdtypes.html#dict]










	
resolve_redirects(resp, req, stream=False, timeout=None, verify=True, cert=None, proxies=None, yield_requests=False, **adapter_kwargs)

	Receives a Response. Returns a generator of Responses or Requests.






	
send(request, **kwargs)

	Send a given PreparedRequest.


	Return type

	requests.Response [https://requests.kennethreitz.org/en/master/api/#requests.Response]










	
should_strip_auth(old_url, new_url)

	Decide whether Authorization header should be removed when redirecting












          

      

      

    

  

    
      
          
            
  
google.auth.transport.urllib3 module

Transport adapter for urllib3.


	
class Request(http)[source]

	Bases: google.auth.transport.Request

urllib3 request adapter.

This class is used internally for making requests using various transports
in a consistent way. If you use AuthorizedHttp you do not need
to construct or use this class directly.

This class can be useful if you want to manually refresh a
Credentials instance:

import google.auth.transport.urllib3
import urllib3

http = urllib3.PoolManager()
request = google.auth.transport.urllib3.Request(http)

credentials.refresh(request)






	Parameters

	http (urllib3.request.RequestMethods [https://urllib3.readthedocs.io/en/stable/reference/urllib3.request.html#urllib3.request.RequestMethods]) – An instance of any urllib3
class that implements RequestMethods [https://urllib3.readthedocs.io/en/stable/reference/urllib3.request.html#urllib3.request.RequestMethods],
usually urllib3.PoolManager [https://urllib3.readthedocs.io/en/stable/reference/urllib3.poolmanager.html#urllib3.PoolManager].






	
__call__(url, method='GET', body=None, headers=None, timeout=None, **kwargs)[source]

	Make an HTTP request using urllib3.


	Parameters

	
	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The URI to be requested.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The HTTP method to use for the request. Defaults
to ‘GET’.


	body (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The payload / body in HTTP request.


	headers (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Request headers.


	timeout (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ int [https://docs.python.org/3.5/library/functions.html#int] ]) – The number of seconds to wait for a
response from the server. If not specified or if None, the
urllib3 default timeout will be used.


	kwargs – Additional arguments passed throught to the underlying
urllib3 urlopen() method.






	Returns

	The HTTP response.



	Return type

	google.auth.transport.Response



	Raises

	google.auth.exceptions.TransportError – If any exception occurred.














	
class AuthorizedHttp(credentials, http=None, refresh_status_codes=(<HTTPStatus.UNAUTHORIZED: 401>, ), max_refresh_attempts=2, default_host=None)[source]

	Bases: urllib3.request.RequestMethods [https://urllib3.readthedocs.io/en/stable/reference/urllib3.request.html#urllib3.request.RequestMethods]

A urllib3 HTTP class with credentials.

This class is used to perform requests to API endpoints that require
authorization:

from google.auth.transport.urllib3 import AuthorizedHttp

authed_http = AuthorizedHttp(credentials)

response = authed_http.request(
    'GET', 'https://www.googleapis.com/storage/v1/b')





This class implements urllib3.request.RequestMethods [https://urllib3.readthedocs.io/en/stable/reference/urllib3.request.html#urllib3.request.RequestMethods] and can be
used just like any other urllib3.PoolManager [https://urllib3.readthedocs.io/en/stable/reference/urllib3.poolmanager.html#urllib3.PoolManager].

The underlying urlopen() implementation handles adding the
credentials’ headers to the request and refreshing credentials as needed.

This class also supports mutual TLS via configure_mtls_channel()
method. In order to use this method, the GOOGLE_API_USE_CLIENT_CERTIFICATE
environment variable must be explicitly set to true, otherwise it does
nothing. Assume the environment is set to true, the method behaves in the
following manner:
If client_cert_callback is provided, client certificate and private
key are loaded using the callback; if client_cert_callback is None,
application default SSL credentials will be used. Exceptions are raised if
there are problems with the certificate, private key, or the loading process,
so it should be called within a try/except block.

First we set the environment variable to true, then create an AuthorizedHttp
instance and specify the endpoints:

regular_endpoint = 'https://pubsub.googleapis.com/v1/projects/{my_project_id}/topics'
mtls_endpoint = 'https://pubsub.mtls.googleapis.com/v1/projects/{my_project_id}/topics'

authed_http = AuthorizedHttp(credentials)





Now we can pass a callback to configure_mtls_channel():

def my_cert_callback():
    # some code to load client cert bytes and private key bytes, both in
    # PEM format.
    some_code_to_load_client_cert_and_key()
    if loaded:
        return cert, key
    raise MyClientCertFailureException()

# Always call configure_mtls_channel within a try/except block.
try:
    is_mtls = authed_http.configure_mtls_channel(my_cert_callback)
except:
    # handle exceptions.

if is_mtls:
    response = authed_http.request('GET', mtls_endpoint)
else:
    response = authed_http.request('GET', regular_endpoint)





You can alternatively use application default SSL credentials like this:

try:
    is_mtls = authed_http.configure_mtls_channel()
except:
    # handle exceptions.






	Parameters

	
	credentials (google.auth.credentials.Credentials) – The credentials to
add to the request.


	http (urllib3.PoolManager [https://urllib3.readthedocs.io/en/stable/reference/urllib3.poolmanager.html#urllib3.PoolManager]) – The underlying HTTP object to
use to make requests. If not specified, a
urllib3.PoolManager [https://urllib3.readthedocs.io/en/stable/reference/urllib3.poolmanager.html#urllib3.PoolManager] instance will be constructed with
sane defaults.


	refresh_status_codes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ int [https://docs.python.org/3.5/library/functions.html#int] ]) – Which HTTP status codes indicate
that credentials should be refreshed and the request should be
retried.


	max_refresh_attempts (int [https://docs.python.org/3.5/library/functions.html#int]) – The maximum number of times to attempt to
refresh the credentials and retry the request.


	default_host (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – A host like “pubsub.googleapis.com”.
This is used when a self-signed JWT is created from service
account credentials.









	
configure_mtls_channel(client_cert_callback=None)[source]

	Configures mutual TLS channel using the given client_cert_callback or
application default SSL credentials. The behavior is controlled by
GOOGLE_API_USE_CLIENT_CERTIFICATE environment variable.
(1) If the environment variable value is true, the function returns True
if the channel is mutual TLS and False otherwise. The http provided
in the constructor will be overwritten.
(2) If the environment variable is not set or false, the function does
nothing and it always return False.


	Parameters

	client_cert_callback (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Callable [https://docs.python.org/3.5/library/typing.html#typing.Callable] [ , bytes [https://docs.python.org/3.5/library/functions.html#bytes], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]  ]) – The optional callback returns the client certificate and private
key bytes both in PEM format.
If the callback is None, application default SSL credentials
will be used.



	Returns

	True if the channel is mutual TLS and False otherwise.



	Raises

	google.auth.exceptions.MutualTLSChannelError – If mutual TLS channel
creation failed for any reason.










	
urlopen(method, url, body=None, headers=None, **kwargs)[source]

	Implementation of urllib3’s urlopen.






	
request(method, url, fields=None, headers=None, **urlopen_kw)

	Make a request using urlopen() with the appropriate encoding of
fields based on the method used.

This is a convenience method that requires the least amount of manual
effort. It can be used in most situations, while still having the
option to drop down to more specific methods when necessary, such as
request_encode_url(), request_encode_body(),
or even the lowest level urlopen().






	
request_encode_body(method, url, fields=None, headers=None, encode_multipart=True, multipart_boundary=None, **urlopen_kw)

	Make a request using urlopen() with the fields encoded in
the body. This is useful for request methods like POST, PUT, PATCH, etc.

When encode_multipart=True (default), then
urllib3.encode_multipart_formdata() [https://urllib3.readthedocs.io/en/stable/reference/urllib3.fields.html#urllib3.encode_multipart_formdata] is used to encode
the payload with the appropriate content type. Otherwise
urllib.parse.urlencode() [https://docs.python.org/3.5/library/urllib.parse.html#urllib.parse.urlencode] is used with the
‘application/x-www-form-urlencoded’ content type.

Multipart encoding must be used when posting files, and it’s reasonably
safe to use it in other times too. However, it may break request
signing, such as with OAuth.

Supports an optional fields parameter of key/value strings AND
key/filetuple. A filetuple is a (filename, data, MIME type) tuple where
the MIME type is optional. For example:

fields = {
    'foo': 'bar',
    'fakefile': ('foofile.txt', 'contents of foofile'),
    'realfile': ('barfile.txt', open('realfile').read()),
    'typedfile': ('bazfile.bin', open('bazfile').read(),
                  'image/jpeg'),
    'nonamefile': 'contents of nonamefile field',
}





When uploading a file, providing a filename (the first parameter of the
tuple) is optional but recommended to best mimic behavior of browsers.

Note that if headers are supplied, the ‘Content-Type’ header will
be overwritten because it depends on the dynamic random boundary string
which is used to compose the body of the request. The random boundary
string can be explicitly set with the multipart_boundary parameter.






	
request_encode_url(method, url, fields=None, headers=None, **urlopen_kw)

	Make a request using urlopen() with the fields encoded in
the url. This is useful for request methods like GET, HEAD, DELETE, etc.






	
headers

	Proxy to self.http.












          

      

      

    

  

    
      
          
            
  
google.auth.app_engine module

Google App Engine standard environment support.

This module provides authentication and signing for applications running on App
Engine in the standard environment using the App Identity API [https://cloud.google.com/appengine/docs/python/appidentity/].


	
class Signer[source]

	Bases: google.auth.crypt.base.Signer

Signs messages using the App Engine App Identity service.

This can be used in place of google.auth.crypt.Signer when
running in the App Engine standard environment.


	
key_id

	The key ID used to identify this private key.


Warning

This is always None. The key ID used by App Engine can not
be reliably determined ahead of time.




	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
sign(message)[source]

	Signs a message.


	Parameters

	message (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The message to be signed.



	Returns

	The signature of the message.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]














	
get_project_id()[source]

	Gets the project ID for the current App Engine application.


	Returns

	The project ID



	Return type

	str [https://docs.python.org/3.5/library/stdtypes.html#str]



	Raises

	EnvironmentError [https://docs.python.org/3.5/library/exceptions.html#EnvironmentError] – If the App Engine APIs are unavailable.










	
class Credentials(scopes=None, default_scopes=None, service_account_id=None, quota_project_id=None)[source]

	Bases: google.auth.credentials.Scoped, google.auth.credentials.Signing, google.auth.credentials.CredentialsWithQuotaProject

App Engine standard environment credentials.

These credentials use the App Engine App Identity API to obtain access
tokens.


	Parameters

	
	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Scopes to request from the App Identity
API.


	default_scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Default scopes passed by a
Google client library. Use ‘scopes’ for user-defined scopes.


	service_account_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The service account ID passed into
google.appengine.api.app_identity.get_access_token().
If not specified, the default application service account
ID will be used.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota
and billing.






	Raises

	EnvironmentError [https://docs.python.org/3.5/library/exceptions.html#EnvironmentError] – If the App Engine APIs are unavailable.






	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
service_account_email

	The service account email.






	
requires_scopes

	Checks if the credentials requires scopes.


	Returns

	True if there are no scopes set otherwise False.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
with_scopes(scopes, default_scopes=None)[source]

	Create a copy of these credentials with the specified scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to attach to the
current credentials.



	Raises

	NotImplementedError [https://docs.python.org/3.5/library/exceptions.html#NotImplementedError] – If the credentials’ scopes can not be changed.
This can be avoided by checking requires_scopes before
calling this method.










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer










	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
has_scopes(scopes)

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
quota_project_id

	Project to use for quota and billing purposes.






	
scopes

	the credentials’ current set of scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.












          

      

      

    

  

    
      
          
            
  
google.auth.aws module

AWS Credentials and AWS Signature V4 Request Signer.

This module provides credentials to access Google Cloud resources from Amazon
Web Services (AWS) workloads. These credentials are recommended over the
use of service account credentials in AWS as they do not involve the management
of long-live service account private keys.

AWS Credentials are initialized using external_account arguments which are
typically loaded from the external credentials JSON file.
Unlike other Credentials that can be initialized with a list of explicit
arguments, secrets or credentials, external account clients use the
environment and hints/guidelines provided by the external_account JSON
file to retrieve credentials and exchange them for Google access tokens.

This module also provides a basic implementation of the
AWS Signature Version 4 [https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html] request signing algorithm.

AWS Credentials use serialized signed requests to the
AWS STS GetCallerIdentity [https://docs.aws.amazon.com/STS/latest/APIReference/API_GetCallerIdentity.html] API that can be exchanged for Google access tokens
via the GCP STS endpoint.


	
class RequestSigner(region_name)[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

Implements an AWS request signer based on the AWS Signature Version 4 signing
process.
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html

Instantiates an AWS request signer used to compute authenticated signed
requests to AWS APIs based on the AWS Signature Version 4 signing process.


	Parameters

	region_name (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The AWS region to use.






	
get_request_options(aws_security_credentials, url, method, request_payload='', additional_headers={})[source]

	Generates the signed request for the provided HTTP request for calling
an AWS API. This follows the steps described at:
https://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html


	Parameters

	
	aws_security_credentials (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – A dictionary containing
the AWS security credentials.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The AWS service URL containing the canonical URI and
query string.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The HTTP method used to call this API.


	request_payload (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional request payload if
available.


	additional_headers (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – The optional
additional headers needed for the requested AWS API.






	Returns

	The AWS signed request dictionary object.



	Return type

	Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]














	
class Credentials(audience, subject_token_type, token_url, credential_source=None, service_account_impersonation_url=None, client_id=None, client_secret=None, quota_project_id=None, scopes=None, default_scopes=None)[source]

	Bases: google.auth.external_account.Credentials

AWS external account credentials.
This is used to exchange serialized AWS signature v4 signed requests to
AWS STS GetCallerIdentity service for Google access tokens.

Instantiates an AWS workload external account credentials object.


	Parameters

	
	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The STS audience field.


	subject_token_type (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The subject token type.


	token_url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The STS endpoint URL.


	credential_source (Mapping) – The credential source dictionary used
to provide instructions on how to retrieve external credential
to be exchanged for Google access tokens.


	service_account_impersonation_url (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional
service account impersonation getAccessToken URL.


	client_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional client ID.


	client_secret (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional client secret.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional quota project ID.


	scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – Optional scopes to request during
the authorization grant.


	default_scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – Default scopes passed by a
Google client library. Use ‘scopes’ for user-defined scopes.






	Raises

	
	google.auth.exceptions.RefreshError – If an error is encountered during
access token retrieval logic.


	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – For invalid parameters.









Note

Typically one of the helper constructors
from_file() or
from_info() are used instead of calling the constructor directly.




	
retrieve_subject_token(request)[source]

	Retrieves the subject token using the credential_source object.
The subject token is a serialized AWS GetCallerIdentity signed request [https://cloud.google.com/iam/docs/access-resources-aws#exchange-token].

The logic is summarized as:

Retrieve the AWS region from the AWS_REGION or AWS_DEFAULT_REGION
environment variable or from the AWS metadata server availability-zone
if not found in the environment variable.

Check AWS credentials in environment variables. If not found, retrieve
from the AWS metadata server security-credentials endpoint.

When retrieving AWS credentials from the metadata server
security-credentials endpoint, the AWS role needs to be determined by
calling the security-credentials endpoint without any argument. Then the
credentials can be retrieved via: security-credentials/role_name

Generate the signed request to AWS STS GetCallerIdentity action.

Inject x-goog-cloud-target-resource into header and serialize the
signed request. This will be the subject-token to pass to GCP STS.


	Parameters

	request (google.auth.transport.Request) – A callable used to make
HTTP requests.



	Returns

	The retrieved subject token.



	Return type

	str [https://docs.python.org/3.5/library/stdtypes.html#str]










	
classmethod from_info(info, **kwargs)[source]

	Creates an AWS Credentials instance from parsed external account info.


	Parameters

	
	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The AWS external account info in Google
format.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	The constructed credentials.



	Return type

	google.auth.aws.Credentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – For invalid parameters.










	
classmethod from_file(filename, **kwargs)[source]

	Creates an AWS Credentials instance from an external account json file.


	Parameters

	
	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the AWS external account json file.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	The constructed credentials.



	Return type

	google.auth.aws.Credentials










	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
get_project_id(request)[source]

	Retrieves the project ID corresponding to the workload identity pool.

When not determinable, None is returned.

This is introduced to support the current pattern of using the Auth library:


credentials, project_id = google.auth.default()




The resource may not have permission (resourcemanager.projects.get) to
call this API or the required scopes may not be selected:
https://cloud.google.com/resource-manager/reference/rest/v1/projects/get#authorization-scopes


	Parameters

	request (google.auth.transport.Request) – A callable used to make
HTTP requests.



	Returns

	
	The project ID corresponding to the workload identity pool

	if determinable.









	Return type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
has_scopes(scopes)

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
project_number

	The project number corresponding to the workload identity pool.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
requires_scopes

	Checks if the credentials requires scopes.


	Returns

	True if there are no scopes set otherwise False.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
scopes

	the credentials’ current set of scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
with_scopes(scopes, default_scopes=None)[source]

	Create a copy of these credentials with the specified scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to attach to the
current credentials.



	Raises

	NotImplementedError [https://docs.python.org/3.5/library/exceptions.html#NotImplementedError] – If the credentials’ scopes can not be changed.
This can be avoided by checking requires_scopes before
calling this method.
















          

      

      

    

  

    
      
          
            
  
google.auth.credentials module

Interfaces for credentials.


	
class Credentials[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

Base class for all credentials.

All credentials have a token that is used for authentication and
may also optionally set an expiry to indicate when the token will
no longer be valid.

Most credentials will be invalid until refresh() is called.
Credentials can do this automatically before the first HTTP request in
before_request().

Although the token and expiration will change as the credentials are
refreshed and used, credentials should be considered
immutable. Various credentials will accept configuration such as private
keys, scopes, and other options. These options are not changeable after
construction. Some classes will provide mechanisms to copy the credentials
with modifications such as ScopedCredentials.with_scopes().


	
token = None

	The bearer token that can be used in HTTP headers to make
authenticated requests.


	Type

	str [https://docs.python.org/3.5/library/stdtypes.html#str]










	
expiry = None

	When the token expires and is no longer valid.
If this is None, the token is assumed to never expire.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ datetime [https://docs.python.org/3.5/library/datetime.html#module-datetime] ]










	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.

















	
class CredentialsWithQuotaProject[source]

	Bases: google.auth.credentials.Credentials

Abstract base for credentials supporting with_quota_project factory


	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
apply(headers, token=None)

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.










	
class AnonymousCredentials[source]

	Bases: google.auth.credentials.Credentials

Credentials that do not provide any authentication information.

These are useful in the case of services that support anonymous access or
local service emulators that do not use credentials.


	
expired

	Returns False, anonymous credentials never expire.






	
valid

	Returns True, anonymous credentials are always valid.






	
refresh(request)[source]

	Raises ValueError`, anonymous credentials cannot be
refreshed.






	
apply(headers, token=None)[source]

	Anonymous credentials do nothing to the request.

The optional token argument is not supported.


	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If a token was specified.










	
before_request(request, method, url, headers)[source]

	Anonymous credentials do nothing to the request.






	
quota_project_id

	Project to use for quota and billing purposes.










	
class ReadOnlyScoped[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

Interface for credentials whose scopes can be queried.

OAuth 2.0-based credentials allow limiting access using scopes as described
in RFC6749 Section 3.3 [https://tools.ietf.org/html/rfc6749#section-3.3].
If a credential class implements this interface then the credentials either
use scopes in their implementation.

Some credentials require scopes in order to obtain a token. You can check
if scoping is necessary with requires_scopes:

if credentials.requires_scopes:
    # Scoping is required.
    credentials = credentials.with_scopes(scopes=['one', 'two'])





Credentials that require scopes must either be constructed with scopes:

credentials = SomeScopedCredentials(scopes=['one', 'two'])





Or must copy an existing instance using with_scopes():

scoped_credentials = credentials.with_scopes(scopes=['one', 'two'])





Some credentials have scopes but do not allow or require scopes to be set,
these credentials can be used as-is.


	
scopes

	the credentials’ current set of scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
requires_scopes

	True if these credentials require scopes to obtain an access token.






	
has_scopes(scopes)[source]

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]














	
class Scoped[source]

	Bases: google.auth.credentials.ReadOnlyScoped

Interface for credentials whose scopes can be replaced while copying.

OAuth 2.0-based credentials allow limiting access using scopes as described
in RFC6749 Section 3.3 [https://tools.ietf.org/html/rfc6749#section-3.3].
If a credential class implements this interface then the credentials either
use scopes in their implementation.

Some credentials require scopes in order to obtain a token. You can check
if scoping is necessary with requires_scopes:

if credentials.requires_scopes:
    # Scoping is required.
    credentials = credentials.create_scoped(['one', 'two'])





Credentials that require scopes must either be constructed with scopes:

credentials = SomeScopedCredentials(scopes=['one', 'two'])





Or must copy an existing instance using with_scopes():

scoped_credentials = credentials.with_scopes(scopes=['one', 'two'])





Some credentials have scopes but do not allow or require scopes to be set,
these credentials can be used as-is.


	
with_scopes(scopes, default_scopes=None)[source]

	Create a copy of these credentials with the specified scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to attach to the
current credentials.



	Raises

	NotImplementedError [https://docs.python.org/3.5/library/exceptions.html#NotImplementedError] – If the credentials’ scopes can not be changed.
This can be avoided by checking requires_scopes before
calling this method.










	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
has_scopes(scopes)

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
requires_scopes

	True if these credentials require scopes to obtain an access token.






	
scopes

	the credentials’ current set of scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]














	
with_scopes_if_required(credentials, scopes, default_scopes=None)[source]

	Creates a copy of the credentials with scopes if scoping is required.

This helper function is useful when you do not know (or care to know) the
specific type of credentials you are using (such as when you use
google.auth.default()). This function will call
Scoped.with_scopes() if the credentials are scoped credentials and if
the credentials require scoping. Otherwise, it will return the credentials
as-is.


	Parameters

	
	credentials (google.auth.credentials.Credentials) – The credentials to
scope if necessary.


	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to use.


	default_scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Default scopes passed by a
Google client library. Use ‘scopes’ for user-defined scopes.






	Returns

	
	Either a new set of scoped

	credentials, or the passed in credentials instance if no scoping
was required.









	Return type

	google.auth.credentials.Credentials










	
class Signing[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

Interface for credentials that can cryptographically sign messages.


	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer
















          

      

      

    

  

    
      
          
            
  
google.auth.credentials_async module

Interfaces for credentials.


	
class Credentials[source]

	Bases: google.auth.credentials.Credentials

Async inherited credentials class from google.auth.credentials.
The added functionality is the before_request call which requires
async/await syntax.
All credentials have a token that is used for authentication and
may also optionally set an expiry to indicate when the token will
no longer be valid.

Most credentials will be invalid until refresh() is called.
Credentials can do this automatically before the first HTTP request in
before_request().

Although the token and expiration will change as the credentials are
refreshed and used, credentials should be considered
immutable. Various credentials will accept configuration such as private
keys, scopes, and other options. These options are not changeable after
construction. Some classes will provide mechanisms to copy the credentials
with modifications such as ScopedCredentials.with_scopes().


	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.










	
class CredentialsWithQuotaProject[source]

	Bases: google.auth.credentials.CredentialsWithQuotaProject

Abstract base for credentials supporting with_quota_project factory


	
apply(headers, token=None)

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials














	
class AnonymousCredentials[source]

	Bases: google.auth.credentials.AnonymousCredentials, google.auth._credentials_async.Credentials

Credentials that do not provide any authentication information.

These are useful in the case of services that support anonymous access or
local service emulators that do not use credentials. This class inherits
from the sync anonymous credentials file, but is kept if async credentials
is initialized and we would like anonymous credentials.


	
apply(headers, token=None)[source]

	Anonymous credentials do nothing to the request.

The optional token argument is not supported.


	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If a token was specified.










	
before_request(request, method, url, headers)[source]

	Anonymous credentials do nothing to the request.






	
expired

	Returns False, anonymous credentials never expire.






	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)[source]

	Raises ValueError`, anonymous credentials cannot be
refreshed.






	
valid

	Returns True, anonymous credentials are always valid.










	
class ReadOnlyScoped[source]

	Bases: google.auth.credentials.ReadOnlyScoped

Interface for credentials whose scopes can be queried.

OAuth 2.0-based credentials allow limiting access using scopes as described
in RFC6749 Section 3.3 [https://tools.ietf.org/html/rfc6749#section-3.3].
If a credential class implements this interface then the credentials either
use scopes in their implementation.

Some credentials require scopes in order to obtain a token. You can check
if scoping is necessary with requires_scopes:

if credentials.requires_scopes:
    # Scoping is required.
    credentials = _credentials_async.with_scopes(scopes=['one', 'two'])





Credentials that require scopes must either be constructed with scopes:

credentials = SomeScopedCredentials(scopes=['one', 'two'])





Or must copy an existing instance using with_scopes():

scoped_credentials = _credentials_async.with_scopes(scopes=['one', 'two'])





Some credentials have scopes but do not allow or require scopes to be set,
these credentials can be used as-is.


	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
has_scopes(scopes)[source]

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
requires_scopes

	True if these credentials require scopes to obtain an access token.






	
scopes

	the credentials’ current set of scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]














	
class Scoped[source]

	Bases: google.auth.credentials.Scoped

Interface for credentials whose scopes can be replaced while copying.

OAuth 2.0-based credentials allow limiting access using scopes as described
in RFC6749 Section 3.3 [https://tools.ietf.org/html/rfc6749#section-3.3].
If a credential class implements this interface then the credentials either
use scopes in their implementation.

Some credentials require scopes in order to obtain a token. You can check
if scoping is necessary with requires_scopes:

if credentials.requires_scopes:
    # Scoping is required.
    credentials = _credentials_async.create_scoped(['one', 'two'])





Credentials that require scopes must either be constructed with scopes:

credentials = SomeScopedCredentials(scopes=['one', 'two'])





Or must copy an existing instance using with_scopes():

scoped_credentials = credentials.with_scopes(scopes=['one', 'two'])





Some credentials have scopes but do not allow or require scopes to be set,
these credentials can be used as-is.


	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
has_scopes(scopes)

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
requires_scopes

	True if these credentials require scopes to obtain an access token.






	
scopes

	the credentials’ current set of scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
with_scopes(scopes, default_scopes=None)[source]

	Create a copy of these credentials with the specified scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to attach to the
current credentials.



	Raises

	NotImplementedError [https://docs.python.org/3.5/library/exceptions.html#NotImplementedError] – If the credentials’ scopes can not be changed.
This can be avoided by checking requires_scopes before
calling this method.














	
with_scopes_if_required(credentials, scopes)[source]

	Creates a copy of the credentials with scopes if scoping is required.

This helper function is useful when you do not know (or care to know) the
specific type of credentials you are using (such as when you use
google.auth.default()). This function will call
Scoped.with_scopes() if the credentials are scoped credentials and if
the credentials require scoping. Otherwise, it will return the credentials
as-is.


	Parameters

	
	credentials (google.auth.credentials.Credentials) – The credentials to
scope if necessary.


	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to use.






	Returns

	
	Either a new set of scoped

	credentials, or the passed in credentials instance if no scoping
was required.









	Return type

	google.auth._credentials_async.Credentials










	
class Signing[source]

	Bases: google.auth.credentials.Signing

Interface for credentials that can cryptographically sign messages.


	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer










	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]
















          

      

      

    

  

    
      
          
            
  
google.auth.environment_vars module

Environment variables used by google.auth.


	
PROJECT = 'GOOGLE_CLOUD_PROJECT'

	Environment variable defining default project.

This used by google.auth.default() to explicitly set a project ID. This
environment variable is also used by the Google Cloud Python Library.






	
LEGACY_PROJECT = 'GCLOUD_PROJECT'

	Previously used environment variable defining the default project.

This environment variable is used instead of the current one in some
situations (such as Google App Engine).






	
CREDENTIALS = 'GOOGLE_APPLICATION_CREDENTIALS'

	Environment variable defining the location of Google application default
credentials.






	
CLOUD_SDK_CONFIG_DIR = 'CLOUDSDK_CONFIG'

	Environment variable defines the location of Google Cloud SDK’s config
files.






	
GCE_METADATA_ROOT = 'GCE_METADATA_ROOT'

	port to be
used for GCE metadata requests.

This environment variable is originally named GCE_METADATA_ROOT. System will
check the new variable first; should there be no value present,
the system falls back to the old variable.


	Type

	Environment variable providing an alternate hostname or host










	
GCE_METADATA_IP = 'GCE_METADATA_IP'

	port to be used for ip-only
GCE metadata requests.


	Type

	Environment variable providing an alternate ip










	
GOOGLE_API_USE_CLIENT_CERTIFICATE = 'GOOGLE_API_USE_CLIENT_CERTIFICATE'

	Environment variable controlling whether to use client certificate or not.

The default value is false. Users have to explicitly set this value to true
in order to use client certificate to establish a mutual TLS channel.








          

      

      

    

  

    
      
          
            
  
google.auth.exceptions module

Exceptions used in the google.auth package.


	
exception GoogleAuthError[source]

	Bases: Exception [https://docs.python.org/3.5/library/exceptions.html#Exception]

Base class for all google.auth errors.


	
with_traceback()

	Exception.with_traceback(tb) –
set self.__traceback__ to tb and return self.










	
exception TransportError[source]

	Bases: google.auth.exceptions.GoogleAuthError

Used to indicate an error occurred during an HTTP request.


	
with_traceback()

	Exception.with_traceback(tb) –
set self.__traceback__ to tb and return self.










	
exception RefreshError[source]

	Bases: google.auth.exceptions.GoogleAuthError

Used to indicate that an refreshing the credentials’ access token
failed.


	
with_traceback()

	Exception.with_traceback(tb) –
set self.__traceback__ to tb and return self.










	
exception UserAccessTokenError[source]

	Bases: google.auth.exceptions.GoogleAuthError

Used to indicate gcloud auth print-access-token command failed.


	
with_traceback()

	Exception.with_traceback(tb) –
set self.__traceback__ to tb and return self.










	
exception DefaultCredentialsError[source]

	Bases: google.auth.exceptions.GoogleAuthError

Used to indicate that acquiring default credentials failed.


	
with_traceback()

	Exception.with_traceback(tb) –
set self.__traceback__ to tb and return self.










	
exception MutualTLSChannelError[source]

	Bases: google.auth.exceptions.GoogleAuthError

Used to indicate that mutual TLS channel creation is failed, or mutual
TLS channel credentials is missing or invalid.


	
with_traceback()

	Exception.with_traceback(tb) –
set self.__traceback__ to tb and return self.










	
exception ClientCertError[source]

	Bases: google.auth.exceptions.GoogleAuthError

Used to indicate that client certificate is missing or invalid.


	
with_traceback()

	Exception.with_traceback(tb) –
set self.__traceback__ to tb and return self.










	
exception OAuthError[source]

	Bases: google.auth.exceptions.GoogleAuthError

Used to indicate an error occurred during an OAuth related HTTP
request.


	
with_traceback()

	Exception.with_traceback(tb) –
set self.__traceback__ to tb and return self.










	
exception ReauthFailError(message=None)[source]

	Bases: google.auth.exceptions.RefreshError

An exception for when reauth failed.


	
with_traceback()

	Exception.with_traceback(tb) –
set self.__traceback__ to tb and return self.












          

      

      

    

  

    
      
          
            
  
google.auth.external_account module

External Account Credentials.

This module provides credentials that exchange workload identity pool external
credentials for Google access tokens. This facilitates accessing Google Cloud
Platform resources from on-prem and non-Google Cloud platforms (e.g. AWS,
Microsoft Azure, OIDC identity providers), using native credentials retrieved
from the current environment without the need to copy, save and manage
long-lived service account credentials.

Specifically, this is intended to use access tokens acquired using the GCP STS
token exchange endpoint following the OAuth 2.0 Token Exchange [https://tools.ietf.org/html/rfc8693] spec.


	
class Credentials(audience, subject_token_type, token_url, credential_source, service_account_impersonation_url=None, client_id=None, client_secret=None, quota_project_id=None, scopes=None, default_scopes=None)[source]

	Bases: google.auth.credentials.Scoped, google.auth.credentials.CredentialsWithQuotaProject

Base class for all external account credentials.

This is used to instantiate Credentials for exchanging external account
credentials for Google access token and authorizing requests to Google APIs.
The base class implements the common logic for exchanging external account
credentials for Google access tokens.

Instantiates an external account credentials object.


	Parameters

	
	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The STS audience field.


	subject_token_type (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The subject token type.


	token_url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The STS endpoint URL.


	credential_source (Mapping) – The credential source dictionary.


	service_account_impersonation_url (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional service account
impersonation generateAccessToken URL.


	client_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional client ID.


	client_secret (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional client secret.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional quota project ID.


	scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – Optional scopes to request during the
authorization grant.


	default_scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – Default scopes passed by a
Google client library. Use ‘scopes’ for user-defined scopes.






	Raises

	google.auth.exceptions.RefreshError – If the generateAccessToken
endpoint returned an error.






	
requires_scopes

	Checks if the credentials requires scopes.


	Returns

	True if there are no scopes set otherwise False.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
project_number

	The project number corresponding to the workload identity pool.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
with_scopes(scopes, default_scopes=None)[source]

	Create a copy of these credentials with the specified scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to attach to the
current credentials.



	Raises

	NotImplementedError [https://docs.python.org/3.5/library/exceptions.html#NotImplementedError] – If the credentials’ scopes can not be changed.
This can be avoided by checking requires_scopes before
calling this method.










	
retrieve_subject_token(request)[source]

	Retrieves the subject token using the credential_source object.


	Parameters

	request (google.auth.transport.Request) – A callable used to make
HTTP requests.



	Returns

	The retrieved subject token.



	Return type

	str [https://docs.python.org/3.5/library/stdtypes.html#str]










	
get_project_id(request)[source]

	Retrieves the project ID corresponding to the workload identity pool.

When not determinable, None is returned.

This is introduced to support the current pattern of using the Auth library:


credentials, project_id = google.auth.default()




The resource may not have permission (resourcemanager.projects.get) to
call this API or the required scopes may not be selected:
https://cloud.google.com/resource-manager/reference/rest/v1/projects/get#authorization-scopes


	Parameters

	request (google.auth.transport.Request) – A callable used to make
HTTP requests.



	Returns

	
	The project ID corresponding to the workload identity pool

	if determinable.









	Return type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
has_scopes(scopes)

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
quota_project_id

	Project to use for quota and billing purposes.






	
scopes

	the credentials’ current set of scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials
















          

      

      

    

  

    
      
          
            
  
google.auth.iam module

Tools for using the Google Cloud Identity and Access Management (IAM)
API [https://cloud.google.com/iam/docs/]’s auth-related functionality.


	
class Signer(request, credentials, service_account_email)[source]

	Bases: google.auth.crypt.base.Signer

Signs messages using the IAM signBlob API [https://cloud.google.com/iam/reference/rest/v1/projects.serviceAccounts/signBlob].

This is useful when you need to sign bytes but do not have access to the
credential’s private key file.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	credentials (google.auth.credentials.Credentials) – The credentials
that will be used to authenticate the request to the IAM API.
The credentials must have of one the following scopes:


	https://www.googleapis.com/auth/iam


	https://www.googleapis.com/auth/cloud-platform







	service_account_email (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The service account email identifying
which service account to use to sign bytes. Often, this can
be the same as the service account email in the given
credentials.









	
key_id

	The key ID used to identify this private key.


Warning

This is always None. The key ID used by IAM can not
be reliably determined ahead of time.




	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
sign(message)[source]

	Signs a message.


	Parameters

	message (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The message to be signed.



	Returns

	The signature of the message.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]
















          

      

      

    

  

    
      
          
            
  
google.auth.identity_pool module

Identity Pool Credentials.

This module provides credentials to access Google Cloud resources from on-prem
or non-Google Cloud platforms which support external credentials (e.g. OIDC ID
tokens) retrieved from local file locations or local servers. This includes
Microsoft Azure and OIDC identity providers (e.g. K8s workloads registered with
Hub with Hub workload identity enabled).

These credentials are recommended over the use of service account credentials
in on-prem/non-Google Cloud platforms as they do not involve the management of
long-live service account private keys.

Identity Pool Credentials are initialized using external_account
arguments which are typically loaded from an external credentials file or
an external credentials URL. Unlike other Credentials that can be initialized
with a list of explicit arguments, secrets or credentials, external account
clients use the environment and hints/guidelines provided by the
external_account JSON file to retrieve credentials and exchange them for Google
access tokens.


	
class Credentials(audience, subject_token_type, token_url, credential_source, service_account_impersonation_url=None, client_id=None, client_secret=None, quota_project_id=None, scopes=None, default_scopes=None)[source]

	Bases: google.auth.external_account.Credentials

External account credentials sourced from files and URLs.

Instantiates an external account credentials object from a file/URL.


	Parameters

	
	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The STS audience field.


	subject_token_type (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The subject token type.


	token_url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The STS endpoint URL.


	credential_source (Mapping) – The credential source dictionary used to
provide instructions on how to retrieve external credential to be
exchanged for Google access tokens.

Example credential_source for url-sourced credential:

{
    "url": "http://www.example.com",
    "format": {
        "type": "json",
        "subject_token_field_name": "access_token",
    },
    "headers": {"foo": "bar"},
}





Example credential_source for file-sourced credential:

{
    "file": "/path/to/token/file.txt"
}








	service_account_impersonation_url (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional service account
impersonation getAccessToken URL.


	client_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional client ID.


	client_secret (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional client secret.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional quota project ID.


	scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – Optional scopes to request during the
authorization grant.


	default_scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – Default scopes passed by a
Google client library. Use ‘scopes’ for user-defined scopes.






	Raises

	
	google.auth.exceptions.RefreshError – If an error is encountered during
access token retrieval logic.


	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – For invalid parameters.









Note

Typically one of the helper constructors
from_file() or
from_info() are used instead of calling the constructor directly.




	
retrieve_subject_token(request)[source]

	Retrieves the subject token using the credential_source object.


	Parameters

	request (google.auth.transport.Request) – A callable used to make
HTTP requests.



	Returns

	The retrieved subject token.



	Return type

	str [https://docs.python.org/3.5/library/stdtypes.html#str]










	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
get_project_id(request)[source]

	Retrieves the project ID corresponding to the workload identity pool.

When not determinable, None is returned.

This is introduced to support the current pattern of using the Auth library:


credentials, project_id = google.auth.default()




The resource may not have permission (resourcemanager.projects.get) to
call this API or the required scopes may not be selected:
https://cloud.google.com/resource-manager/reference/rest/v1/projects/get#authorization-scopes


	Parameters

	request (google.auth.transport.Request) – A callable used to make
HTTP requests.



	Returns

	
	The project ID corresponding to the workload identity pool

	if determinable.









	Return type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
has_scopes(scopes)

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
project_number

	The project number corresponding to the workload identity pool.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
requires_scopes

	Checks if the credentials requires scopes.


	Returns

	True if there are no scopes set otherwise False.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
scopes

	the credentials’ current set of scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
with_scopes(scopes, default_scopes=None)[source]

	Create a copy of these credentials with the specified scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to attach to the
current credentials.



	Raises

	NotImplementedError [https://docs.python.org/3.5/library/exceptions.html#NotImplementedError] – If the credentials’ scopes can not be changed.
This can be avoided by checking requires_scopes before
calling this method.










	
classmethod from_info(info, **kwargs)[source]

	Creates an Identity Pool Credentials instance from parsed external account info.


	Parameters

	
	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The Identity Pool external account info in Google
format.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	
	The constructed

	credentials.









	Return type

	google.auth.identity_pool.Credentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – For invalid parameters.










	
classmethod from_file(filename, **kwargs)[source]

	Creates an IdentityPool Credentials instance from an external account json file.


	Parameters

	
	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the IdentityPool external account json file.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	
	The constructed

	credentials.









	Return type

	google.auth.identity_pool.Credentials
















          

      

      

    

  

    
      
          
            
  
google.auth.impersonated_credentials module

Google Cloud Impersonated credentials.

This module provides authentication for applications where local credentials
impersonates a remote service account using IAM Credentials API [https://cloud.google.com/iam/credentials/reference/rest/].

This class can be used to impersonate a service account as long as the original
Credential object has the “Service Account Token Creator” role on the target
service account.






	
class Credentials(source_credentials, target_principal, target_scopes, delegates=None, lifetime=3600, quota_project_id=None, iam_endpoint_override=None)[source]

	Bases: google.auth.credentials.CredentialsWithQuotaProject, google.auth.credentials.Signing

This module defines impersonated credentials which are essentially
impersonated identities.

Impersonated Credentials allows credentials issued to a user or
service account to impersonate another. The target service account must
grant the originating credential principal the
Service Account Token Creator [https://cloud.google.com/iam/docs/service-accounts#the_service_account_token_creator_role] IAM role:

For more information about Token Creator IAM role and
IAMCredentials API, see
Creating Short-Lived Service Account Credentials [https://cloud.google.com/iam/docs/creating-short-lived-service-account-credentials].

Usage:

First grant source_credentials the Service Account Token Creator
role on the target account to impersonate.   In this example, the
service account represented by svc_account.json has the
token creator role on
impersonated-account@_project_.iam.gserviceaccount.com.

Enable the IAMCredentials API on the source project:
gcloud services enable iamcredentials.googleapis.com.

Initialize a source credential which does not have access to
list bucket:

from google.oauth2 import service_account

target_scopes = [
    'https://www.googleapis.com/auth/devstorage.read_only']

source_credentials = (
    service_account.Credentials.from_service_account_file(
        '/path/to/svc_account.json',
        scopes=target_scopes))





Now use the source credentials to acquire credentials to impersonate
another service account:

from google.auth import impersonated_credentials

target_credentials = impersonated_credentials.Credentials(
  source_credentials=source_credentials,
  target_principal='impersonated-account@_project_.iam.gserviceaccount.com',
  target_scopes = target_scopes,
  lifetime=500)





Resource access is granted:

client = storage.Client(credentials=target_credentials)
buckets = client.list_buckets(project='your_project')
for bucket in buckets:
  print(bucket.name)






	Parameters

	
	source_credentials (google.auth.Credentials) – The source credential
used as to acquire the impersonated credentials.


	target_principal (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The service account to impersonate.


	target_scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Scopes to request during the
authorization grant.


	delegates (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The chained list of delegates required
to grant the final access_token.  If set, the sequence of
identities must have “Service Account Token Creator” capability
granted to the prceeding identity.  For example, if set to
[serviceAccountB, serviceAccountC], the source_credential
must have the Token Creator role on serviceAccountB.
serviceAccountB must have the Token Creator on
serviceAccountC.
Finally, C must have Token Creator on target_principal.
If left unset, source_credential must have that role on
target_principal.


	lifetime (int [https://docs.python.org/3.5/library/functions.html#int]) – Number of seconds the delegated credential should
be valid for (upto 3600).


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota and billing.
This project may be different from the project used to
create the credentials.


	iam_endpoint_override (Optiona[str [https://docs.python.org/3.5/library/stdtypes.html#str]]) – The full IAM endpoint override
with the target_principal embedded. This is useful when supporting
impersonation with regional endpoints.









	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
quota_project_id

	Project to use for quota and billing purposes.






	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.










	
class IDTokenCredentials(target_credentials, target_audience=None, include_email=False, quota_project_id=None)[source]

	Bases: google.auth.credentials.CredentialsWithQuotaProject

Open ID Connect ID Token-based service account credentials.


	Parameters

	
	target_credentials (google.auth.Credentials) – The target
credential used as to acquire the id tokens for.


	target_audience (string) – Audience to issue the token for.


	include_email (bool [https://docs.python.org/3.5/library/functions.html#bool]) – Include email in IdToken


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for
quota and billing.









	
apply(headers, token=None)

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
quota_project_id

	Project to use for quota and billing purposes.






	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.
















          

      

      

    

  

    
      
          
            
  
google.auth.jwt module

JSON Web Tokens

Provides support for creating (encoding) and verifying (decoding) JWTs,
especially JWTs generated and consumed by Google infrastructure.

See rfc7519 [https://tools.ietf.org/html/rfc7519] for more details on JWTs.

To encode a JWT use encode():

from google.auth import crypt
from google.auth import jwt

signer = crypt.Signer(private_key)
payload = {'some': 'payload'}
encoded = jwt.encode(signer, payload)





To decode a JWT and verify claims use decode():

claims = jwt.decode(encoded, certs=public_certs)





You can also skip verification:

claims = jwt.decode(encoded, verify=False)






	
encode(signer, payload, header=None, key_id=None)[source]

	Make a signed JWT.


	Parameters

	
	signer (google.auth.crypt.Signer) – The signer used to sign the JWT.


	payload (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The JWT payload.


	header (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Additional JWT header payload.


	key_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The key id to add to the JWT header. If the
signer has a key id it will be used as the default. If this is
specified it will override the signer’s key id.






	Returns

	The encoded JWT.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
decode_header(token)[source]

	Return the decoded header of a token.

No verification is done. This is useful to extract the key id from
the header in order to acquire the appropriate certificate to verify
the token.


	Parameters

	token (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – the encoded JWT.



	Returns

	The decoded JWT header.



	Return type

	Mapping










	
decode(token, certs=None, verify=True, audience=None)[source]

	Decode and verify a JWT.


	Parameters

	
	token (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The encoded JWT.


	certs (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes], Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]  ]  ]) – The
certificate used to validate the JWT signature. If bytes or string,
it must the the public key certificate in PEM format. If a mapping,
it must be a mapping of key IDs to public key certificates in PEM
format. The mapping must contain the same key ID that’s specified
in the token’s header.


	verify (bool [https://docs.python.org/3.5/library/functions.html#bool]) – Whether to perform signature and claim validation.
Verification is done by default.


	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str] or list [https://docs.python.org/3.5/library/stdtypes.html#list]) – The audience claim, ‘aud’, that this JWT should
contain. Or a list of audience claims. If None then the JWT’s ‘aud’
parameter is not verified.






	Returns

	The deserialized JSON payload in the JWT.



	Return type

	Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – if any verification checks failed.










	
class Credentials(signer, issuer, subject, audience, additional_claims=None, token_lifetime=3600, quota_project_id=None)[source]

	Bases: google.auth.credentials.Signing, google.auth.credentials.CredentialsWithQuotaProject

Credentials that use a JWT as the bearer token.

These credentials require an “audience” claim. This claim identifies the
intended recipient of the bearer token.

The constructor arguments determine the claims for the JWT that is
sent with requests. Usually, you’ll construct these credentials with
one of the helper constructors as shown in the next section.

To create JWT credentials using a Google service account private key
JSON file:

audience = 'https://pubsub.googleapis.com/google.pubsub.v1.Publisher'
credentials = jwt.Credentials.from_service_account_file(
    'service-account.json',
    audience=audience)





If you already have the service account file loaded and parsed:

service_account_info = json.load(open('service_account.json'))
credentials = jwt.Credentials.from_service_account_info(
    service_account_info,
    audience=audience)





Both helper methods pass on arguments to the constructor, so you can
specify the JWT claims:

credentials = jwt.Credentials.from_service_account_file(
    'service-account.json',
    audience=audience,
    additional_claims={'meta': 'data'})





You can also construct the credentials directly if you have a
Signer instance:

credentials = jwt.Credentials(
    signer,
    issuer='your-issuer',
    subject='your-subject',
    audience=audience)





The claims are considered immutable. If you want to modify the claims,
you can easily create another instance using with_claims():

new_audience = (
    'https://pubsub.googleapis.com/google.pubsub.v1.Subscriber')
new_credentials = credentials.with_claims(audience=new_audience)






	Parameters

	
	signer (google.auth.crypt.Signer) – The signer used to sign JWTs.


	issuer (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The iss claim.


	subject (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The sub claim.


	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – the aud claim. The intended audience for the
credentials.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT payload.


	token_lifetime (int [https://docs.python.org/3.5/library/functions.html#int]) – The amount of time in seconds for
which the token is valid. Defaults to 1 hour.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota
and billing.









	
classmethod from_service_account_info(info, **kwargs)[source]

	Creates an Credentials instance from a dictionary.


	Parameters

	
	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The service account info in Google
format.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	The constructed credentials.



	Return type

	google.auth.jwt.Credentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.










	
classmethod from_service_account_file(filename, **kwargs)[source]

	Creates a Credentials instance from a service account .json file
in Google format.


	Parameters

	
	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the service account .json file.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	The constructed credentials.



	Return type

	google.auth.jwt.Credentials










	
classmethod from_signing_credentials(credentials, audience, **kwargs)[source]

	Creates a new google.auth.jwt.Credentials instance from an
existing google.auth.credentials.Signing instance.

The new instance will use the same signer as the existing instance and
will use the existing instance’s signer email as the issuer and
subject by default.

Example:

svc_creds = service_account.Credentials.from_service_account_file(
    'service_account.json')
audience = (
    'https://pubsub.googleapis.com/google.pubsub.v1.Publisher')
jwt_creds = jwt.Credentials.from_signing_credentials(
    svc_creds, audience=audience)






	Parameters

	
	credentials (google.auth.credentials.Signing) – The credentials to
use to construct the new credentials.


	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – the aud claim. The intended audience for the
credentials.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	A new Credentials instance.



	Return type

	google.auth.jwt.Credentials










	
with_claims(issuer=None, subject=None, audience=None, additional_claims=None)[source]

	Returns a copy of these credentials with modified claims.


	Parameters

	
	issuer (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The iss claim. If unspecified the current issuer
claim will be used.


	subject (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The sub claim. If unspecified the current subject
claim will be used.


	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – the aud claim. If unspecified the current
audience claim will be used.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT payload. This will be merged with the current
additional claims.






	Returns

	A new credentials instance.



	Return type

	google.auth.jwt.Credentials










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (Any [https://docs.python.org/3.5/library/typing.html#typing.Any]) – Unused.










	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer










	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
quota_project_id

	Project to use for quota and billing purposes.






	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.










	
class OnDemandCredentials(signer, issuer, subject, additional_claims=None, token_lifetime=3600, max_cache_size=10, quota_project_id=None)[source]

	Bases: google.auth.credentials.Signing, google.auth.credentials.CredentialsWithQuotaProject

On-demand JWT credentials.

Like Credentials, this class uses a JWT as the bearer token for
authentication. However, this class does not require the audience at
construction time. Instead, it will generate a new token on-demand for
each request using the request URI as the audience. It caches tokens
so that multiple requests to the same URI do not incur the overhead
of generating a new token every time.

This behavior is especially useful for gRPC [http://www.grpc.io/] clients. A gRPC service may
have multiple audience and gRPC clients may not know all of the audiences
required for accessing a particular service. With these credentials,
no knowledge of the audiences is required ahead of time.


	Parameters

	
	signer (google.auth.crypt.Signer) – The signer used to sign JWTs.


	issuer (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The iss claim.


	subject (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The sub claim.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT payload.


	token_lifetime (int [https://docs.python.org/3.5/library/functions.html#int]) – The amount of time in seconds for
which the token is valid. Defaults to 1 hour.


	max_cache_size (int [https://docs.python.org/3.5/library/functions.html#int]) – The maximum number of JWT tokens to keep in
cache. Tokens are cached using cachetools.LRUCache.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota
and billing.









	
classmethod from_service_account_info(info, **kwargs)[source]

	Creates an OnDemandCredentials instance from a dictionary.


	Parameters

	
	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The service account info in Google
format.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	The constructed credentials.



	Return type

	google.auth.jwt.OnDemandCredentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.










	
classmethod from_service_account_file(filename, **kwargs)[source]

	Creates an OnDemandCredentials instance from a service account .json
file in Google format.


	Parameters

	
	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the service account .json file.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	The constructed credentials.



	Return type

	google.auth.jwt.OnDemandCredentials










	
classmethod from_signing_credentials(credentials, **kwargs)[source]

	Creates a new google.auth.jwt.OnDemandCredentials instance
from an existing google.auth.credentials.Signing instance.

The new instance will use the same signer as the existing instance and
will use the existing instance’s signer email as the issuer and
subject by default.

Example:

svc_creds = service_account.Credentials.from_service_account_file(
    'service_account.json')
jwt_creds = jwt.OnDemandCredentials.from_signing_credentials(
    svc_creds)






	Parameters

	
	credentials (google.auth.credentials.Signing) – The credentials to
use to construct the new credentials.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	A new Credentials instance.



	Return type

	google.auth.jwt.Credentials










	
with_claims(issuer=None, subject=None, additional_claims=None)[source]

	Returns a copy of these credentials with modified claims.


	Parameters

	
	issuer (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The iss claim. If unspecified the current issuer
claim will be used.


	subject (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The sub claim. If unspecified the current subject
claim will be used.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT payload. This will be merged with the current
additional claims.






	Returns

	A new credentials instance.



	Return type

	google.auth.jwt.OnDemandCredentials










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
valid

	Checks the validity of the credentials.

These credentials are always valid because it generates tokens on
demand.






	
refresh(request)[source]

	Raises an exception, these credentials can not be directly
refreshed.


	Parameters

	request (Any [https://docs.python.org/3.5/library/typing.html#typing.Any]) – Unused.



	Raises

	google.auth.RefreshError










	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.


	Parameters

	
	request (Any [https://docs.python.org/3.5/library/typing.html#typing.Any]) – Unused. JWT credentials do not need to make an
HTTP request to refresh.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI. This is used as the audience claim
when generating the JWT.


	headers (Mapping) – The request’s headers.













	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer










	
apply(headers, token=None)

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
quota_project_id

	Project to use for quota and billing purposes.












          

      

      

    

  

    
      
          
            
  
google.auth.jwt_async module

JSON Web Tokens

Provides support for creating (encoding) and verifying (decoding) JWTs,
especially JWTs generated and consumed by Google infrastructure.

See rfc7519 [https://tools.ietf.org/html/rfc7519] for more details on JWTs.

To encode a JWT use encode():

from google.auth import crypt
from google.auth import jwt_async

signer = crypt.Signer(private_key)
payload = {'some': 'payload'}
encoded = jwt_async.encode(signer, payload)





To decode a JWT and verify claims use decode():

claims = jwt_async.decode(encoded, certs=public_certs)





You can also skip verification:

claims = jwt_async.decode(encoded, verify=False)





NOTE: This async support is experimental and marked internal. This surface may
change in minor releases.


	
encode(signer, payload, header=None, key_id=None)[source]

	Make a signed JWT.


	Parameters

	
	signer (google.auth.crypt.Signer) – The signer used to sign the JWT.


	payload (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The JWT payload.


	header (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Additional JWT header payload.


	key_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The key id to add to the JWT header. If the
signer has a key id it will be used as the default. If this is
specified it will override the signer’s key id.






	Returns

	The encoded JWT.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
decode(token, certs=None, verify=True, audience=None)[source]

	Decode and verify a JWT.


	Parameters

	
	token (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The encoded JWT.


	certs (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes], Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]  ]  ]) – The
certificate used to validate the JWT signature. If bytes or string,
it must the the public key certificate in PEM format. If a mapping,
it must be a mapping of key IDs to public key certificates in PEM
format. The mapping must contain the same key ID that’s specified
in the token’s header.


	verify (bool [https://docs.python.org/3.5/library/functions.html#bool]) – Whether to perform signature and claim validation.
Verification is done by default.


	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The audience claim, ‘aud’, that this JWT should
contain. If None then the JWT’s ‘aud’ parameter is not verified.






	Returns

	The deserialized JSON payload in the JWT.



	Return type

	Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – if any verification checks failed.










	
class Credentials(signer, issuer, subject, audience, additional_claims=None, token_lifetime=3600, quota_project_id=None)[source]

	Bases: google.auth.jwt.Credentials, google.auth._credentials_async.Signing, google.auth._credentials_async.Credentials

Credentials that use a JWT as the bearer token.

These credentials require an “audience” claim. This claim identifies the
intended recipient of the bearer token.

The constructor arguments determine the claims for the JWT that is
sent with requests. Usually, you’ll construct these credentials with
one of the helper constructors as shown in the next section.

To create JWT credentials using a Google service account private key
JSON file:

audience = 'https://pubsub.googleapis.com/google.pubsub.v1.Publisher'
credentials = jwt_async.Credentials.from_service_account_file(
    'service-account.json',
    audience=audience)





If you already have the service account file loaded and parsed:

service_account_info = json.load(open('service_account.json'))
credentials = jwt_async.Credentials.from_service_account_info(
    service_account_info,
    audience=audience)





Both helper methods pass on arguments to the constructor, so you can
specify the JWT claims:

credentials = jwt_async.Credentials.from_service_account_file(
    'service-account.json',
    audience=audience,
    additional_claims={'meta': 'data'})





You can also construct the credentials directly if you have a
Signer instance:

credentials = jwt_async.Credentials(
    signer,
    issuer='your-issuer',
    subject='your-subject',
    audience=audience)





The claims are considered immutable. If you want to modify the claims,
you can easily create another instance using with_claims():

new_audience = (
    'https://pubsub.googleapis.com/google.pubsub.v1.Subscriber')
new_credentials = credentials.with_claims(audience=new_audience)






	Parameters

	
	signer (google.auth.crypt.Signer) – The signer used to sign JWTs.


	issuer (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The iss claim.


	subject (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The sub claim.


	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – the aud claim. The intended audience for the
credentials.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT payload.


	token_lifetime (int [https://docs.python.org/3.5/library/functions.html#int]) – The amount of time in seconds for
which the token is valid. Defaults to 1 hour.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota
and billing.









	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
classmethod from_service_account_file(filename, **kwargs)[source]

	Creates a Credentials instance from a service account .json file
in Google format.


	Parameters

	
	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the service account .json file.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	The constructed credentials.



	Return type

	google.auth.jwt.Credentials










	
classmethod from_service_account_info(info, **kwargs)[source]

	Creates an Credentials instance from a dictionary.


	Parameters

	
	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The service account info in Google
format.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	The constructed credentials.



	Return type

	google.auth.jwt.Credentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.










	
classmethod from_signing_credentials(credentials, audience, **kwargs)[source]

	Creates a new google.auth.jwt.Credentials instance from an
existing google.auth.credentials.Signing instance.

The new instance will use the same signer as the existing instance and
will use the existing instance’s signer email as the issuer and
subject by default.

Example:

svc_creds = service_account.Credentials.from_service_account_file(
    'service_account.json')
audience = (
    'https://pubsub.googleapis.com/google.pubsub.v1.Publisher')
jwt_creds = jwt.Credentials.from_signing_credentials(
    svc_creds, audience=audience)






	Parameters

	
	credentials (google.auth.credentials.Signing) – The credentials to
use to construct the new credentials.


	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – the aud claim. The intended audience for the
credentials.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	A new Credentials instance.



	Return type

	google.auth.jwt.Credentials










	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (Any [https://docs.python.org/3.5/library/typing.html#typing.Any]) – Unused.










	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer










	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
with_claims(issuer=None, subject=None, audience=None, additional_claims=None)[source]

	Returns a copy of these credentials with modified claims.


	Parameters

	
	issuer (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The iss claim. If unspecified the current issuer
claim will be used.


	subject (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The sub claim. If unspecified the current subject
claim will be used.


	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – the aud claim. If unspecified the current
audience claim will be used.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT payload. This will be merged with the current
additional claims.






	Returns

	A new credentials instance.



	Return type

	google.auth.jwt.Credentials










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials














	
class OnDemandCredentials(signer, issuer, subject, additional_claims=None, token_lifetime=3600, max_cache_size=10, quota_project_id=None)[source]

	Bases: google.auth.jwt.OnDemandCredentials, google.auth._credentials_async.Signing, google.auth._credentials_async.Credentials

On-demand JWT credentials.

Like Credentials, this class uses a JWT as the bearer token for
authentication. However, this class does not require the audience at
construction time. Instead, it will generate a new token on-demand for
each request using the request URI as the audience. It caches tokens
so that multiple requests to the same URI do not incur the overhead
of generating a new token every time.

This behavior is especially useful for gRPC [http://www.grpc.io/] clients. A gRPC service may
have multiple audience and gRPC clients may not know all of the audiences
required for accessing a particular service. With these credentials,
no knowledge of the audiences is required ahead of time.


	Parameters

	
	signer (google.auth.crypt.Signer) – The signer used to sign JWTs.


	issuer (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The iss claim.


	subject (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The sub claim.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT payload.


	token_lifetime (int [https://docs.python.org/3.5/library/functions.html#int]) – The amount of time in seconds for
which the token is valid. Defaults to 1 hour.


	max_cache_size (int [https://docs.python.org/3.5/library/functions.html#int]) – The maximum number of JWT tokens to keep in
cache. Tokens are cached using cachetools.LRUCache.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota
and billing.









	
apply(headers, token=None)

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.


	Parameters

	
	request (Any [https://docs.python.org/3.5/library/typing.html#typing.Any]) – Unused. JWT credentials do not need to make an
HTTP request to refresh.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI. This is used as the audience claim
when generating the JWT.


	headers (Mapping) – The request’s headers.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
classmethod from_service_account_file(filename, **kwargs)[source]

	Creates an OnDemandCredentials instance from a service account .json
file in Google format.


	Parameters

	
	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the service account .json file.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	The constructed credentials.



	Return type

	google.auth.jwt.OnDemandCredentials










	
classmethod from_service_account_info(info, **kwargs)[source]

	Creates an OnDemandCredentials instance from a dictionary.


	Parameters

	
	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The service account info in Google
format.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	The constructed credentials.



	Return type

	google.auth.jwt.OnDemandCredentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.










	
classmethod from_signing_credentials(credentials, **kwargs)[source]

	Creates a new google.auth.jwt.OnDemandCredentials instance
from an existing google.auth.credentials.Signing instance.

The new instance will use the same signer as the existing instance and
will use the existing instance’s signer email as the issuer and
subject by default.

Example:

svc_creds = service_account.Credentials.from_service_account_file(
    'service_account.json')
jwt_creds = jwt.OnDemandCredentials.from_signing_credentials(
    svc_creds)






	Parameters

	
	credentials (google.auth.credentials.Signing) – The credentials to
use to construct the new credentials.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	A new Credentials instance.



	Return type

	google.auth.jwt.Credentials










	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)[source]

	Raises an exception, these credentials can not be directly
refreshed.


	Parameters

	request (Any [https://docs.python.org/3.5/library/typing.html#typing.Any]) – Unused.



	Raises

	google.auth.RefreshError










	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer










	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
valid

	Checks the validity of the credentials.

These credentials are always valid because it generates tokens on
demand.






	
with_claims(issuer=None, subject=None, additional_claims=None)[source]

	Returns a copy of these credentials with modified claims.


	Parameters

	
	issuer (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The iss claim. If unspecified the current issuer
claim will be used.


	subject (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The sub claim. If unspecified the current subject
claim will be used.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT payload. This will be merged with the current
additional claims.






	Returns

	A new credentials instance.



	Return type

	google.auth.jwt.OnDemandCredentials










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials
















          

      

      

    

  

    
      
          
            
  
google.oauth2 package

Google OAuth 2.0 Library for Python.


Submodules



	google.oauth2.credentials module

	google.oauth2.credentials_async module

	google.oauth2.id_token module

	google.oauth2.service_account module
	Domain-wide delegation





	google.oauth2.service_account_async module

	google.oauth2.sts module

	google.oauth2.utils module
	OAuth error handling

	Client authentication for OAuth flows













          

      

      

    

  

    
      
          
            
  
google.oauth2.credentials module

OAuth 2.0 Credentials.

This module provides credentials based on OAuth 2.0 access and refresh tokens.
These credentials usually access resources on behalf of a user (resource
owner).

Specifically, this is intended to use access tokens acquired using the
Authorization Code grant [https://tools.ietf.org/html/rfc6749#section-1.3.1] and can refresh those tokens using a
optional refresh token [https://tools.ietf.org/html/rfc6749#section-6].

Obtaining the initial access and refresh token is outside of the scope of this
module. Consult rfc6749 section 4.1 [https://tools.ietf.org/html/rfc6749#section-4.1] for complete details on the
Authorization Code grant flow.


	
class Credentials(token, refresh_token=None, id_token=None, token_uri=None, client_id=None, client_secret=None, scopes=None, default_scopes=None, quota_project_id=None, expiry=None, rapt_token=None)[source]

	Bases: google.auth.credentials.ReadOnlyScoped, google.auth.credentials.CredentialsWithQuotaProject

Credentials using OAuth 2.0 access and refresh tokens.

The credentials are considered immutable. If you want to modify the
quota project, use with_quota_project() or

credentials = credentials.with_quota_project('myproject-123)





If reauth is enabled, pyu2f dependency has to be installed in order to use security
key reauth feature. Dependency can be installed via pip install pyu2f or pip install
google-auth[reauth].


	Parameters

	
	token (Optional(str [https://docs.python.org/3.5/library/stdtypes.html#str])) – The OAuth 2.0 access token. Can be None
if refresh information is provided.


	refresh_token (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 refresh token. If specified,
credentials can be refreshed.


	id_token (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The Open ID Connect ID Token.


	token_uri (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 authorization server’s token
endpoint URI. Must be specified for refresh, can be left as
None if the token can not be refreshed.


	client_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 client ID. Must be specified for
refresh, can be left as None if the token can not be refreshed.


	client_secret (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 client secret. Must be specified
for refresh, can be left as None if the token can not be
refreshed.


	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The scopes used to obtain authorization.
This parameter is used by has_scopes(). OAuth 2.0
credentials can not request additional scopes after
authorization. The scopes must be derivable from the refresh
token if refresh information is provided (e.g. The refresh
token scopes are a superset of this or contain a wild card
scope like ‘https://www.googleapis.com/auth/any-api’).


	default_scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Default scopes passed by a
Google client library. Use ‘scopes’ for user-defined scopes.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota and billing.
This project may be different from the project used to
create the credentials.


	rapt_token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The reauth Proof Token.









	
refresh_token

	The OAuth 2.0 refresh token.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
scopes

	The OAuth 2.0 permission scopes.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
token_uri

	The OAuth 2.0 authorization server’s token endpoint
URI.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
id_token

	The Open ID Connect ID Token.

Depending on the authorization server and the scopes requested, this
may be populated when credentials are obtained and updated when
refresh() is called. This token is a JWT. It can be verified
and decoded using google.oauth2.id_token.verify_oauth2_token().


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
client_id

	The OAuth 2.0 client ID.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
client_secret

	The OAuth 2.0 client secret.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
requires_scopes

	OAuth 2.0 credentials have their scopes set when
the initial token is requested and can not be changed.


	Type

	False










	
rapt_token

	The reauth Proof Token.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
classmethod from_authorized_user_info(info, scopes=None)[source]

	Creates a Credentials instance from parsed authorized user info.


	Parameters

	
	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The authorized user info in Google
format.


	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Optional list of scopes to include in the
credentials.






	Returns

	
	The constructed

	credentials.









	Return type

	google.oauth2.credentials.Credentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.










	
classmethod from_authorized_user_file(filename, scopes=None)[source]

	Creates a Credentials instance from an authorized user json file.


	Parameters

	
	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the authorized user json file.


	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Optional list of scopes to include in the
credentials.






	Returns

	
	The constructed

	credentials.









	Return type

	google.oauth2.credentials.Credentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the file is not in the expected format.










	
to_json(strip=None)[source]

	Utility function that creates a JSON representation of a Credentials
object.


	Parameters

	strip (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Optional list of members to exclude from the
generated JSON.



	Returns

	A JSON representation of this instance. When converted into
a dictionary, it can be passed to from_authorized_user_info()
to create a new credential instance.



	Return type

	str [https://docs.python.org/3.5/library/stdtypes.html#str]










	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
has_scopes(scopes)

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
quota_project_id

	Project to use for quota and billing purposes.






	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.










	
class UserAccessTokenCredentials(account=None, quota_project_id=None)[source]

	Bases: google.auth.credentials.CredentialsWithQuotaProject

Access token credentials for user account.

Obtain the access token for a given user account or the current active
user account with the gcloud auth print-access-token command.


	Parameters

	
	account (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Account to get the access token for. If not
specified, the current active account will be used.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota
and billing.









	
with_account(account)[source]

	Create a new instance with the given account.


	Parameters

	account (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – Account to get the access token for.



	Returns

	
	The created

	credentials with the given account.









	Return type

	google.oauth2.credentials.UserAccessTokenCredentials










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – This argument is required
by the base class interface but not used in this implementation,
so just set it to None.



	Raises

	google.auth.exceptions.UserAccessTokenError – If the access token
refresh failed.










	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
apply(headers, token=None)

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
quota_project_id

	Project to use for quota and billing purposes.






	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.












          

      

      

    

  

    
      
          
            
  
google.oauth2.credentials_async module

OAuth 2.0 Async Credentials.

This module provides credentials based on OAuth 2.0 access and refresh tokens.
These credentials usually access resources on behalf of a user (resource
owner).

Specifically, this is intended to use access tokens acquired using the
Authorization Code grant [https://tools.ietf.org/html/rfc6749#section-1.3.1] and can refresh those tokens using a
optional refresh token [https://tools.ietf.org/html/rfc6749#section-6].

Obtaining the initial access and refresh token is outside of the scope of this
module. Consult rfc6749 section 4.1 [https://tools.ietf.org/html/rfc6749#section-4.1] for complete details on the
Authorization Code grant flow.


	
class Credentials(token, refresh_token=None, id_token=None, token_uri=None, client_id=None, client_secret=None, scopes=None, default_scopes=None, quota_project_id=None, expiry=None, rapt_token=None)[source]

	Bases: google.oauth2.credentials.Credentials

Credentials using OAuth 2.0 access and refresh tokens.

The credentials are considered immutable. If you want to modify the
quota project, use with_quota_project() or

credentials = credentials.with_quota_project('myproject-123)






	Parameters

	
	token (Optional(str [https://docs.python.org/3.5/library/stdtypes.html#str])) – The OAuth 2.0 access token. Can be None
if refresh information is provided.


	refresh_token (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 refresh token. If specified,
credentials can be refreshed.


	id_token (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The Open ID Connect ID Token.


	token_uri (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 authorization server’s token
endpoint URI. Must be specified for refresh, can be left as
None if the token can not be refreshed.


	client_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 client ID. Must be specified for
refresh, can be left as None if the token can not be refreshed.


	client_secret (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 client secret. Must be specified
for refresh, can be left as None if the token can not be
refreshed.


	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The scopes used to obtain authorization.
This parameter is used by has_scopes(). OAuth 2.0
credentials can not request additional scopes after
authorization. The scopes must be derivable from the refresh
token if refresh information is provided (e.g. The refresh
token scopes are a superset of this or contain a wild card
scope like ‘https://www.googleapis.com/auth/any-api’).


	default_scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Default scopes passed by a
Google client library. Use ‘scopes’ for user-defined scopes.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota and billing.
This project may be different from the project used to
create the credentials.


	rapt_token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The reauth Proof Token.









	
refresh_token

	The OAuth 2.0 refresh token.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
rapt_token

	The reauth Proof Token.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
client_id

	The OAuth 2.0 client ID.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
client_secret

	The OAuth 2.0 client secret.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
classmethod from_authorized_user_file(filename, scopes=None)[source]

	Creates a Credentials instance from an authorized user json file.


	Parameters

	
	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the authorized user json file.


	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Optional list of scopes to include in the
credentials.






	Returns

	
	The constructed

	credentials.









	Return type

	google.oauth2.credentials.Credentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the file is not in the expected format.










	
classmethod from_authorized_user_info(info, scopes=None)[source]

	Creates a Credentials instance from parsed authorized user info.


	Parameters

	
	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The authorized user info in Google
format.


	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Optional list of scopes to include in the
credentials.






	Returns

	
	The constructed

	credentials.









	Return type

	google.oauth2.credentials.Credentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.










	
has_scopes(scopes)

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
id_token

	The Open ID Connect ID Token.

Depending on the authorization server and the scopes requested, this
may be populated when credentials are obtained and updated when
refresh() is called. This token is a JWT. It can be verified
and decoded using google.oauth2.id_token.verify_oauth2_token().


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
requires_scopes

	OAuth 2.0 credentials have their scopes set when
the initial token is requested and can not be changed.


	Type

	False










	
scopes

	The OAuth 2.0 permission scopes.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
to_json(strip=None)[source]

	Utility function that creates a JSON representation of a Credentials
object.


	Parameters

	strip (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Optional list of members to exclude from the
generated JSON.



	Returns

	A JSON representation of this instance. When converted into
a dictionary, it can be passed to from_authorized_user_info()
to create a new credential instance.



	Return type

	str [https://docs.python.org/3.5/library/stdtypes.html#str]










	
token_uri

	The OAuth 2.0 authorization server’s token endpoint
URI.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials














	
class UserAccessTokenCredentials(account=None, quota_project_id=None)[source]

	Bases: google.oauth2.credentials.UserAccessTokenCredentials

Access token credentials for user account.

Obtain the access token for a given user account or the current active
user account with the gcloud auth print-access-token command.


	Parameters

	
	account (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Account to get the access token for. If not
specified, the current active account will be used.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota
and billing.









	
apply(headers, token=None)

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – This argument is required
by the base class interface but not used in this implementation,
so just set it to None.



	Raises

	google.auth.exceptions.UserAccessTokenError – If the access token
refresh failed.










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
with_account(account)[source]

	Create a new instance with the given account.


	Parameters

	account (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – Account to get the access token for.



	Returns

	
	The created

	credentials with the given account.









	Return type

	google.oauth2.credentials.UserAccessTokenCredentials










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials
















          

      

      

    

  

    
      
          
            
  
google.oauth2.id_token module

Google ID Token helpers.

Provides support for verifying OpenID Connect ID Tokens [http://openid.net/specs/openid-connect-core-1_0.html#IDToken], especially ones
generated by Google infrastructure.

To parse and verify an ID Token issued by Google’s OAuth 2.0 authorization
server use verify_oauth2_token(). To verify an ID Token issued by
Firebase, use verify_firebase_token().

A general purpose ID Token verifier is available as verify_token().

Example:

from google.oauth2 import id_token
from google.auth.transport import requests

request = requests.Request()

id_info = id_token.verify_oauth2_token(
    token, request, 'my-client-id.example.com')

userid = id_info['sub']





By default, this will re-fetch certificates for each verification. Because
Google’s public keys are only changed infrequently (on the order of once per
day), you may wish to take advantage of caching to reduce latency and the
potential for network errors. This can be accomplished using an external
library like CacheControl [https://cachecontrol.readthedocs.io] to create a cache-aware
google.auth.transport.Request:

import cachecontrol
import google.auth.transport.requests
import requests

session = requests.session()
cached_session = cachecontrol.CacheControl(session)
request = google.auth.transport.requests.Request(session=cached_session)






	
verify_token(id_token, request, audience=None, certs_url='https://www.googleapis.com/oauth2/v1/certs')[source]

	Verifies an ID token and returns the decoded token.


	Parameters

	
	id_token (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The encoded token.


	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str] or list [https://docs.python.org/3.5/library/stdtypes.html#list]) – The audience or audiences that this token is
intended for. If None then the audience is not verified.


	certs_url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The URL that specifies the certificates to use to
verify the token. This URL should return JSON in the format of
{'key id': 'x509 certificate'}.






	Returns

	The decoded token.



	Return type

	Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], Any [https://docs.python.org/3.5/library/typing.html#typing.Any] ]










	
verify_oauth2_token(id_token, request, audience=None)[source]

	Verifies an ID Token issued by Google’s OAuth 2.0 authorization server.


	Parameters

	
	id_token (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The encoded token.


	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The audience that this token is intended for. This is
typically your application’s OAuth 2.0 client ID. If None then the
audience is not verified.






	Returns

	The decoded token.



	Return type

	Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], Any [https://docs.python.org/3.5/library/typing.html#typing.Any] ]



	Raises

	exceptions.GoogleAuthError – If the issuer is invalid.










	
verify_firebase_token(id_token, request, audience=None)[source]

	Verifies an ID Token issued by Firebase Authentication.


	Parameters

	
	id_token (Union [https://docs.python.org/3.5/library/typing.html#typing.Union] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], bytes [https://docs.python.org/3.5/library/functions.html#bytes] ]) – The encoded token.


	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The audience that this token is intended for. This is
typically your Firebase application ID. If None then the audience
is not verified.






	Returns

	The decoded token.



	Return type

	Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], Any [https://docs.python.org/3.5/library/typing.html#typing.Any] ]










	
fetch_id_token(request, audience)[source]

	Fetch the ID Token from the current environment.

This function acquires ID token from the environment in the following order:


	If the application is running in Compute Engine, App Engine or Cloud Run,
then the ID token are obtained from the metadata server.


	If the environment variable GOOGLE_APPLICATION_CREDENTIALS is set
to the path of a valid service account JSON file, then ID token is
acquired using this service account credentials.


	If metadata server doesn’t exist and no valid service account credentials
are found, DefaultCredentialsError will
be raised.




Example:

import google.oauth2.id_token
import google.auth.transport.requests

request = google.auth.transport.requests.Request()
target_audience = "https://pubsub.googleapis.com"

id_token = google.oauth2.id_token.fetch_id_token(request, target_audience)






	Parameters

	
	request (google.auth.transport.Request) – A callable used to make
HTTP requests.


	audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The audience that this ID token is intended for.






	Returns

	The ID token.



	Return type

	str [https://docs.python.org/3.5/library/stdtypes.html#str]



	Raises

	DefaultCredentialsError – If metadata server doesn’t exist and no valid service account
credentials are found.












          

      

      

    

  

    
      
          
            
  
google.oauth2.service_account module

Service Accounts: JSON Web Token (JWT) Profile for OAuth 2.0

This module implements the JWT Profile for OAuth 2.0 Authorization Grants
as defined by RFC 7523 [https://tools.ietf.org/html/rfc7523] with particular support for how this RFC is
implemented in Google’s infrastructure. Google refers to these credentials
as Service Accounts.

Service accounts are used for server-to-server communication, such as
interactions between a web application server and a Google service. The
service account belongs to your application instead of to an individual end
user. In contrast to other OAuth 2.0 profiles, no users are involved and your
application “acts” as the service account.

Typically an application uses a service account when the application uses
Google APIs to work with its own data rather than a user’s data. For example,
an application that uses Google Cloud Datastore for data persistence would use
a service account to authenticate its calls to the Google Cloud Datastore API.
However, an application that needs to access a user’s Drive documents would
use the normal OAuth 2.0 profile.

Additionally, Google Apps domain administrators can grant service accounts
domain-wide delegation authority to access user data on behalf of users in
the domain.

This profile uses a JWT to acquire an OAuth 2.0 access token. The JWT is used
in place of the usual authorization token returned during the standard
OAuth 2.0 Authorization Code grant. The JWT is only used for this purpose, as
the acquired access token is used as the bearer token when making requests
using these credentials.

This profile differs from normal OAuth 2.0 profile because no user consent
step is required. The use of the private key allows this profile to assert
identity directly.

This profile also differs from the google.auth.jwt authentication
because the JWT credentials use the JWT directly as the bearer token. This
profile instead only uses the JWT to obtain an OAuth 2.0 access token. The
obtained OAuth 2.0 access token is used as the bearer token.


Domain-wide delegation

Domain-wide delegation allows a service account to access user data on
behalf of any user in a Google Apps domain without consent from the user.
For example, an application that uses the Google Calendar API to add events to
the calendars of all users in a Google Apps domain would use a service account
to access the Google Calendar API on behalf of users.

The Google Apps administrator must explicitly authorize the service account to
do this. This authorization step is referred to as “delegating domain-wide
authority” to a service account.

You can use domain-wise delegation by creating a set of credentials with a
specific subject using with_subject().


	
class Credentials(signer, service_account_email, token_uri, scopes=None, default_scopes=None, subject=None, project_id=None, quota_project_id=None, additional_claims=None)[source]

	Bases: google.auth.credentials.Signing, google.auth.credentials.Scoped, google.auth.credentials.CredentialsWithQuotaProject

Service account credentials

Usually, you’ll create these credentials with one of the helper
constructors. To create credentials using a Google service account
private key JSON file:

credentials = service_account.Credentials.from_service_account_file(
    'service-account.json')





Or if you already have the service account file loaded:

service_account_info = json.load(open('service_account.json'))
credentials = service_account.Credentials.from_service_account_info(
    service_account_info)





Both helper methods pass on arguments to the constructor, so you can
specify additional scopes and a subject if necessary:

credentials = service_account.Credentials.from_service_account_file(
    'service-account.json',
    scopes=['email'],
    subject='user@example.com')





The credentials are considered immutable. If you want to modify the scopes
or the subject used for delegation, use with_scopes() or
with_subject():

scoped_credentials = credentials.with_scopes(['email'])
delegated_credentials = credentials.with_subject(subject)





To add a quota project, use with_quota_project():

credentials = credentials.with_quota_project('myproject-123')






	Parameters

	
	signer (google.auth.crypt.Signer) – The signer used to sign JWTs.


	service_account_email (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The service account’s email.


	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – User-defined scopes to request during the
authorization grant.


	default_scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Default scopes passed by a
Google client library. Use ‘scopes’ for user-defined scopes.


	token_uri (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 Token URI.


	subject (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – For domain-wide delegation, the email address of the
user to for which to request delegated access.


	project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – Project ID associated with the service account
credential.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota and
billing.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT assertion used in the authorization grant.









Note

Typically one of the helper constructors
from_service_account_file() or
from_service_account_info() are used instead of calling the
constructor directly.




	
classmethod from_service_account_info(info, **kwargs)[source]

	Creates a Credentials instance from parsed service account info.


	Parameters

	
	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The service account info in Google
format.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	
	The constructed

	credentials.









	Return type

	google.auth.service_account.Credentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.










	
classmethod from_service_account_file(filename, **kwargs)[source]

	Creates a Credentials instance from a service account json file.


	Parameters

	
	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the service account json file.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	
	The constructed

	credentials.









	Return type

	google.auth.service_account.Credentials










	
service_account_email

	The service account email.






	
project_id

	Project ID associated with this credential.






	
requires_scopes

	Checks if the credentials requires scopes.


	Returns

	True if there are no scopes set otherwise False.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
with_scopes(scopes, default_scopes=None)[source]

	Create a copy of these credentials with the specified scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to attach to the
current credentials.



	Raises

	NotImplementedError [https://docs.python.org/3.5/library/exceptions.html#NotImplementedError] – If the credentials’ scopes can not be changed.
This can be avoided by checking requires_scopes before
calling this method.










	
with_subject(subject)[source]

	Create a copy of these credentials with the specified subject.


	Parameters

	subject (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The subject claim.



	Returns

	
	A new credentials

	instance.









	Return type

	google.auth.service_account.Credentials










	
with_claims(additional_claims)[source]

	Returns a copy of these credentials with modified claims.


	Parameters

	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT payload. This will be merged with the current
additional claims.



	Returns

	
	A new credentials

	instance.









	Return type

	google.auth.service_account.Credentials










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer










	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
has_scopes(scopes)

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
quota_project_id

	Project to use for quota and billing purposes.






	
scopes

	the credentials’ current set of scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.










	
class IDTokenCredentials(signer, service_account_email, token_uri, target_audience, additional_claims=None, quota_project_id=None)[source]

	Bases: google.auth.credentials.Signing, google.auth.credentials.CredentialsWithQuotaProject

Open ID Connect ID Token-based service account credentials.

These credentials are largely similar to Credentials, but instead
of using an OAuth 2.0 Access Token as the bearer token, they use an Open
ID Connect ID Token as the bearer token. These credentials are useful when
communicating to services that require ID Tokens and can not accept access
tokens.

Usually, you’ll create these credentials with one of the helper
constructors. To create credentials using a Google service account
private key JSON file:

credentials = (
    service_account.IDTokenCredentials.from_service_account_file(
        'service-account.json'))





Or if you already have the service account file loaded:

service_account_info = json.load(open('service_account.json'))
credentials = (
    service_account.IDTokenCredentials.from_service_account_info(
        service_account_info))





Both helper methods pass on arguments to the constructor, so you can
specify additional scopes and a subject if necessary:

credentials = (
    service_account.IDTokenCredentials.from_service_account_file(
        'service-account.json',
        scopes=['email'],
        subject='user@example.com'))





The credentials are considered immutable. If you want to modify the scopes
or the subject used for delegation, use with_scopes() or
with_subject():

scoped_credentials = credentials.with_scopes(['email'])
delegated_credentials = credentials.with_subject(subject)






	Parameters

	
	signer (google.auth.crypt.Signer) – The signer used to sign JWTs.


	service_account_email (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The service account’s email.


	token_uri (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 Token URI.


	target_audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The intended audience for these credentials,
used when requesting the ID Token. The ID Token’s aud claim
will be set to this string.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT assertion used in the authorization grant.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota and billing.









Note

Typically one of the helper constructors
from_service_account_file() or
from_service_account_info() are used instead of calling the
constructor directly.




	
classmethod from_service_account_info(info, **kwargs)[source]

	Creates a credentials instance from parsed service account info.


	Parameters

	
	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The service account info in Google
format.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	
	The constructed

	credentials.









	Return type

	google.auth.service_account.IDTokenCredentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.










	
classmethod from_service_account_file(filename, **kwargs)[source]

	Creates a credentials instance from a service account json file.


	Parameters

	
	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the service account json file.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	
	The constructed

	credentials.









	Return type

	google.auth.service_account.IDTokenCredentials










	
with_target_audience(target_audience)[source]

	Create a copy of these credentials with the specified target
audience.


	Parameters

	
	target_audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The intended audience for these credentials,


	when requesting the ID Token. (used) – 






	Returns

	
	A new credentials

	instance.









	Return type

	google.auth.service_account.IDTokenCredentials










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
service_account_email

	The service account email.






	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
apply(headers, token=None)

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
quota_project_id

	Project to use for quota and billing purposes.






	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]

















          

      

      

    

  

    
      
          
            
  
google.oauth2.service_account_async module

Service Accounts: JSON Web Token (JWT) Profile for OAuth 2.0

NOTE: This file adds asynchronous refresh methods to both credentials
classes, and therefore async/await syntax is required when calling this
method when using service account credentials with asynchronous functionality.
Otherwise, all other methods are inherited from the regular service account
credentials file google.oauth2.service_account


	
class Credentials(signer, service_account_email, token_uri, scopes=None, default_scopes=None, subject=None, project_id=None, quota_project_id=None, additional_claims=None)[source]

	Bases: google.oauth2.service_account.Credentials, google.auth._credentials_async.Scoped, google.auth._credentials_async.Credentials

Service account credentials

Usually, you’ll create these credentials with one of the helper
constructors. To create credentials using a Google service account
private key JSON file:

credentials = _service_account_async.Credentials.from_service_account_file(
    'service-account.json')





Or if you already have the service account file loaded:

service_account_info = json.load(open('service_account.json'))
credentials = _service_account_async.Credentials.from_service_account_info(
    service_account_info)





Both helper methods pass on arguments to the constructor, so you can
specify additional scopes and a subject if necessary:

credentials = _service_account_async.Credentials.from_service_account_file(
    'service-account.json',
    scopes=['email'],
    subject='user@example.com')





The credentials are considered immutable. If you want to modify the scopes
or the subject used for delegation, use with_scopes() or
with_subject():

scoped_credentials = credentials.with_scopes(['email'])
delegated_credentials = credentials.with_subject(subject)





To add a quota project, use with_quota_project():

credentials = credentials.with_quota_project('myproject-123')






	Parameters

	
	signer (google.auth.crypt.Signer) – The signer used to sign JWTs.


	service_account_email (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The service account’s email.


	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – User-defined scopes to request during the
authorization grant.


	default_scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Default scopes passed by a
Google client library. Use ‘scopes’ for user-defined scopes.


	token_uri (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 Token URI.


	subject (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – For domain-wide delegation, the email address of the
user to for which to request delegated access.


	project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – Project ID associated with the service account
credential.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota and
billing.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT assertion used in the authorization grant.









Note

Typically one of the helper constructors
from_service_account_file() or
from_service_account_info() are used instead of calling the
constructor directly.




	
apply(headers, token=None)[source]

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)[source]

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
default_scopes

	the credentials’ current set of default scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
classmethod from_service_account_file(filename, **kwargs)[source]

	Creates a Credentials instance from a service account json file.


	Parameters

	
	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the service account json file.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	
	The constructed

	credentials.









	Return type

	google.auth.service_account.Credentials










	
classmethod from_service_account_info(info, **kwargs)[source]

	Creates a Credentials instance from parsed service account info.


	Parameters

	
	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The service account info in Google
format.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	
	The constructed

	credentials.









	Return type

	google.auth.service_account.Credentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.










	
has_scopes(scopes)

	Checks if the credentials have the given scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to check.



	Returns

	True if the credentials have the given scopes.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
project_id

	Project ID associated with this credential.






	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
requires_scopes

	Checks if the credentials requires scopes.


	Returns

	True if there are no scopes set otherwise False.



	Return type

	bool [https://docs.python.org/3.5/library/functions.html#bool]










	
scopes

	the credentials’ current set of scopes.


	Type

	Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
service_account_email

	The service account email.






	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer










	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
with_claims(additional_claims)[source]

	Returns a copy of these credentials with modified claims.


	Parameters

	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT payload. This will be merged with the current
additional claims.



	Returns

	
	A new credentials

	instance.









	Return type

	google.auth.service_account.Credentials










	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
with_scopes(scopes, default_scopes=None)[source]

	Create a copy of these credentials with the specified scopes.


	Parameters

	scopes (Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The list of scopes to attach to the
current credentials.



	Raises

	NotImplementedError [https://docs.python.org/3.5/library/exceptions.html#NotImplementedError] – If the credentials’ scopes can not be changed.
This can be avoided by checking requires_scopes before
calling this method.










	
with_subject(subject)[source]

	Create a copy of these credentials with the specified subject.


	Parameters

	subject (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The subject claim.



	Returns

	
	A new credentials

	instance.









	Return type

	google.auth.service_account.Credentials














	
class IDTokenCredentials(signer, service_account_email, token_uri, target_audience, additional_claims=None, quota_project_id=None)[source]

	Bases: google.oauth2.service_account.IDTokenCredentials, google.auth._credentials_async.Signing, google.auth._credentials_async.Credentials

Open ID Connect ID Token-based service account credentials.

These credentials are largely similar to Credentials, but instead
of using an OAuth 2.0 Access Token as the bearer token, they use an Open
ID Connect ID Token as the bearer token. These credentials are useful when
communicating to services that require ID Tokens and can not accept access
tokens.

Usually, you’ll create these credentials with one of the helper
constructors. To create credentials using a Google service account
private key JSON file:

credentials = (
    _service_account_async.IDTokenCredentials.from_service_account_file(
        'service-account.json'))





Or if you already have the service account file loaded:

service_account_info = json.load(open('service_account.json'))
credentials = (
    _service_account_async.IDTokenCredentials.from_service_account_info(
        service_account_info))





Both helper methods pass on arguments to the constructor, so you can
specify additional scopes and a subject if necessary:

credentials = (
    _service_account_async.IDTokenCredentials.from_service_account_file(
        'service-account.json',
        scopes=['email'],
        subject='user@example.com'))





The credentials are considered immutable. If you want to modify the scopes
or the subject used for delegation, use with_scopes() or
with_subject():

scoped_credentials = credentials.with_scopes(['email'])
delegated_credentials = credentials.with_subject(subject)






	Parameters

	
	signer (google.auth.crypt.Signer) – The signer used to sign JWTs.


	service_account_email (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The service account’s email.


	token_uri (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 Token URI.


	target_audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The intended audience for these credentials,
used when requesting the ID Token. The ID Token’s aud claim
will be set to this string.


	additional_claims (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – Any [https://docs.python.org/3.5/library/typing.html#typing.Any] additional claims for
the JWT assertion used in the authorization grant.


	quota_project_id (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The project ID used for quota and billing.









Note

Typically one of the helper constructors
from_service_account_file() or
from_service_account_info() are used instead of calling the
constructor directly.




	
apply(headers, token=None)

	Apply the token to the authentication header.


	Parameters

	
	headers (Mapping) – The HTTP request headers.


	token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – If specified, overrides the current access
token.













	
before_request(request, method, url, headers)

	Performs credential-specific before request logic.

Refreshes the credentials if necessary, then calls apply() to
apply the token to the authentication header.


	Parameters

	
	request (google.auth.transport.Request) – The object used to make
HTTP requests.


	method (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s HTTP method or the RPC method being
invoked.


	url (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The request’s URI or the RPC service’s URI.


	headers (Mapping) – The request’s headers.













	
expired

	Checks if the credentials are expired.

Note that credentials can be invalid but not expired because
Credentials with expiry set to None is considered to never
expire.






	
classmethod from_service_account_file(filename, **kwargs)[source]

	Creates a credentials instance from a service account json file.


	Parameters

	
	filename (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The path to the service account json file.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	
	The constructed

	credentials.









	Return type

	google.auth.service_account.IDTokenCredentials










	
classmethod from_service_account_info(info, **kwargs)[source]

	Creates a credentials instance from parsed service account info.


	Parameters

	
	info (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The service account info in Google
format.


	kwargs – Additional arguments to pass to the constructor.






	Returns

	
	The constructed

	credentials.









	Return type

	google.auth.service_account.IDTokenCredentials



	Raises

	ValueError [https://docs.python.org/3.5/library/exceptions.html#ValueError] – If the info is not in the expected format.










	
quota_project_id

	Project to use for quota and billing purposes.






	
refresh(request)[source]

	Refreshes the access token.


	Parameters

	request (google.auth.transport.Request) – The object used to make
HTTP requests.



	Raises

	google.auth.exceptions.RefreshError – If the credentials could
not be refreshed.










	
service_account_email

	The service account email.






	
sign_bytes(message)[source]

	Signs the given message.


	Parameters

	message (bytes [https://docs.python.org/3.5/library/functions.html#bytes]) – The message to sign.



	Returns

	The message’s cryptographic signature.



	Return type

	bytes [https://docs.python.org/3.5/library/functions.html#bytes]










	
signer

	The signer used to sign bytes.


	Type

	google.auth.crypt.Signer










	
signer_email

	An email address that identifies the signer.


	Type

	Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]










	
valid

	Checks the validity of the credentials.

This is True if the credentials have a token and the token
is not expired.






	
with_quota_project(quota_project_id)[source]

	Returns a copy of these credentials with a modified quota project.


	Parameters

	quota_project_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The project to use for quota and
billing purposes



	Returns

	A new credentials instance.



	Return type

	google.oauth2.credentials.Credentials










	
with_target_audience(target_audience)[source]

	Create a copy of these credentials with the specified target
audience.


	Parameters

	
	target_audience (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The intended audience for these credentials,


	when requesting the ID Token. (used) – 






	Returns

	
	A new credentials

	instance.









	Return type

	google.auth.service_account.IDTokenCredentials
















          

      

      

    

  

    
      
          
            
  
google.oauth2.sts module

OAuth 2.0 Token Exchange Spec.

This module defines a token exchange utility based on the OAuth 2.0 Token
Exchange [https://tools.ietf.org/html/rfc8693] spec. This will be mainly used to exchange external credentials
for GCP access tokens in workload identity pools to access Google APIs.

The implementation will support various types of client authentication as
allowed in the spec.

A deviation on the spec will be for additional Google specific options that
cannot be easily mapped to parameters defined in the RFC.

The returned dictionary response will be based on the rfc8693 section 2.2.1 [https://tools.ietf.org/html/rfc8693#section-2.2.1]
spec JSON response.


	
class Client(token_exchange_endpoint, client_authentication=None)[source]

	Bases: google.oauth2.utils.OAuthClientAuthHandler

Implements the OAuth 2.0 token exchange spec based on
https://tools.ietf.org/html/rfc8693.

Initializes an STS client instance.


	Parameters

	
	token_exchange_endpoint (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The token exchange endpoint.


	client_authentication (Optional(google.oauth2.oauth2_utils.ClientAuthentication)) – The optional OAuth client authentication credentials if available.









	
exchange_token(request, grant_type, subject_token, subject_token_type, resource=None, audience=None, scopes=None, requested_token_type=None, actor_token=None, actor_token_type=None, additional_options=None, additional_headers=None)[source]

	Exchanges the provided token for another type of token based on the
rfc8693 spec.


	Parameters

	
	request (google.auth.transport.Request) – A callable used to make
HTTP requests.


	grant_type (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 token exchange grant type.


	subject_token (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 token exchange subject token.


	subject_token_type (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The OAuth 2.0 token exchange subject token type.


	resource (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional OAuth 2.0 token exchange resource field.


	audience (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional OAuth 2.0 token exchange audience field.


	scopes (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Sequence [https://docs.python.org/3.5/library/typing.html#typing.Sequence] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – The optional list of scopes to use.


	requested_token_type (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional OAuth 2.0 token exchange requested
token type.


	actor_token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional OAuth 2.0 token exchange actor token.


	actor_token_type (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional OAuth 2.0 token exchange actor token type.


	additional_options (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – The optional additional
non-standard Google specific options.


	additional_headers (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – The optional additional
headers to pass to the token exchange endpoint.






	Returns

	
	The token exchange JSON-decoded response data containing

	the requested token and its expiration time.









	Return type

	Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]



	Raises

	google.auth.exceptions.OAuthError – If the token endpoint returned
an error.










	
apply_client_authentication_options(headers, request_body=None, bearer_token=None)

	Applies client authentication on the OAuth request’s headers or POST
body.


	Parameters

	
	headers (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The HTTP request header.


	request_body (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – The HTTP request body
dictionary. For requests that do not support request body, this
is None and will be ignored.


	bearer_token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional bearer token.



















          

      

      

    

  

    
      
          
            
  
google.oauth2.utils module

OAuth 2.0 Utilities.

This module provides implementations for various OAuth 2.0 utilities.
This includes OAuth error handling and
Client authentication for OAuth flows.


OAuth error handling

This will define interfaces for handling OAuth related error responses as
stated in RFC 6749 section 5.2 [https://tools.ietf.org/html/rfc6749#section-5.2].
This will include a common function to convert these HTTP error responses to a
google.auth.exceptions.OAuthError exception.



Client authentication for OAuth flows

We introduce an interface for defining client authentication credentials based
on RFC 6749 section 2.3.1 [https://tools.ietf.org/html/rfc6749#section-2.3.1]. This will expose the following
capabilities:



	Ability to support basic authentication via request header.


	Ability to support bearer token authentication via request header.


	Ability to support client ID / secret authentication via request body.








	
class ClientAuthType[source]

	Bases: enum.Enum [https://docs.python.org/3.5/library/enum.html#enum.Enum]

An enumeration.






	
class ClientAuthentication(client_auth_type, client_id, client_secret=None)[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

Defines the client authentication credentials for basic and request-body
types based on https://tools.ietf.org/html/rfc6749#section-2.3.1.

Instantiates a client authentication object containing the client ID
and secret credentials for basic and response-body auth.


	Parameters

	
	client_auth_type (google.oauth2.oauth_utils.ClientAuthType) – The
client authentication type.


	client_id (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The client ID.


	client_secret (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The client secret.













	
class OAuthClientAuthHandler(client_authentication=None)[source]

	Bases: object [https://docs.python.org/3.5/library/functions.html#object]

Abstract class for handling client authentication in OAuth-based
operations.

Instantiates an OAuth client authentication handler.


	Parameters

	client_authentication (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ google.oauth2.utils.ClientAuthentication ]) – The OAuth client authentication credentials if available.






	
apply_client_authentication_options(headers, request_body=None, bearer_token=None)[source]

	Applies client authentication on the OAuth request’s headers or POST
body.


	Parameters

	
	headers (Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The HTTP request header.


	request_body (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ Mapping [https://docs.python.org/3.5/library/typing.html#typing.Mapping] [ str [https://docs.python.org/3.5/library/stdtypes.html#str], str [https://docs.python.org/3.5/library/stdtypes.html#str] ]  ]) – The HTTP request body
dictionary. For requests that do not support request body, this
is None and will be ignored.


	bearer_token (Optional [https://docs.python.org/3.5/library/typing.html#typing.Optional] [ str [https://docs.python.org/3.5/library/stdtypes.html#str] ]) – The optional bearer token.

















	
handle_error_response(response_body)[source]

	Translates an error response from an OAuth operation into an
OAuthError exception.


	Parameters

	response_body (str [https://docs.python.org/3.5/library/stdtypes.html#str]) – The decoded response data.



	Raises

	google.auth.exceptions.OAuthError
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oauth2client deprecation

This page is intended for existing users of the oauth2client [https://github.com/google/oauth2client] who want to
understand the reasons for its deprecation and how this library relates to
oauth2client.


Reasons for deprecation


	Lack of ownership: oauth2client has lacked a definitive owner since
around 2013.


	Fragile and ad-hoc design: oauth2client is the result of several years
of ad-hoc additions and organic, uncontrolled growth. This has led to a
library that lacks overall design and cohesion. The convoluted class
hierarchy is a symptom of this.


	Lack of a secure, thread-safe, and modern transport: oauth2client is
inextricably dependent on httplib2 [https://github.com/httplib2/httplib2]. httplib2 is largely unmaintained
(although recently there are a small group of volunteers attempting to
maintain it).


	Lack of clear purpose and goals: The library is named “oauth2client” but is
actually a pretty poor OAuth 2.0 client and does a lot of things that have
nothing to do with OAuth and its related RFCs.




We originally planned to address these issues within oauth2client, however,
we determined that the number of breaking changes needed would be absolutely
untenable for downstream users. It would essentially involve our users having
to rewrite significant portions of their code if they needed to upgrade (either
directly or indirectly through a dependency). Instead, we’ve chosen to create a
new replacement library that can live side-by-side with oauth2client and
allow users to migrate gradually. We believe that this was the least painful
option.



Replacement

The long-term replacement for oauth2client is this library,
google-auth. This library addresses the major issues with oauthclient:


	Clear ownership: google-auth is owned by the teams that maintain the
Cloud Client Libraries [https://github.com/googlecloudplatform/google-cloud-python], gRPC [http://www.grpc.io/], and the
Code Samples for Google Cloud Platform [https://github.com/googlecloudplatform/python-docs-samples].


	Thought-out design: using the lessons learned from oauth2client, we have
designed a better module and class hierarchy. The v1.0.0 release of this
library should provide long-term API stability.


	Modern, secure, and extensible transports: google-auth supports
urllib3 [https://urllib3.readthedocs.io], requests [http://python-requests.org], gRPC [http://www.grpc.io/], and has legacy support for httplib2 [https://pypi.python.org/pypi/google-auth-httplib2] to
help clients migration. It is transport agnostic and has explicit support
for adding new transports.


	Clear purpose and goals: google-auth is explicitly focused on
Google-specific authentication, especially the server-to-server (service
account) use case.




Because we reduced the scope of the library, there are several features in
oauth2client we intentionally are not supporting in the v1.0.0 release
of google-auth. This does not mean we are not interested in supporting
these features, we just didn’t feel they should be part of the initial API.
As downstream users ask for these features we will determine the best way to
serve those use cases without allowing the library to become a dumping ground.

The unsupported features are:


	Support for obtaining user credentials. While this library has support for
using user credentials, there are no provisions in the core library for
doing the three-party OAuth 2.0 flow to obtain authorization from a user.
Instead, we are opting to provide a separate package that does integration
with oauthlib [https://oauthlib.readthedocs.io], google-auth-oauthlib [http://google-auth-oauthlib.readthedocs.io/]. When that library has a stable
API, we will consider its inclusion into the core library.


	Support for storing credentials. The only credentials type that needs to
be stored are user credentials. We have a discussion thread [https://github.com/GoogleCloudPlatform/google-auth-library-python/issues/33] on what level
of support we should do. It’s very likely we’ll choose to provide an
abstract interface for this and leave it up to application to provide
storage implementation specific to their use case. It’s also very likely
that we will also incubate this functionality in the
google-auth-oauthlib [http://google-auth-oauthlib.readthedocs.io/] library before including it in the core library.






Post-deprecation support

While oauth2client will not be implementing or accepting any new features,
the google-auth team will continue to accept bug reports and fix critical
bugs. We will make patch releases as necessary. We have no plans to remove the
library from GitHub or PyPI. Also, we have made sure that the
google-api-python-client [https://github.com/google/google-api-python-client] library supports oauth2client and google-auth and
will continue to do so indefinitely.

It is important to note that we will not be adding any features, even if an
external user goes through the trouble of sending a pull request. This policy
is in place because without it we will perpetuate the circumstances that led
to oauth2client being in the semi-unmaintained state it was in previously.

Some old documentation and examples may use oauth2client instead of
google-auth. We are working to update all of these but it does take a
significant amount of time. Since we are still iterating on user auth, some
samples that use user auth will not be updated until we have settled on a final
interface. If you find any samples you feel should be updated, please
file a bug [https://github.com/GoogleCloudPlatform/google-auth-library-python/issues].





          

      

      

    

  

    
      
          
            
  Source code for abc

# Copyright 2007 Google, Inc. All Rights Reserved.
# Licensed to PSF under a Contributor Agreement.

"""Abstract Base Classes (ABCs) according to PEP 3119."""


def abstractmethod(funcobj):
    """A decorator indicating abstract methods.

    Requires that the metaclass is ABCMeta or derived from it.  A
    class that has a metaclass derived from ABCMeta cannot be
    instantiated unless all of its abstract methods are overridden.
    The abstract methods can be called using any of the normal
    'super' call mechanisms.

    Usage:

        class C(metaclass=ABCMeta):
            @abstractmethod
            def my_abstract_method(self, ...):
                ...
    """
    funcobj.__isabstractmethod__ = True
    return funcobj


class abstractclassmethod(classmethod):
    """A decorator indicating abstract classmethods.

    Similar to abstractmethod.

    Usage:

        class C(metaclass=ABCMeta):
            @abstractclassmethod
            def my_abstract_classmethod(cls, ...):
                ...

    'abstractclassmethod' is deprecated. Use 'classmethod' with
    'abstractmethod' instead.
    """

    __isabstractmethod__ = True

    def __init__(self, callable):
        callable.__isabstractmethod__ = True
        super().__init__(callable)


class abstractstaticmethod(staticmethod):
    """A decorator indicating abstract staticmethods.

    Similar to abstractmethod.

    Usage:

        class C(metaclass=ABCMeta):
            @abstractstaticmethod
            def my_abstract_staticmethod(...):
                ...

    'abstractstaticmethod' is deprecated. Use 'staticmethod' with
    'abstractmethod' instead.
    """

    __isabstractmethod__ = True

    def __init__(self, callable):
        callable.__isabstractmethod__ = True
        super().__init__(callable)


class abstractproperty(property):
    """A decorator indicating abstract properties.

    Requires that the metaclass is ABCMeta or derived from it.  A
    class that has a metaclass derived from ABCMeta cannot be
    instantiated unless all of its abstract properties are overridden.
    The abstract properties can be called using any of the normal
    'super' call mechanisms.

    Usage:

        class C(metaclass=ABCMeta):
            @abstractproperty
            def my_abstract_property(self):
                ...

    This defines a read-only property; you can also define a read-write
    abstract property using the 'long' form of property declaration:

        class C(metaclass=ABCMeta):
            def getx(self): ...
            def setx(self, value): ...
            x = abstractproperty(getx, setx)

    'abstractproperty' is deprecated. Use 'property' with 'abstractmethod'
    instead.
    """

    __isabstractmethod__ = True


try:
    from _abc import (get_cache_token, _abc_init, _abc_register,
                      _abc_instancecheck, _abc_subclasscheck, _get_dump,
                      _reset_registry, _reset_caches)
except ImportError:
    from _py_abc import ABCMeta, get_cache_token
    ABCMeta.__module__ = 'abc'
else:
    class ABCMeta(type):
        """Metaclass for defining Abstract Base Classes (ABCs).

        Use this metaclass to create an ABC.  An ABC can be subclassed
        directly, and then acts as a mix-in class.  You can also register
        unrelated concrete classes (even built-in classes) and unrelated
        ABCs as 'virtual subclasses' -- these and their descendants will
        be considered subclasses of the registering ABC by the built-in
        issubclass() function, but the registering ABC won't show up in
        their MRO (Method Resolution Order) nor will method
        implementations defined by the registering ABC be callable (not
        even via super()).
        """
        def __new__(mcls, name, bases, namespace, **kwargs):
            cls = super().__new__(mcls, name, bases, namespace, **kwargs)
            _abc_init(cls)
            return cls

        def register(cls, subclass):
            """Register a virtual subclass of an ABC.

            Returns the subclass, to allow usage as a class decorator.
            """
            return _abc_register(cls, subclass)

        def __instancecheck__(cls, instance):
            """Override for isinstance(instance, cls)."""
            return _abc_instancecheck(cls, instance)

        def __subclasscheck__(cls, subclass):
            """Override for issubclass(subclass, cls)."""
            return _abc_subclasscheck(cls, subclass)

        def _dump_registry(cls, file=None):
            """Debug helper to print the ABC registry."""
            print(f"Class: {cls.__module__}.{cls.__qualname__}", file=file)
            print(f"Inv. counter: {get_cache_token()}", file=file)
            (_abc_registry, _abc_cache, _abc_negative_cache,
             _abc_negative_cache_version) = _get_dump(cls)
            print(f"_abc_registry: {_abc_registry!r}", file=file)
            print(f"_abc_cache: {_abc_cache!r}", file=file)
            print(f"_abc_negative_cache: {_abc_negative_cache!r}", file=file)
            print(f"_abc_negative_cache_version: {_abc_negative_cache_version!r}",
                  file=file)

        def _abc_registry_clear(cls):
            """Clear the registry (for debugging or testing)."""
            _reset_registry(cls)

        def _abc_caches_clear(cls):
            """Clear the caches (for debugging or testing)."""
            _reset_caches(cls)


class ABC(metaclass=ABCMeta):
    """Helper class that provides a standard way to create an ABC using
    inheritance.
    """
    __slots__ = ()




          

      

      

    

  

    
      
          
            
  All modules for which code is available

	abc

	google.auth._credentials_async

	google.auth._default

	google.auth._jwt_async

	google.auth.app_engine

	google.auth.aws

	google.auth.compute_engine.credentials

	google.auth.credentials

	google.auth.crypt._cryptography_rsa

	google.auth.crypt.base

	google.auth.crypt.es256

	google.auth.exceptions

	google.auth.external_account

	google.auth.iam

	google.auth.identity_pool

	google.auth.impersonated_credentials

	google.auth.jwt

	google.auth.transport

	google.auth.transport.grpc

	google.auth.transport.mtls

	google.auth.transport.requests

	google.auth.transport.urllib3


	google.oauth2._credentials_async

	google.oauth2._service_account_async

	google.oauth2.credentials

	google.oauth2.id_token

	google.oauth2.service_account

	google.oauth2.sts

	google.oauth2.utils

	requests.sessions

	urllib3.request




          

      

      

    

  

    
      
          
            
  Source code for google.auth._credentials_async

# Copyright 2020 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.


"""Interfaces for credentials."""

import abc
import inspect

import six

from google.auth import credentials


[docs]@six.add_metaclass(abc.ABCMeta)
class Credentials(credentials.Credentials):
    """Async inherited credentials class from google.auth.credentials.
    The added functionality is the before_request call which requires
    async/await syntax.
    All credentials have a :attr:`token` that is used for authentication and
    may also optionally set an :attr:`expiry` to indicate when the token will
    no longer be valid.

    Most credentials will be :attr:`invalid` until :meth:`refresh` is called.
    Credentials can do this automatically before the first HTTP request in
    :meth:`before_request`.

    Although the token and expiration will change as the credentials are
    :meth:`refreshed <refresh>` and used, credentials should be considered
    immutable. Various credentials will accept configuration such as private
    keys, scopes, and other options. These options are not changeable after
    construction. Some classes will provide mechanisms to copy the credentials
    with modifications such as :meth:`ScopedCredentials.with_scopes`.
    """

[docs]    async def before_request(self, request, method, url, headers):
        """Performs credential-specific before request logic.

        Refreshes the credentials if necessary, then calls :meth:`apply` to
        apply the token to the authentication header.

        Args:
            request (google.auth.transport.Request): The object used to make
                HTTP requests.
            method (str): The request's HTTP method or the RPC method being
                invoked.
            url (str): The request's URI or the RPC service's URI.
            headers (Mapping): The request's headers.
        """
        # pylint: disable=unused-argument
        # (Subclasses may use these arguments to ascertain information about
        # the http request.)

        if not self.valid:
            if inspect.iscoroutinefunction(self.refresh):
                await self.refresh(request)
            else:
                self.refresh(request)
        self.apply(headers)




[docs]class CredentialsWithQuotaProject(credentials.CredentialsWithQuotaProject):
    """Abstract base for credentials supporting ``with_quota_project`` factory"""



[docs]class AnonymousCredentials(credentials.AnonymousCredentials, Credentials):
    """Credentials that do not provide any authentication information.

    These are useful in the case of services that support anonymous access or
    local service emulators that do not use credentials. This class inherits
    from the sync anonymous credentials file, but is kept if async credentials
    is initialized and we would like anonymous credentials.
    """



[docs]@six.add_metaclass(abc.ABCMeta)
class ReadOnlyScoped(credentials.ReadOnlyScoped):
    """Interface for credentials whose scopes can be queried.

    OAuth 2.0-based credentials allow limiting access using scopes as described
    in `RFC6749 Section 3.3`_.
    If a credential class implements this interface then the credentials either
    use scopes in their implementation.

    Some credentials require scopes in order to obtain a token. You can check
    if scoping is necessary with :attr:`requires_scopes`::

        if credentials.requires_scopes:
            # Scoping is required.
            credentials = _credentials_async.with_scopes(scopes=['one', 'two'])

    Credentials that require scopes must either be constructed with scopes::

        credentials = SomeScopedCredentials(scopes=['one', 'two'])

    Or must copy an existing instance using :meth:`with_scopes`::

        scoped_credentials = _credentials_async.with_scopes(scopes=['one', 'two'])

    Some credentials have scopes but do not allow or require scopes to be set,
    these credentials can be used as-is.

    .. _RFC6749 Section 3.3: https://tools.ietf.org/html/rfc6749#section-3.3
    """



[docs]class Scoped(credentials.Scoped):
    """Interface for credentials whose scopes can be replaced while copying.

    OAuth 2.0-based credentials allow limiting access using scopes as described
    in `RFC6749 Section 3.3`_.
    If a credential class implements this interface then the credentials either
    use scopes in their implementation.

    Some credentials require scopes in order to obtain a token. You can check
    if scoping is necessary with :attr:`requires_scopes`::

        if credentials.requires_scopes:
            # Scoping is required.
            credentials = _credentials_async.create_scoped(['one', 'two'])

    Credentials that require scopes must either be constructed with scopes::

        credentials = SomeScopedCredentials(scopes=['one', 'two'])

    Or must copy an existing instance using :meth:`with_scopes`::

        scoped_credentials = credentials.with_scopes(scopes=['one', 'two'])

    Some credentials have scopes but do not allow or require scopes to be set,
    these credentials can be used as-is.

    .. _RFC6749 Section 3.3: https://tools.ietf.org/html/rfc6749#section-3.3
    """



[docs]def with_scopes_if_required(credentials, scopes):
    """Creates a copy of the credentials with scopes if scoping is required.

    This helper function is useful when you do not know (or care to know) the
    specific type of credentials you are using (such as when you use
    :func:`google.auth.default`). This function will call
    :meth:`Scoped.with_scopes` if the credentials are scoped credentials and if
    the credentials require scoping. Otherwise, it will return the credentials
    as-is.

    Args:
        credentials (google.auth.credentials.Credentials): The credentials to
            scope if necessary.
        scopes (Sequence[str]): The list of scopes to use.

    Returns:
        google.auth._credentials_async.Credentials: Either a new set of scoped
            credentials, or the passed in credentials instance if no scoping
            was required.
    """
    if isinstance(credentials, Scoped) and credentials.requires_scopes:
        return credentials.with_scopes(scopes)
    else:
        return credentials



[docs]@six.add_metaclass(abc.ABCMeta)
class Signing(credentials.Signing):
    """Interface for credentials that can cryptographically sign messages."""





          

      

      

    

  

    
      
          
            
  Source code for google.auth._default

# Copyright 2015 Google Inc.
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Application default credentials.

Implements application default credentials and project ID detection.
"""

import io
import json
import logging
import os
import warnings

import six

from google.auth import environment_vars
from google.auth import exceptions
import google.auth.transport._http_client

_LOGGER = logging.getLogger(__name__)

# Valid types accepted for file-based credentials.
_AUTHORIZED_USER_TYPE = "authorized_user"
_SERVICE_ACCOUNT_TYPE = "service_account"
_EXTERNAL_ACCOUNT_TYPE = "external_account"
_VALID_TYPES = (_AUTHORIZED_USER_TYPE, _SERVICE_ACCOUNT_TYPE, _EXTERNAL_ACCOUNT_TYPE)

# Help message when no credentials can be found.
_HELP_MESSAGE = """\
Could not automatically determine credentials. Please set {env} or \
explicitly create credentials and re-run the application. For more \
information, please see \
https://cloud.google.com/docs/authentication/getting-started
""".format(
    env=environment_vars.CREDENTIALS
).strip()

# Warning when using Cloud SDK user credentials
_CLOUD_SDK_CREDENTIALS_WARNING = """\
Your application has authenticated using end user credentials from Google \
Cloud SDK without a quota project. You might receive a "quota exceeded" \
or "API not enabled" error. We recommend you rerun \
`gcloud auth application-default login` and make sure a quota project is \
added. Or you can use service accounts instead. For more information \
about service accounts, see https://cloud.google.com/docs/authentication/"""


def _warn_about_problematic_credentials(credentials):
    """Determines if the credentials are problematic.

    Credentials from the Cloud SDK that are associated with Cloud SDK's project
    are problematic because they may not have APIs enabled and have limited
    quota. If this is the case, warn about it.
    """
    from google.auth import _cloud_sdk

    if credentials.client_id == _cloud_sdk.CLOUD_SDK_CLIENT_ID:
        warnings.warn(_CLOUD_SDK_CREDENTIALS_WARNING)


[docs]def load_credentials_from_file(
    filename, scopes=None, default_scopes=None, quota_project_id=None, request=None
):
    """Loads Google credentials from a file.

    The credentials file must be a service account key, stored authorized
    user credentials or external account credentials.

    Args:
        filename (str): The full path to the credentials file.
        scopes (Optional[Sequence[str]]): The list of scopes for the credentials. If
            specified, the credentials will automatically be scoped if
            necessary
        default_scopes (Optional[Sequence[str]]): Default scopes passed by a
            Google client library. Use 'scopes' for user-defined scopes.
        quota_project_id (Optional[str]):  The project ID used for
            quota and billing.
        request (Optional[google.auth.transport.Request]): An object used to make
            HTTP requests. This is used to determine the associated project ID
            for a workload identity pool resource (external account credentials).
            If not specified, then it will use a
            google.auth.transport.requests.Request client to make requests.

    Returns:
        Tuple[google.auth.credentials.Credentials, Optional[str]]: Loaded
            credentials and the project ID. Authorized user credentials do not
            have the project ID information. External account credentials project
            IDs may not always be determined.

    Raises:
        google.auth.exceptions.DefaultCredentialsError: if the file is in the
            wrong format or is missing.
    """
    if not os.path.exists(filename):
        raise exceptions.DefaultCredentialsError(
            "File {} was not found.".format(filename)
        )

    with io.open(filename, "r") as file_obj:
        try:
            info = json.load(file_obj)
        except ValueError as caught_exc:
            new_exc = exceptions.DefaultCredentialsError(
                "File {} is not a valid json file.".format(filename), caught_exc
            )
            six.raise_from(new_exc, caught_exc)

    # The type key should indicate that the file is either a service account
    # credentials file or an authorized user credentials file.
    credential_type = info.get("type")

    if credential_type == _AUTHORIZED_USER_TYPE:
        from google.oauth2 import credentials

        try:
            credentials = credentials.Credentials.from_authorized_user_info(
                info, scopes=scopes
            )
        except ValueError as caught_exc:
            msg = "Failed to load authorized user credentials from {}".format(filename)
            new_exc = exceptions.DefaultCredentialsError(msg, caught_exc)
            six.raise_from(new_exc, caught_exc)
        if quota_project_id:
            credentials = credentials.with_quota_project(quota_project_id)
        if not credentials.quota_project_id:
            _warn_about_problematic_credentials(credentials)
        return credentials, None

    elif credential_type == _SERVICE_ACCOUNT_TYPE:
        from google.oauth2 import service_account

        try:
            credentials = service_account.Credentials.from_service_account_info(
                info, scopes=scopes, default_scopes=default_scopes
            )
        except ValueError as caught_exc:
            msg = "Failed to load service account credentials from {}".format(filename)
            new_exc = exceptions.DefaultCredentialsError(msg, caught_exc)
            six.raise_from(new_exc, caught_exc)
        if quota_project_id:
            credentials = credentials.with_quota_project(quota_project_id)
        return credentials, info.get("project_id")

    elif credential_type == _EXTERNAL_ACCOUNT_TYPE:
        credentials, project_id = _get_external_account_credentials(
            info,
            filename,
            scopes=scopes,
            default_scopes=default_scopes,
            request=request,
        )
        if quota_project_id:
            credentials = credentials.with_quota_project(quota_project_id)
        return credentials, project_id

    else:
        raise exceptions.DefaultCredentialsError(
            "The file {file} does not have a valid type. "
            "Type is {type}, expected one of {valid_types}.".format(
                file=filename, type=credential_type, valid_types=_VALID_TYPES
            )
        )



def _get_gcloud_sdk_credentials():
    """Gets the credentials and project ID from the Cloud SDK."""
    from google.auth import _cloud_sdk

    _LOGGER.debug("Checking Cloud SDK credentials as part of auth process...")

    # Check if application default credentials exist.
    credentials_filename = _cloud_sdk.get_application_default_credentials_path()

    if not os.path.isfile(credentials_filename):
        _LOGGER.debug("Cloud SDK credentials not found on disk; not using them")
        return None, None

    credentials, project_id = load_credentials_from_file(credentials_filename)

    if not project_id:
        project_id = _cloud_sdk.get_project_id()

    return credentials, project_id


def _get_explicit_environ_credentials():
    """Gets credentials from the GOOGLE_APPLICATION_CREDENTIALS environment
    variable."""
    from google.auth import _cloud_sdk

    cloud_sdk_adc_path = _cloud_sdk.get_application_default_credentials_path()
    explicit_file = os.environ.get(environment_vars.CREDENTIALS)

    _LOGGER.debug(
        "Checking %s for explicit credentials as part of auth process...", explicit_file
    )

    if explicit_file is not None and explicit_file == cloud_sdk_adc_path:
        # Cloud sdk flow calls gcloud to fetch project id, so if the explicit
        # file path is cloud sdk credentials path, then we should fall back
        # to cloud sdk flow, otherwise project id cannot be obtained.
        _LOGGER.debug(
            "Explicit credentials path %s is the same as Cloud SDK credentials path, fall back to Cloud SDK credentials flow...",
            explicit_file,
        )
        return _get_gcloud_sdk_credentials()

    if explicit_file is not None:
        credentials, project_id = load_credentials_from_file(
            os.environ[environment_vars.CREDENTIALS]
        )

        return credentials, project_id

    else:
        return None, None


def _get_gae_credentials():
    """Gets Google App Engine App Identity credentials and project ID."""
    # While this library is normally bundled with app_engine, there are
    # some cases where it's not available, so we tolerate ImportError.
    try:
        _LOGGER.debug("Checking for App Engine runtime as part of auth process...")
        import google.auth.app_engine as app_engine
    except ImportError:
        _LOGGER.warning("Import of App Engine auth library failed.")
        return None, None

    try:
        credentials = app_engine.Credentials()
        project_id = app_engine.get_project_id()
        return credentials, project_id
    except EnvironmentError:
        _LOGGER.debug(
            "No App Engine library was found so cannot authentication via App Engine Identity Credentials."
        )
        return None, None


def _get_gce_credentials(request=None):
    """Gets credentials and project ID from the GCE Metadata Service."""
    # Ping requires a transport, but we want application default credentials
    # to require no arguments. So, we'll use the _http_client transport which
    # uses http.client. This is only acceptable because the metadata server
    # doesn't do SSL and never requires proxies.

    # While this library is normally bundled with compute_engine, there are
    # some cases where it's not available, so we tolerate ImportError.
    try:
        from google.auth import compute_engine
        from google.auth.compute_engine import _metadata
    except ImportError:
        _LOGGER.warning("Import of Compute Engine auth library failed.")
        return None, None

    if request is None:
        request = google.auth.transport._http_client.Request()

    if _metadata.ping(request=request):
        # Get the project ID.
        try:
            project_id = _metadata.get_project_id(request=request)
        except exceptions.TransportError:
            project_id = None

        return compute_engine.Credentials(), project_id
    else:
        _LOGGER.warning(
            "Authentication failed using Compute Engine authentication due to unavailable metadata server."
        )
        return None, None


def _get_external_account_credentials(
    info, filename, scopes=None, default_scopes=None, request=None
):
    """Loads external account Credentials from the parsed external account info.

    The credentials information must correspond to a supported external account
    credentials.

    Args:
        info (Mapping[str, str]): The external account info in Google format.
        filename (str): The full path to the credentials file.
        scopes (Optional[Sequence[str]]): The list of scopes for the credentials. If
            specified, the credentials will automatically be scoped if
            necessary.
        default_scopes (Optional[Sequence[str]]): Default scopes passed by a
            Google client library. Use 'scopes' for user-defined scopes.
        request (Optional[google.auth.transport.Request]): An object used to make
            HTTP requests. This is used to determine the associated project ID
            for a workload identity pool resource (external account credentials).
            If not specified, then it will use a
            google.auth.transport.requests.Request client to make requests.

    Returns:
        Tuple[google.auth.credentials.Credentials, Optional[str]]: Loaded
            credentials and the project ID. External account credentials project
            IDs may not always be determined.

    Raises:
        google.auth.exceptions.DefaultCredentialsError: if the info dictionary
            is in the wrong format or is missing required information.
    """
    # There are currently 2 types of external_account credentials.
    try:
        # Check if configuration corresponds to an AWS credentials.
        from google.auth import aws

        credentials = aws.Credentials.from_info(
            info, scopes=scopes, default_scopes=default_scopes
        )
    except ValueError:
        try:
            # Check if configuration corresponds to an Identity Pool credentials.
            from google.auth import identity_pool

            credentials = identity_pool.Credentials.from_info(
                info, scopes=scopes, default_scopes=default_scopes
            )
        except ValueError:
            # If the configuration is invalid or does not correspond to any
            # supported external_account credentials, raise an error.
            raise exceptions.DefaultCredentialsError(
                "Failed to load external account credentials from {}".format(filename)
            )
    if request is None:
        request = google.auth.transport.requests.Request()

    return credentials, credentials.get_project_id(request=request)


[docs]def default(scopes=None, request=None, quota_project_id=None, default_scopes=None):
    """Gets the default credentials for the current environment.

    `Application Default Credentials`_ provides an easy way to obtain
    credentials to call Google APIs for server-to-server or local applications.
    This function acquires credentials from the environment in the following
    order:

    1. If the environment variable ``GOOGLE_APPLICATION_CREDENTIALS`` is set
       to the path of a valid service account JSON private key file, then it is
       loaded and returned. The project ID returned is the project ID defined
       in the service account file if available (some older files do not
       contain project ID information).

       If the environment variable is set to the path of a valid external
       account JSON configuration file (workload identity federation), then the
       configuration file is used to determine and retrieve the external
       credentials from the current environment (AWS, Azure, etc).
       These will then be exchanged for Google access tokens via the Google STS
       endpoint.
       The project ID returned in this case is the one corresponding to the
       underlying workload identity pool resource if determinable.
    2. If the `Google Cloud SDK`_ is installed and has application default
       credentials set they are loaded and returned.

       To enable application default credentials with the Cloud SDK run::

            gcloud auth application-default login

       If the Cloud SDK has an active project, the project ID is returned. The
       active project can be set using::

            gcloud config set project

    3. If the application is running in the `App Engine standard environment`_
       (first generation) then the credentials and project ID from the
       `App Identity Service`_ are used.
    4. If the application is running in `Compute Engine`_ or `Cloud Run`_ or
       the `App Engine flexible environment`_ or the `App Engine standard
       environment`_ (second generation) then the credentials and project ID
       are obtained from the `Metadata Service`_.
    5. If no credentials are found,
       :class:`~google.auth.exceptions.DefaultCredentialsError` will be raised.

    .. _Application Default Credentials: https://developers.google.com\
            /identity/protocols/application-default-credentials
    .. _Google Cloud SDK: https://cloud.google.com/sdk
    .. _App Engine standard environment: https://cloud.google.com/appengine
    .. _App Identity Service: https://cloud.google.com/appengine/docs/python\
            /appidentity/
    .. _Compute Engine: https://cloud.google.com/compute
    .. _App Engine flexible environment: https://cloud.google.com\
            /appengine/flexible
    .. _Metadata Service: https://cloud.google.com/compute/docs\
            /storing-retrieving-metadata
    .. _Cloud Run: https://cloud.google.com/run

    Example::

        import google.auth

        credentials, project_id = google.auth.default()

    Args:
        scopes (Sequence[str]): The list of scopes for the credentials. If
            specified, the credentials will automatically be scoped if
            necessary.
        request (Optional[google.auth.transport.Request]): An object used to make
            HTTP requests. This is used to either detect whether the application
            is running on Compute Engine or to determine the associated project
            ID for a workload identity pool resource (external account
            credentials). If not specified, then it will either use the standard
            library http client to make requests for Compute Engine credentials
            or a google.auth.transport.requests.Request client for external
            account credentials.
        quota_project_id (Optional[str]): The project ID used for
            quota and billing.
        default_scopes (Optional[Sequence[str]]): Default scopes passed by a
            Google client library. Use 'scopes' for user-defined scopes.
    Returns:
        Tuple[~google.auth.credentials.Credentials, Optional[str]]:
            the current environment's credentials and project ID. Project ID
            may be None, which indicates that the Project ID could not be
            ascertained from the environment.

    Raises:
        ~google.auth.exceptions.DefaultCredentialsError:
            If no credentials were found, or if the credentials found were
            invalid.
    """
    from google.auth.credentials import with_scopes_if_required

    explicit_project_id = os.environ.get(
        environment_vars.PROJECT, os.environ.get(environment_vars.LEGACY_PROJECT)
    )

    checkers = (
        # Avoid passing scopes here to prevent passing scopes to user credentials.
        # with_scopes_if_required() below will ensure scopes/default scopes are
        # safely set on the returned credentials since requires_scopes will
        # guard against setting scopes on user credentials.
        _get_explicit_environ_credentials,
        _get_gcloud_sdk_credentials,
        _get_gae_credentials,
        lambda: _get_gce_credentials(request),
    )

    for checker in checkers:
        credentials, project_id = checker()
        if credentials is not None:
            credentials = with_scopes_if_required(
                credentials, scopes, default_scopes=default_scopes
            )

            # For external account credentials, scopes are required to determine
            # the project ID. Try to get the project ID again if not yet
            # determined.
            if not project_id and callable(
                getattr(credentials, "get_project_id", None)
            ):
                if request is None:
                    request = google.auth.transport.requests.Request()
                project_id = credentials.get_project_id(request=request)

            if quota_project_id:
                credentials = credentials.with_quota_project(quota_project_id)

            effective_project_id = explicit_project_id or project_id
            if not effective_project_id:
                _LOGGER.warning(
                    "No project ID could be determined. Consider running "
                    "`gcloud config set project` or setting the %s "
                    "environment variable",
                    environment_vars.PROJECT,
                )
            return credentials, effective_project_id

    raise exceptions.DefaultCredentialsError(_HELP_MESSAGE)





          

      

      

    

  

    
      
          
            
  Source code for google.auth._jwt_async

# Copyright 2020 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""JSON Web Tokens

Provides support for creating (encoding) and verifying (decoding) JWTs,
especially JWTs generated and consumed by Google infrastructure.

See `rfc7519`_ for more details on JWTs.

To encode a JWT use :func:`encode`::

    from google.auth import crypt
    from google.auth import jwt_async

    signer = crypt.Signer(private_key)
    payload = {'some': 'payload'}
    encoded = jwt_async.encode(signer, payload)

To decode a JWT and verify claims use :func:`decode`::

    claims = jwt_async.decode(encoded, certs=public_certs)

You can also skip verification::

    claims = jwt_async.decode(encoded, verify=False)

.. _rfc7519: https://tools.ietf.org/html/rfc7519


NOTE: This async support is experimental and marked internal. This surface may
change in minor releases.
"""

import google.auth
from google.auth import jwt


[docs]def encode(signer, payload, header=None, key_id=None):
    """Make a signed JWT.

    Args:
        signer (google.auth.crypt.Signer): The signer used to sign the JWT.
        payload (Mapping[str, str]): The JWT payload.
        header (Mapping[str, str]): Additional JWT header payload.
        key_id (str): The key id to add to the JWT header. If the
            signer has a key id it will be used as the default. If this is
            specified it will override the signer's key id.

    Returns:
        bytes: The encoded JWT.
    """
    return jwt.encode(signer, payload, header, key_id)



[docs]def decode(token, certs=None, verify=True, audience=None):
    """Decode and verify a JWT.

    Args:
        token (str): The encoded JWT.
        certs (Union[str, bytes, Mapping[str, Union[str, bytes]]]): The
            certificate used to validate the JWT signature. If bytes or string,
            it must the the public key certificate in PEM format. If a mapping,
            it must be a mapping of key IDs to public key certificates in PEM
            format. The mapping must contain the same key ID that's specified
            in the token's header.
        verify (bool): Whether to perform signature and claim validation.
            Verification is done by default.
        audience (str): The audience claim, 'aud', that this JWT should
            contain. If None then the JWT's 'aud' parameter is not verified.

    Returns:
        Mapping[str, str]: The deserialized JSON payload in the JWT.

    Raises:
        ValueError: if any verification checks failed.
    """

    return jwt.decode(token, certs, verify, audience)



[docs]class Credentials(
    jwt.Credentials,
    google.auth._credentials_async.Signing,
    google.auth._credentials_async.Credentials,
):
    """Credentials that use a JWT as the bearer token.

    These credentials require an "audience" claim. This claim identifies the
    intended recipient of the bearer token.

    The constructor arguments determine the claims for the JWT that is
    sent with requests. Usually, you'll construct these credentials with
    one of the helper constructors as shown in the next section.

    To create JWT credentials using a Google service account private key
    JSON file::

        audience = 'https://pubsub.googleapis.com/google.pubsub.v1.Publisher'
        credentials = jwt_async.Credentials.from_service_account_file(
            'service-account.json',
            audience=audience)

    If you already have the service account file loaded and parsed::

        service_account_info = json.load(open('service_account.json'))
        credentials = jwt_async.Credentials.from_service_account_info(
            service_account_info,
            audience=audience)

    Both helper methods pass on arguments to the constructor, so you can
    specify the JWT claims::

        credentials = jwt_async.Credentials.from_service_account_file(
            'service-account.json',
            audience=audience,
            additional_claims={'meta': 'data'})

    You can also construct the credentials directly if you have a
    :class:`~google.auth.crypt.Signer` instance::

        credentials = jwt_async.Credentials(
            signer,
            issuer='your-issuer',
            subject='your-subject',
            audience=audience)

    The claims are considered immutable. If you want to modify the claims,
    you can easily create another instance using :meth:`with_claims`::

        new_audience = (
            'https://pubsub.googleapis.com/google.pubsub.v1.Subscriber')
        new_credentials = credentials.with_claims(audience=new_audience)
    """



[docs]class OnDemandCredentials(
    jwt.OnDemandCredentials,
    google.auth._credentials_async.Signing,
    google.auth._credentials_async.Credentials,
):
    """On-demand JWT credentials.

    Like :class:`Credentials`, this class uses a JWT as the bearer token for
    authentication. However, this class does not require the audience at
    construction time. Instead, it will generate a new token on-demand for
    each request using the request URI as the audience. It caches tokens
    so that multiple requests to the same URI do not incur the overhead
    of generating a new token every time.

    This behavior is especially useful for `gRPC`_ clients. A gRPC service may
    have multiple audience and gRPC clients may not know all of the audiences
    required for accessing a particular service. With these credentials,
    no knowledge of the audiences is required ahead of time.

    .. _grpc: http://www.grpc.io/
    """





          

      

      

    

  

    
      
          
            
  Source code for google.auth.app_engine

# Copyright 2016 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Google App Engine standard environment support.

This module provides authentication and signing for applications running on App
Engine in the standard environment using the `App Identity API`_.


.. _App Identity API:
    https://cloud.google.com/appengine/docs/python/appidentity/
"""

import datetime

from google.auth import _helpers
from google.auth import credentials
from google.auth import crypt

# pytype: disable=import-error
try:
    from google.appengine.api import app_identity
except ImportError:
    app_identity = None
# pytype: enable=import-error


[docs]class Signer(crypt.Signer):
    """Signs messages using the App Engine App Identity service.

    This can be used in place of :class:`google.auth.crypt.Signer` when
    running in the App Engine standard environment.
    """

    @property
    def key_id(self):
        """Optional[str]: The key ID used to identify this private key.

        .. warning::
           This is always ``None``. The key ID used by App Engine can not
           be reliably determined ahead of time.
        """
        return None

[docs]    @_helpers.copy_docstring(crypt.Signer)
    def sign(self, message):
        message = _helpers.to_bytes(message)
        _, signature = app_identity.sign_blob(message)
        return signature




[docs]def get_project_id():
    """Gets the project ID for the current App Engine application.

    Returns:
        str: The project ID

    Raises:
        EnvironmentError: If the App Engine APIs are unavailable.
    """
    # pylint: disable=missing-raises-doc
    # Pylint rightfully thinks EnvironmentError is OSError, but doesn't
    # realize it's a valid alias.
    if app_identity is None:
        raise EnvironmentError("The App Engine APIs are not available.")
    return app_identity.get_application_id()



[docs]class Credentials(
    credentials.Scoped, credentials.Signing, credentials.CredentialsWithQuotaProject
):
    """App Engine standard environment credentials.

    These credentials use the App Engine App Identity API to obtain access
    tokens.
    """

    def __init__(
        self,
        scopes=None,
        default_scopes=None,
        service_account_id=None,
        quota_project_id=None,
    ):
        """
        Args:
            scopes (Sequence[str]): Scopes to request from the App Identity
                API.
            default_scopes (Sequence[str]): Default scopes passed by a
                Google client library. Use 'scopes' for user-defined scopes.
            service_account_id (str): The service account ID passed into
                :func:`google.appengine.api.app_identity.get_access_token`.
                If not specified, the default application service account
                ID will be used.
            quota_project_id (Optional[str]): The project ID used for quota
                and billing.

        Raises:
            EnvironmentError: If the App Engine APIs are unavailable.
        """
        # pylint: disable=missing-raises-doc
        # Pylint rightfully thinks EnvironmentError is OSError, but doesn't
        # realize it's a valid alias.
        if app_identity is None:
            raise EnvironmentError("The App Engine APIs are not available.")

        super(Credentials, self).__init__()
        self._scopes = scopes
        self._default_scopes = default_scopes
        self._service_account_id = service_account_id
        self._signer = Signer()
        self._quota_project_id = quota_project_id

[docs]    @_helpers.copy_docstring(credentials.Credentials)
    def refresh(self, request):
        scopes = self._scopes if self._scopes is not None else self._default_scopes
        # pylint: disable=unused-argument
        token, ttl = app_identity.get_access_token(scopes, self._service_account_id)
        expiry = datetime.datetime.utcfromtimestamp(ttl)

        self.token, self.expiry = token, expiry


    @property
    def service_account_email(self):
        """The service account email."""
        if self._service_account_id is None:
            self._service_account_id = app_identity.get_service_account_name()
        return self._service_account_id

    @property
    def requires_scopes(self):
        """Checks if the credentials requires scopes.

        Returns:
            bool: True if there are no scopes set otherwise False.
        """
        return not self._scopes and not self._default_scopes

[docs]    @_helpers.copy_docstring(credentials.Scoped)
    def with_scopes(self, scopes, default_scopes=None):
        return self.__class__(
            scopes=scopes,
            default_scopes=default_scopes,
            service_account_id=self._service_account_id,
            quota_project_id=self.quota_project_id,
        )


[docs]    @_helpers.copy_docstring(credentials.CredentialsWithQuotaProject)
    def with_quota_project(self, quota_project_id):
        return self.__class__(
            scopes=self._scopes,
            service_account_id=self._service_account_id,
            quota_project_id=quota_project_id,
        )


[docs]    @_helpers.copy_docstring(credentials.Signing)
    def sign_bytes(self, message):
        return self._signer.sign(message)


    @property
    @_helpers.copy_docstring(credentials.Signing)
    def signer_email(self):
        return self.service_account_email

    @property
    @_helpers.copy_docstring(credentials.Signing)
    def signer(self):
        return self._signer





          

      

      

    

  

    
      
          
            
  Source code for google.auth.aws

# Copyright 2020 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""AWS Credentials and AWS Signature V4 Request Signer.

This module provides credentials to access Google Cloud resources from Amazon
Web Services (AWS) workloads. These credentials are recommended over the
use of service account credentials in AWS as they do not involve the management
of long-live service account private keys.

AWS Credentials are initialized using external_account arguments which are
typically loaded from the external credentials JSON file.
Unlike other Credentials that can be initialized with a list of explicit
arguments, secrets or credentials, external account clients use the
environment and hints/guidelines provided by the external_account JSON
file to retrieve credentials and exchange them for Google access tokens.

This module also provides a basic implementation of the
`AWS Signature Version 4`_ request signing algorithm.

AWS Credentials use serialized signed requests to the
`AWS STS GetCallerIdentity`_ API that can be exchanged for Google access tokens
via the GCP STS endpoint.

.. _AWS Signature Version 4: https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
.. _AWS STS GetCallerIdentity: https://docs.aws.amazon.com/STS/latest/APIReference/API_GetCallerIdentity.html
"""

import hashlib
import hmac
import io
import json
import os
import re

from six.moves import http_client
from six.moves import urllib

from google.auth import _helpers
from google.auth import environment_vars
from google.auth import exceptions
from google.auth import external_account

# AWS Signature Version 4 signing algorithm identifier.
_AWS_ALGORITHM = "AWS4-HMAC-SHA256"
# The termination string for the AWS credential scope value as defined in
# https://docs.aws.amazon.com/general/latest/gr/sigv4-create-string-to-sign.html
_AWS_REQUEST_TYPE = "aws4_request"
# The AWS authorization header name for the security session token if available.
_AWS_SECURITY_TOKEN_HEADER = "x-amz-security-token"
# The AWS authorization header name for the auto-generated date.
_AWS_DATE_HEADER = "x-amz-date"


[docs]class RequestSigner(object):
    """Implements an AWS request signer based on the AWS Signature Version 4 signing
    process.
    https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
    """

    def __init__(self, region_name):
        """Instantiates an AWS request signer used to compute authenticated signed
        requests to AWS APIs based on the AWS Signature Version 4 signing process.

        Args:
            region_name (str): The AWS region to use.
        """

        self._region_name = region_name

[docs]    def get_request_options(
        self,
        aws_security_credentials,
        url,
        method,
        request_payload="",
        additional_headers={},
    ):
        """Generates the signed request for the provided HTTP request for calling
        an AWS API. This follows the steps described at:
        https://docs.aws.amazon.com/general/latest/gr/sigv4_signing.html

        Args:
            aws_security_credentials (Mapping[str, str]): A dictionary containing
                the AWS security credentials.
            url (str): The AWS service URL containing the canonical URI and
                query string.
            method (str): The HTTP method used to call this API.
            request_payload (Optional[str]): The optional request payload if
                available.
            additional_headers (Optional[Mapping[str, str]]): The optional
                additional headers needed for the requested AWS API.

        Returns:
            Mapping[str, str]: The AWS signed request dictionary object.
        """
        # Get AWS credentials.
        access_key = aws_security_credentials.get("access_key_id")
        secret_key = aws_security_credentials.get("secret_access_key")
        security_token = aws_security_credentials.get("security_token")

        additional_headers = additional_headers or {}

        uri = urllib.parse.urlparse(url)
        # Validate provided URL.
        if not uri.hostname or uri.scheme != "https":
            raise ValueError("Invalid AWS service URL")

        header_map = _generate_authentication_header_map(
            host=uri.hostname,
            canonical_uri=os.path.normpath(uri.path or "/"),
            canonical_querystring=_get_canonical_querystring(uri.query),
            method=method,
            region=self._region_name,
            access_key=access_key,
            secret_key=secret_key,
            security_token=security_token,
            request_payload=request_payload,
            additional_headers=additional_headers,
        )
        headers = {
            "Authorization": header_map.get("authorization_header"),
            "host": uri.hostname,
        }
        # Add x-amz-date if available.
        if "amz_date" in header_map:
            headers[_AWS_DATE_HEADER] = header_map.get("amz_date")
        # Append additional optional headers, eg. X-Amz-Target, Content-Type, etc.
        for key in additional_headers:
            headers[key] = additional_headers[key]

        # Add session token if available.
        if security_token is not None:
            headers[_AWS_SECURITY_TOKEN_HEADER] = security_token

        signed_request = {"url": url, "method": method, "headers": headers}
        if request_payload:
            signed_request["data"] = request_payload
        return signed_request




def _get_canonical_querystring(query):
    """Generates the canonical query string given a raw query string.
    Logic is based on
    https://docs.aws.amazon.com/general/latest/gr/sigv4-create-canonical-request.html

    Args:
        query (str): The raw query string.

    Returns:
        str: The canonical query string.
    """
    # Parse raw query string.
    querystring = urllib.parse.parse_qs(query)
    querystring_encoded_map = {}
    for key in querystring:
        quote_key = urllib.parse.quote(key, safe="-_.~")
        # URI encode key.
        querystring_encoded_map[quote_key] = []
        for item in querystring[key]:
            # For each key, URI encode all values for that key.
            querystring_encoded_map[quote_key].append(
                urllib.parse.quote(item, safe="-_.~")
            )
        # Sort values for each key.
        querystring_encoded_map[quote_key].sort()
    # Sort keys.
    sorted_keys = list(querystring_encoded_map.keys())
    sorted_keys.sort()
    # Reconstruct the query string. Preserve keys with multiple values.
    querystring_encoded_pairs = []
    for key in sorted_keys:
        for item in querystring_encoded_map[key]:
            querystring_encoded_pairs.append("{}={}".format(key, item))
    return "&".join(querystring_encoded_pairs)


def _sign(key, msg):
    """Creates the HMAC-SHA256 hash of the provided message using the provided
    key.

    Args:
        key (str): The HMAC-SHA256 key to use.
        msg (str): The message to hash.

    Returns:
        str: The computed hash bytes.
    """
    return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()


def _get_signing_key(key, date_stamp, region_name, service_name):
    """Calculates the signing key used to calculate the signature for
    AWS Signature Version 4 based on:
    https://docs.aws.amazon.com/general/latest/gr/sigv4-calculate-signature.html

    Args:
        key (str): The AWS secret access key.
        date_stamp (str): The '%Y%m%d' date format.
        region_name (str): The AWS region.
        service_name (str): The AWS service name, eg. sts.

    Returns:
        str: The signing key bytes.
    """
    k_date = _sign(("AWS4" + key).encode("utf-8"), date_stamp)
    k_region = _sign(k_date, region_name)
    k_service = _sign(k_region, service_name)
    k_signing = _sign(k_service, "aws4_request")
    return k_signing


def _generate_authentication_header_map(
    host,
    canonical_uri,
    canonical_querystring,
    method,
    region,
    access_key,
    secret_key,
    security_token,
    request_payload="",
    additional_headers={},
):
    """Generates the authentication header map needed for generating the AWS
    Signature Version 4 signed request.

    Args:
        host (str): The AWS service URL hostname.
        canonical_uri (str): The AWS service URL path name.
        canonical_querystring (str): The AWS service URL query string.
        method (str): The HTTP method used to call this API.
        region (str): The AWS region.
        access_key (str): The AWS access key ID.
        secret_key (str): The AWS secret access key.
        security_token (Optional[str]): The AWS security session token. This is
            available for temporary sessions.
        request_payload (Optional[str]): The optional request payload if
            available.
        additional_headers (Optional[Mapping[str, str]]): The optional
            additional headers needed for the requested AWS API.

    Returns:
        Mapping[str, str]: The AWS authentication header dictionary object.
            This contains the x-amz-date and authorization header information.
    """
    # iam.amazonaws.com host => iam service.
    # sts.us-east-2.amazonaws.com host => sts service.
    service_name = host.split(".")[0]

    current_time = _helpers.utcnow()
    amz_date = current_time.strftime("%Y%m%dT%H%M%SZ")
    date_stamp = current_time.strftime("%Y%m%d")

    # Change all additional headers to be lower case.
    full_headers = {}
    for key in additional_headers:
        full_headers[key.lower()] = additional_headers[key]
    # Add AWS session token if available.
    if security_token is not None:
        full_headers[_AWS_SECURITY_TOKEN_HEADER] = security_token

    # Required headers
    full_headers["host"] = host
    # Do not use generated x-amz-date if the date header is provided.
    # Previously the date was not fixed with x-amz- and could be provided
    # manually.
    # https://github.com/boto/botocore/blob/879f8440a4e9ace5d3cf145ce8b3d5e5ffb892ef/tests/unit/auth/aws4_testsuite/get-header-value-trim.req
    if "date" not in full_headers:
        full_headers[_AWS_DATE_HEADER] = amz_date

    # Header keys need to be sorted alphabetically.
    canonical_headers = ""
    header_keys = list(full_headers.keys())
    header_keys.sort()
    for key in header_keys:
        canonical_headers = "{}{}:{}\n".format(
            canonical_headers, key, full_headers[key]
        )
    signed_headers = ";".join(header_keys)

    payload_hash = hashlib.sha256((request_payload or "").encode("utf-8")).hexdigest()

    # https://docs.aws.amazon.com/general/latest/gr/sigv4-create-canonical-request.html
    canonical_request = "{}\n{}\n{}\n{}\n{}\n{}".format(
        method,
        canonical_uri,
        canonical_querystring,
        canonical_headers,
        signed_headers,
        payload_hash,
    )

    credential_scope = "{}/{}/{}/{}".format(
        date_stamp, region, service_name, _AWS_REQUEST_TYPE
    )

    # https://docs.aws.amazon.com/general/latest/gr/sigv4-create-string-to-sign.html
    string_to_sign = "{}\n{}\n{}\n{}".format(
        _AWS_ALGORITHM,
        amz_date,
        credential_scope,
        hashlib.sha256(canonical_request.encode("utf-8")).hexdigest(),
    )

    # https://docs.aws.amazon.com/general/latest/gr/sigv4-calculate-signature.html
    signing_key = _get_signing_key(secret_key, date_stamp, region, service_name)
    signature = hmac.new(
        signing_key, string_to_sign.encode("utf-8"), hashlib.sha256
    ).hexdigest()

    # https://docs.aws.amazon.com/general/latest/gr/sigv4-add-signature-to-request.html
    authorization_header = "{} Credential={}/{}, SignedHeaders={}, Signature={}".format(
        _AWS_ALGORITHM, access_key, credential_scope, signed_headers, signature
    )

    authentication_header = {"authorization_header": authorization_header}
    # Do not use generated x-amz-date if the date header is provided.
    if "date" not in full_headers:
        authentication_header["amz_date"] = amz_date
    return authentication_header


[docs]class Credentials(external_account.Credentials):
    """AWS external account credentials.
    This is used to exchange serialized AWS signature v4 signed requests to
    AWS STS GetCallerIdentity service for Google access tokens.
    """

    def __init__(
        self,
        audience,
        subject_token_type,
        token_url,
        credential_source=None,
        service_account_impersonation_url=None,
        client_id=None,
        client_secret=None,
        quota_project_id=None,
        scopes=None,
        default_scopes=None,
    ):
        """Instantiates an AWS workload external account credentials object.

        Args:
            audience (str): The STS audience field.
            subject_token_type (str): The subject token type.
            token_url (str): The STS endpoint URL.
            credential_source (Mapping): The credential source dictionary used
                to provide instructions on how to retrieve external credential
                to be exchanged for Google access tokens.
            service_account_impersonation_url (Optional[str]): The optional
                service account impersonation getAccessToken URL.
            client_id (Optional[str]): The optional client ID.
            client_secret (Optional[str]): The optional client secret.
            quota_project_id (Optional[str]): The optional quota project ID.
            scopes (Optional[Sequence[str]]): Optional scopes to request during
                the authorization grant.
            default_scopes (Optional[Sequence[str]]): Default scopes passed by a
                Google client library. Use 'scopes' for user-defined scopes.

        Raises:
            google.auth.exceptions.RefreshError: If an error is encountered during
                access token retrieval logic.
            ValueError: For invalid parameters.

        .. note:: Typically one of the helper constructors
            :meth:`from_file` or
            :meth:`from_info` are used instead of calling the constructor directly.
        """
        super(Credentials, self).__init__(
            audience=audience,
            subject_token_type=subject_token_type,
            token_url=token_url,
            credential_source=credential_source,
            service_account_impersonation_url=service_account_impersonation_url,
            client_id=client_id,
            client_secret=client_secret,
            quota_project_id=quota_project_id,
            scopes=scopes,
            default_scopes=default_scopes,
        )
        credential_source = credential_source or {}
        self._environment_id = credential_source.get("environment_id") or ""
        self._region_url = credential_source.get("region_url")
        self._security_credentials_url = credential_source.get("url")
        self._cred_verification_url = credential_source.get(
            "regional_cred_verification_url"
        )
        self._region = None
        self._request_signer = None
        self._target_resource = audience

        # Get the environment ID. Currently, only one version supported (v1).
        matches = re.match(r"^(aws)([\d]+)$", self._environment_id)
        if matches:
            env_id, env_version = matches.groups()
        else:
            env_id, env_version = (None, None)

        if env_id != "aws" or self._cred_verification_url is None:
            raise ValueError("No valid AWS 'credential_source' provided")
        elif int(env_version or "") != 1:
            raise ValueError(
                "aws version '{}' is not supported in the current build.".format(
                    env_version
                )
            )

[docs]    def retrieve_subject_token(self, request):
        """Retrieves the subject token using the credential_source object.
        The subject token is a serialized `AWS GetCallerIdentity signed request`_.

        The logic is summarized as:

        Retrieve the AWS region from the AWS_REGION or AWS_DEFAULT_REGION
        environment variable or from the AWS metadata server availability-zone
        if not found in the environment variable.

        Check AWS credentials in environment variables. If not found, retrieve
        from the AWS metadata server security-credentials endpoint.

        When retrieving AWS credentials from the metadata server
        security-credentials endpoint, the AWS role needs to be determined by
        calling the security-credentials endpoint without any argument. Then the
        credentials can be retrieved via: security-credentials/role_name

        Generate the signed request to AWS STS GetCallerIdentity action.

        Inject x-goog-cloud-target-resource into header and serialize the
        signed request. This will be the subject-token to pass to GCP STS.

        .. _AWS GetCallerIdentity signed request:
            https://cloud.google.com/iam/docs/access-resources-aws#exchange-token

        Args:
            request (google.auth.transport.Request): A callable used to make
                HTTP requests.
        Returns:
            str: The retrieved subject token.
        """
        # Initialize the request signer if not yet initialized after determining
        # the current AWS region.
        if self._request_signer is None:
            self._region = self._get_region(request, self._region_url)
            self._request_signer = RequestSigner(self._region)

        # Retrieve the AWS security credentials needed to generate the signed
        # request.
        aws_security_credentials = self._get_security_credentials(request)
        # Generate the signed request to AWS STS GetCallerIdentity API.
        # Use the required regional endpoint. Otherwise, the request will fail.
        request_options = self._request_signer.get_request_options(
            aws_security_credentials,
            self._cred_verification_url.replace("{region}", self._region),
            "POST",
        )
        # The GCP STS endpoint expects the headers to be formatted as:
        # [
        #   {key: 'x-amz-date', value: '...'},
        #   {key: 'Authorization', value: '...'},
        #   ...
        # ]
        # And then serialized as:
        # quote(json.dumps({
        #   url: '...',
        #   method: 'POST',
        #   headers: [{key: 'x-amz-date', value: '...'}, ...]
        # }))
        request_headers = request_options.get("headers")
        # The full, canonical resource name of the workload identity pool
        # provider, with or without the HTTPS prefix.
        # Including this header as part of the signature is recommended to
        # ensure data integrity.
        request_headers["x-goog-cloud-target-resource"] = self._target_resource

        # Serialize AWS signed request.
        # Keeping inner keys in sorted order makes testing easier for Python
        # versions <=3.5 as the stringified JSON string would have a predictable
        # key order.
        aws_signed_req = {}
        aws_signed_req["url"] = request_options.get("url")
        aws_signed_req["method"] = request_options.get("method")
        aws_signed_req["headers"] = []
        # Reformat header to GCP STS expected format.
        for key in sorted(request_headers.keys()):
            aws_signed_req["headers"].append(
                {"key": key, "value": request_headers[key]}
            )

        return urllib.parse.quote(
            json.dumps(aws_signed_req, separators=(",", ":"), sort_keys=True)
        )


    def _get_region(self, request, url):
        """Retrieves the current AWS region from either the AWS_REGION or
        AWS_DEFAULT_REGION environment variable or from the AWS metadata server.

        Args:
            request (google.auth.transport.Request): A callable used to make
                HTTP requests.
            url (str): The AWS metadata server region URL.

        Returns:
            str: The current AWS region.

        Raises:
            google.auth.exceptions.RefreshError: If an error occurs while
                retrieving the AWS region.
        """
        # The AWS metadata server is not available in some AWS environments
        # such as AWS lambda. Instead, it is available via environment
        # variable.
        env_aws_region = os.environ.get(environment_vars.AWS_REGION)
        if env_aws_region is not None:
            return env_aws_region

        env_aws_region = os.environ.get(environment_vars.AWS_DEFAULT_REGION)
        if env_aws_region is not None:
            return env_aws_region

        if not self._region_url:
            raise exceptions.RefreshError("Unable to determine AWS region")
        response = request(url=self._region_url, method="GET")

        # Support both string and bytes type response.data.
        response_body = (
            response.data.decode("utf-8")
            if hasattr(response.data, "decode")
            else response.data
        )

        if response.status != 200:
            raise exceptions.RefreshError(
                "Unable to retrieve AWS region", response_body
            )

        # This endpoint will return the region in format: us-east-2b.
        # Only the us-east-2 part should be used.
        return response_body[:-1]

    def _get_security_credentials(self, request):
        """Retrieves the AWS security credentials required for signing AWS
        requests from either the AWS security credentials environment variables
        or from the AWS metadata server.

        Args:
            request (google.auth.transport.Request): A callable used to make
                HTTP requests.

        Returns:
            Mapping[str, str]: The AWS security credentials dictionary object.

        Raises:
            google.auth.exceptions.RefreshError: If an error occurs while
                retrieving the AWS security credentials.
        """

        # Check environment variables for permanent credentials first.
        # https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
        env_aws_access_key_id = os.environ.get(environment_vars.AWS_ACCESS_KEY_ID)
        env_aws_secret_access_key = os.environ.get(
            environment_vars.AWS_SECRET_ACCESS_KEY
        )
        # This is normally not available for permanent credentials.
        env_aws_session_token = os.environ.get(environment_vars.AWS_SESSION_TOKEN)
        if env_aws_access_key_id and env_aws_secret_access_key:
            return {
                "access_key_id": env_aws_access_key_id,
                "secret_access_key": env_aws_secret_access_key,
                "security_token": env_aws_session_token,
            }

        # Get role name.
        role_name = self._get_metadata_role_name(request)

        # Get security credentials.
        credentials = self._get_metadata_security_credentials(request, role_name)

        return {
            "access_key_id": credentials.get("AccessKeyId"),
            "secret_access_key": credentials.get("SecretAccessKey"),
            "security_token": credentials.get("Token"),
        }

    def _get_metadata_security_credentials(self, request, role_name):
        """Retrieves the AWS security credentials required for signing AWS
        requests from the AWS metadata server.

        Args:
            request (google.auth.transport.Request): A callable used to make
                HTTP requests.
            role_name (str): The AWS role name required by the AWS metadata
                server security_credentials endpoint in order to return the
                credentials.

        Returns:
            Mapping[str, str]: The AWS metadata server security credentials
                response.

        Raises:
            google.auth.exceptions.RefreshError: If an error occurs while
                retrieving the AWS security credentials.
        """
        headers = {"Content-Type": "application/json"}
        response = request(
            url="{}/{}".format(self._security_credentials_url, role_name),
            method="GET",
            headers=headers,
        )

        # support both string and bytes type response.data
        response_body = (
            response.data.decode("utf-8")
            if hasattr(response.data, "decode")
            else response.data
        )

        if response.status != http_client.OK:
            raise exceptions.RefreshError(
                "Unable to retrieve AWS security credentials", response_body
            )

        credentials_response = json.loads(response_body)

        return credentials_response

    def _get_metadata_role_name(self, request):
        """Retrieves the AWS role currently attached to the current AWS
        workload by querying the AWS metadata server. This is needed for the
        AWS metadata server security credentials endpoint in order to retrieve
        the AWS security credentials needed to sign requests to AWS APIs.

        Args:
            request (google.auth.transport.Request): A callable used to make
                HTTP requests.

        Returns:
            str: The AWS role name.

        Raises:
            google.auth.exceptions.RefreshError: If an error occurs while
                retrieving the AWS role name.
        """
        if self._security_credentials_url is None:
            raise exceptions.RefreshError(
                "Unable to determine the AWS metadata server security credentials endpoint"
            )
        response = request(url=self._security_credentials_url, method="GET")

        # support both string and bytes type response.data
        response_body = (
            response.data.decode("utf-8")
            if hasattr(response.data, "decode")
            else response.data
        )

        if response.status != http_client.OK:
            raise exceptions.RefreshError(
                "Unable to retrieve AWS role name", response_body
            )

        return response_body

[docs]    @classmethod
    def from_info(cls, info, **kwargs):
        """Creates an AWS Credentials instance from parsed external account info.

        Args:
            info (Mapping[str, str]): The AWS external account info in Google
                format.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.aws.Credentials: The constructed credentials.

        Raises:
            ValueError: For invalid parameters.
        """
        return cls(
            audience=info.get("audience"),
            subject_token_type=info.get("subject_token_type"),
            token_url=info.get("token_url"),
            service_account_impersonation_url=info.get(
                "service_account_impersonation_url"
            ),
            client_id=info.get("client_id"),
            client_secret=info.get("client_secret"),
            credential_source=info.get("credential_source"),
            quota_project_id=info.get("quota_project_id"),
            **kwargs
        )


[docs]    @classmethod
    def from_file(cls, filename, **kwargs):
        """Creates an AWS Credentials instance from an external account json file.

        Args:
            filename (str): The path to the AWS external account json file.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.aws.Credentials: The constructed credentials.
        """
        with io.open(filename, "r", encoding="utf-8") as json_file:
            data = json.load(json_file)
            return cls.from_info(data, **kwargs)






          

      

      

    

  

    
      
          
            
  Source code for google.auth.credentials

# Copyright 2016 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.


"""Interfaces for credentials."""

import abc

import six

from google.auth import _helpers


[docs]@six.add_metaclass(abc.ABCMeta)
class Credentials(object):
    """Base class for all credentials.

    All credentials have a :attr:`token` that is used for authentication and
    may also optionally set an :attr:`expiry` to indicate when the token will
    no longer be valid.

    Most credentials will be :attr:`invalid` until :meth:`refresh` is called.
    Credentials can do this automatically before the first HTTP request in
    :meth:`before_request`.

    Although the token and expiration will change as the credentials are
    :meth:`refreshed <refresh>` and used, credentials should be considered
    immutable. Various credentials will accept configuration such as private
    keys, scopes, and other options. These options are not changeable after
    construction. Some classes will provide mechanisms to copy the credentials
    with modifications such as :meth:`ScopedCredentials.with_scopes`.
    """

    def __init__(self):
        self.token = None
        """str: The bearer token that can be used in HTTP headers to make
        authenticated requests."""
        self.expiry = None
        """Optional[datetime]: When the token expires and is no longer valid.
        If this is None, the token is assumed to never expire."""
        self._quota_project_id = None
        """Optional[str]: Project to use for quota and billing purposes."""

    @property
    def expired(self):
        """Checks if the credentials are expired.

        Note that credentials can be invalid but not expired because
        Credentials with :attr:`expiry` set to None is considered to never
        expire.
        """
        if not self.expiry:
            return False

        # Remove 10 seconds from expiry to err on the side of reporting
        # expiration early so that we avoid the 401-refresh-retry loop.
        skewed_expiry = self.expiry - _helpers.CLOCK_SKEW
        return _helpers.utcnow() >= skewed_expiry

    @property
    def valid(self):
        """Checks the validity of the credentials.

        This is True if the credentials have a :attr:`token` and the token
        is not :attr:`expired`.
        """
        return self.token is not None and not self.expired

    @property
    def quota_project_id(self):
        """Project to use for quota and billing purposes."""
        return self._quota_project_id

[docs]    @abc.abstractmethod
    def refresh(self, request):
        """Refreshes the access token.

        Args:
            request (google.auth.transport.Request): The object used to make
                HTTP requests.

        Raises:
            google.auth.exceptions.RefreshError: If the credentials could
                not be refreshed.
        """
        # pylint: disable=missing-raises-doc
        # (pylint doesn't recognize that this is abstract)
        raise NotImplementedError("Refresh must be implemented")


[docs]    def apply(self, headers, token=None):
        """Apply the token to the authentication header.

        Args:
            headers (Mapping): The HTTP request headers.
            token (Optional[str]): If specified, overrides the current access
                token.
        """
        headers["authorization"] = "Bearer {}".format(
            _helpers.from_bytes(token or self.token)
        )
        if self.quota_project_id:
            headers["x-goog-user-project"] = self.quota_project_id


[docs]    def before_request(self, request, method, url, headers):
        """Performs credential-specific before request logic.

        Refreshes the credentials if necessary, then calls :meth:`apply` to
        apply the token to the authentication header.

        Args:
            request (google.auth.transport.Request): The object used to make
                HTTP requests.
            method (str): The request's HTTP method or the RPC method being
                invoked.
            url (str): The request's URI or the RPC service's URI.
            headers (Mapping): The request's headers.
        """
        # pylint: disable=unused-argument
        # (Subclasses may use these arguments to ascertain information about
        # the http request.)
        if not self.valid:
            self.refresh(request)
        self.apply(headers)




[docs]class CredentialsWithQuotaProject(Credentials):
    """Abstract base for credentials supporting ``with_quota_project`` factory"""

[docs]    def with_quota_project(self, quota_project_id):
        """Returns a copy of these credentials with a modified quota project.

        Args:
            quota_project_id (str): The project to use for quota and
                billing purposes

        Returns:
            google.oauth2.credentials.Credentials: A new credentials instance.
        """
        raise NotImplementedError("This credential does not support quota project.")




[docs]class AnonymousCredentials(Credentials):
    """Credentials that do not provide any authentication information.

    These are useful in the case of services that support anonymous access or
    local service emulators that do not use credentials.
    """

    @property
    def expired(self):
        """Returns `False`, anonymous credentials never expire."""
        return False

    @property
    def valid(self):
        """Returns `True`, anonymous credentials are always valid."""
        return True

[docs]    def refresh(self, request):
        """Raises :class:`ValueError``, anonymous credentials cannot be
        refreshed."""
        raise ValueError("Anonymous credentials cannot be refreshed.")


[docs]    def apply(self, headers, token=None):
        """Anonymous credentials do nothing to the request.

        The optional ``token`` argument is not supported.

        Raises:
            ValueError: If a token was specified.
        """
        if token is not None:
            raise ValueError("Anonymous credentials don't support tokens.")


[docs]    def before_request(self, request, method, url, headers):
        """Anonymous credentials do nothing to the request."""




[docs]@six.add_metaclass(abc.ABCMeta)
class ReadOnlyScoped(object):
    """Interface for credentials whose scopes can be queried.

    OAuth 2.0-based credentials allow limiting access using scopes as described
    in `RFC6749 Section 3.3`_.
    If a credential class implements this interface then the credentials either
    use scopes in their implementation.

    Some credentials require scopes in order to obtain a token. You can check
    if scoping is necessary with :attr:`requires_scopes`::

        if credentials.requires_scopes:
            # Scoping is required.
            credentials = credentials.with_scopes(scopes=['one', 'two'])

    Credentials that require scopes must either be constructed with scopes::

        credentials = SomeScopedCredentials(scopes=['one', 'two'])

    Or must copy an existing instance using :meth:`with_scopes`::

        scoped_credentials = credentials.with_scopes(scopes=['one', 'two'])

    Some credentials have scopes but do not allow or require scopes to be set,
    these credentials can be used as-is.

    .. _RFC6749 Section 3.3: https://tools.ietf.org/html/rfc6749#section-3.3
    """

    def __init__(self):
        super(ReadOnlyScoped, self).__init__()
        self._scopes = None
        self._default_scopes = None

    @property
    def scopes(self):
        """Sequence[str]: the credentials' current set of scopes."""
        return self._scopes

    @property
    def default_scopes(self):
        """Sequence[str]: the credentials' current set of default scopes."""
        return self._default_scopes

    @abc.abstractproperty
    def requires_scopes(self):
        """True if these credentials require scopes to obtain an access token.
        """
        return False

[docs]    def has_scopes(self, scopes):
        """Checks if the credentials have the given scopes.

        .. warning: This method is not guaranteed to be accurate if the
            credentials are :attr:`~Credentials.invalid`.

        Args:
            scopes (Sequence[str]): The list of scopes to check.

        Returns:
            bool: True if the credentials have the given scopes.
        """
        credential_scopes = (
            self._scopes if self._scopes is not None else self._default_scopes
        )
        return set(scopes).issubset(set(credential_scopes or []))




[docs]class Scoped(ReadOnlyScoped):
    """Interface for credentials whose scopes can be replaced while copying.

    OAuth 2.0-based credentials allow limiting access using scopes as described
    in `RFC6749 Section 3.3`_.
    If a credential class implements this interface then the credentials either
    use scopes in their implementation.

    Some credentials require scopes in order to obtain a token. You can check
    if scoping is necessary with :attr:`requires_scopes`::

        if credentials.requires_scopes:
            # Scoping is required.
            credentials = credentials.create_scoped(['one', 'two'])

    Credentials that require scopes must either be constructed with scopes::

        credentials = SomeScopedCredentials(scopes=['one', 'two'])

    Or must copy an existing instance using :meth:`with_scopes`::

        scoped_credentials = credentials.with_scopes(scopes=['one', 'two'])

    Some credentials have scopes but do not allow or require scopes to be set,
    these credentials can be used as-is.

    .. _RFC6749 Section 3.3: https://tools.ietf.org/html/rfc6749#section-3.3
    """

[docs]    @abc.abstractmethod
    def with_scopes(self, scopes, default_scopes=None):
        """Create a copy of these credentials with the specified scopes.

        Args:
            scopes (Sequence[str]): The list of scopes to attach to the
                current credentials.

        Raises:
            NotImplementedError: If the credentials' scopes can not be changed.
                This can be avoided by checking :attr:`requires_scopes` before
                calling this method.
        """
        raise NotImplementedError("This class does not require scoping.")




[docs]def with_scopes_if_required(credentials, scopes, default_scopes=None):
    """Creates a copy of the credentials with scopes if scoping is required.

    This helper function is useful when you do not know (or care to know) the
    specific type of credentials you are using (such as when you use
    :func:`google.auth.default`). This function will call
    :meth:`Scoped.with_scopes` if the credentials are scoped credentials and if
    the credentials require scoping. Otherwise, it will return the credentials
    as-is.

    Args:
        credentials (google.auth.credentials.Credentials): The credentials to
            scope if necessary.
        scopes (Sequence[str]): The list of scopes to use.
        default_scopes (Sequence[str]): Default scopes passed by a
            Google client library. Use 'scopes' for user-defined scopes.

    Returns:
        google.auth.credentials.Credentials: Either a new set of scoped
            credentials, or the passed in credentials instance if no scoping
            was required.
    """
    if isinstance(credentials, Scoped) and credentials.requires_scopes:
        return credentials.with_scopes(scopes, default_scopes=default_scopes)
    else:
        return credentials



[docs]@six.add_metaclass(abc.ABCMeta)
class Signing(object):
    """Interface for credentials that can cryptographically sign messages."""

[docs]    @abc.abstractmethod
    def sign_bytes(self, message):
        """Signs the given message.

        Args:
            message (bytes): The message to sign.

        Returns:
            bytes: The message's cryptographic signature.
        """
        # pylint: disable=missing-raises-doc,redundant-returns-doc
        # (pylint doesn't recognize that this is abstract)
        raise NotImplementedError("Sign bytes must be implemented.")


    @abc.abstractproperty
    def signer_email(self):
        """Optional[str]: An email address that identifies the signer."""
        # pylint: disable=missing-raises-doc
        # (pylint doesn't recognize that this is abstract)
        raise NotImplementedError("Signer email must be implemented.")

    @abc.abstractproperty
    def signer(self):
        """google.auth.crypt.Signer: The signer used to sign bytes."""
        # pylint: disable=missing-raises-doc
        # (pylint doesn't recognize that this is abstract)
        raise NotImplementedError("Signer must be implemented.")





          

      

      

    

  

    
      
          
            
  Source code for google.auth.exceptions

# Copyright 2016 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Exceptions used in the google.auth package."""


[docs]class GoogleAuthError(Exception):
    """Base class for all google.auth errors."""



[docs]class TransportError(GoogleAuthError):
    """Used to indicate an error occurred during an HTTP request."""



[docs]class RefreshError(GoogleAuthError):
    """Used to indicate that an refreshing the credentials' access token
    failed."""



[docs]class UserAccessTokenError(GoogleAuthError):
    """Used to indicate ``gcloud auth print-access-token`` command failed."""



[docs]class DefaultCredentialsError(GoogleAuthError):
    """Used to indicate that acquiring default credentials failed."""



[docs]class MutualTLSChannelError(GoogleAuthError):
    """Used to indicate that mutual TLS channel creation is failed, or mutual
    TLS channel credentials is missing or invalid."""



[docs]class ClientCertError(GoogleAuthError):
    """Used to indicate that client certificate is missing or invalid."""



[docs]class OAuthError(GoogleAuthError):
    """Used to indicate an error occurred during an OAuth related HTTP
    request."""



[docs]class ReauthFailError(RefreshError):
    """An exception for when reauth failed."""

    def __init__(self, message=None):
        super(ReauthFailError, self).__init__(
            "Reauthentication failed. {0}".format(message)
        )





          

      

      

    

  

    
      
          
            
  Source code for google.auth.external_account

# Copyright 2020 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""External Account Credentials.

This module provides credentials that exchange workload identity pool external
credentials for Google access tokens. This facilitates accessing Google Cloud
Platform resources from on-prem and non-Google Cloud platforms (e.g. AWS,
Microsoft Azure, OIDC identity providers), using native credentials retrieved
from the current environment without the need to copy, save and manage
long-lived service account credentials.

Specifically, this is intended to use access tokens acquired using the GCP STS
token exchange endpoint following the `OAuth 2.0 Token Exchange`_ spec.

.. _OAuth 2.0 Token Exchange: https://tools.ietf.org/html/rfc8693
"""

import abc
import datetime
import json

import six

from google.auth import _helpers
from google.auth import credentials
from google.auth import exceptions
from google.auth import impersonated_credentials
from google.oauth2 import sts
from google.oauth2 import utils

# The token exchange grant_type used for exchanging credentials.
_STS_GRANT_TYPE = "urn:ietf:params:oauth:grant-type:token-exchange"
# The token exchange requested_token_type. This is always an access_token.
_STS_REQUESTED_TOKEN_TYPE = "urn:ietf:params:oauth:token-type:access_token"
# Cloud resource manager URL used to retrieve project information.
_CLOUD_RESOURCE_MANAGER = "https://cloudresourcemanager.googleapis.com/v1/projects/"


[docs]@six.add_metaclass(abc.ABCMeta)
class Credentials(credentials.Scoped, credentials.CredentialsWithQuotaProject):
    """Base class for all external account credentials.

    This is used to instantiate Credentials for exchanging external account
    credentials for Google access token and authorizing requests to Google APIs.
    The base class implements the common logic for exchanging external account
    credentials for Google access tokens.
    """

    def __init__(
        self,
        audience,
        subject_token_type,
        token_url,
        credential_source,
        service_account_impersonation_url=None,
        client_id=None,
        client_secret=None,
        quota_project_id=None,
        scopes=None,
        default_scopes=None,
    ):
        """Instantiates an external account credentials object.

        Args:
            audience (str): The STS audience field.
            subject_token_type (str): The subject token type.
            token_url (str): The STS endpoint URL.
            credential_source (Mapping): The credential source dictionary.
            service_account_impersonation_url (Optional[str]): The optional service account
                impersonation generateAccessToken URL.
            client_id (Optional[str]): The optional client ID.
            client_secret (Optional[str]): The optional client secret.
            quota_project_id (Optional[str]): The optional quota project ID.
            scopes (Optional[Sequence[str]]): Optional scopes to request during the
                authorization grant.
            default_scopes (Optional[Sequence[str]]): Default scopes passed by a
                Google client library. Use 'scopes' for user-defined scopes.
        Raises:
            google.auth.exceptions.RefreshError: If the generateAccessToken
                endpoint returned an error.
        """
        super(Credentials, self).__init__()
        self._audience = audience
        self._subject_token_type = subject_token_type
        self._token_url = token_url
        self._credential_source = credential_source
        self._service_account_impersonation_url = service_account_impersonation_url
        self._client_id = client_id
        self._client_secret = client_secret
        self._quota_project_id = quota_project_id
        self._scopes = scopes
        self._default_scopes = default_scopes

        if self._client_id:
            self._client_auth = utils.ClientAuthentication(
                utils.ClientAuthType.basic, self._client_id, self._client_secret
            )
        else:
            self._client_auth = None
        self._sts_client = sts.Client(self._token_url, self._client_auth)

        if self._service_account_impersonation_url:
            self._impersonated_credentials = self._initialize_impersonated_credentials()
        else:
            self._impersonated_credentials = None
        self._project_id = None

    @property
    def requires_scopes(self):
        """Checks if the credentials requires scopes.

        Returns:
            bool: True if there are no scopes set otherwise False.
        """
        return not self._scopes and not self._default_scopes

    @property
    def project_number(self):
        """Optional[str]: The project number corresponding to the workload identity pool."""

        # STS audience pattern:
        # //iam.googleapis.com/projects/$PROJECT_NUMBER/locations/...
        components = self._audience.split("/")
        try:
            project_index = components.index("projects")
            if project_index + 1 < len(components):
                return components[project_index + 1] or None
        except ValueError:
            return None

[docs]    @_helpers.copy_docstring(credentials.Scoped)
    def with_scopes(self, scopes, default_scopes=None):
        return self.__class__(
            audience=self._audience,
            subject_token_type=self._subject_token_type,
            token_url=self._token_url,
            credential_source=self._credential_source,
            service_account_impersonation_url=self._service_account_impersonation_url,
            client_id=self._client_id,
            client_secret=self._client_secret,
            quota_project_id=self._quota_project_id,
            scopes=scopes,
            default_scopes=default_scopes,
        )


[docs]    @abc.abstractmethod
    def retrieve_subject_token(self, request):
        """Retrieves the subject token using the credential_source object.

        Args:
            request (google.auth.transport.Request): A callable used to make
                HTTP requests.
        Returns:
            str: The retrieved subject token.
        """
        # pylint: disable=missing-raises-doc
        # (pylint doesn't recognize that this is abstract)
        raise NotImplementedError("retrieve_subject_token must be implemented")


[docs]    def get_project_id(self, request):
        """Retrieves the project ID corresponding to the workload identity pool.

        When not determinable, None is returned.

        This is introduced to support the current pattern of using the Auth library:

            credentials, project_id = google.auth.default()

        The resource may not have permission (resourcemanager.projects.get) to
        call this API or the required scopes may not be selected:
        https://cloud.google.com/resource-manager/reference/rest/v1/projects/get#authorization-scopes

        Args:
            request (google.auth.transport.Request): A callable used to make
                HTTP requests.
        Returns:
            Optional[str]: The project ID corresponding to the workload identity pool
                if determinable.
        """
        if self._project_id:
            # If already retrieved, return the cached project ID value.
            return self._project_id
        scopes = self._scopes if self._scopes is not None else self._default_scopes
        # Scopes are required in order to retrieve a valid access token.
        if self.project_number and scopes:
            headers = {}
            url = _CLOUD_RESOURCE_MANAGER + self.project_number
            self.before_request(request, "GET", url, headers)
            response = request(url=url, method="GET", headers=headers)

            response_body = (
                response.data.decode("utf-8")
                if hasattr(response.data, "decode")
                else response.data
            )
            response_data = json.loads(response_body)

            if response.status == 200:
                # Cache result as this field is immutable.
                self._project_id = response_data.get("projectId")
                return self._project_id

        return None


[docs]    @_helpers.copy_docstring(credentials.Credentials)
    def refresh(self, request):
        scopes = self._scopes if self._scopes is not None else self._default_scopes
        if self._impersonated_credentials:
            self._impersonated_credentials.refresh(request)
            self.token = self._impersonated_credentials.token
            self.expiry = self._impersonated_credentials.expiry
        else:
            now = _helpers.utcnow()
            response_data = self._sts_client.exchange_token(
                request=request,
                grant_type=_STS_GRANT_TYPE,
                subject_token=self.retrieve_subject_token(request),
                subject_token_type=self._subject_token_type,
                audience=self._audience,
                scopes=scopes,
                requested_token_type=_STS_REQUESTED_TOKEN_TYPE,
            )
            self.token = response_data.get("access_token")
            lifetime = datetime.timedelta(seconds=response_data.get("expires_in"))
            self.expiry = now + lifetime


[docs]    @_helpers.copy_docstring(credentials.CredentialsWithQuotaProject)
    def with_quota_project(self, quota_project_id):
        # Return copy of instance with the provided quota project ID.
        return self.__class__(
            audience=self._audience,
            subject_token_type=self._subject_token_type,
            token_url=self._token_url,
            credential_source=self._credential_source,
            service_account_impersonation_url=self._service_account_impersonation_url,
            client_id=self._client_id,
            client_secret=self._client_secret,
            quota_project_id=quota_project_id,
            scopes=self._scopes,
            default_scopes=self._default_scopes,
        )


    def _initialize_impersonated_credentials(self):
        """Generates an impersonated credentials.

        For more details, see `projects.serviceAccounts.generateAccessToken`_.

        .. _projects.serviceAccounts.generateAccessToken: https://cloud.google.com/iam/docs/reference/credentials/rest/v1/projects.serviceAccounts/generateAccessToken

        Returns:
            impersonated_credentials.Credential: The impersonated credentials
                object.

        Raises:
            google.auth.exceptions.RefreshError: If the generateAccessToken
                endpoint returned an error.
        """
        # Return copy of instance with no service account impersonation.
        source_credentials = self.__class__(
            audience=self._audience,
            subject_token_type=self._subject_token_type,
            token_url=self._token_url,
            credential_source=self._credential_source,
            service_account_impersonation_url=None,
            client_id=self._client_id,
            client_secret=self._client_secret,
            quota_project_id=self._quota_project_id,
            scopes=self._scopes,
            default_scopes=self._default_scopes,
        )

        # Determine target_principal.
        start_index = self._service_account_impersonation_url.rfind("/")
        end_index = self._service_account_impersonation_url.find(":generateAccessToken")
        if start_index != -1 and end_index != -1 and start_index < end_index:
            start_index = start_index + 1
            target_principal = self._service_account_impersonation_url[
                start_index:end_index
            ]
        else:
            raise exceptions.RefreshError(
                "Unable to determine target principal from service account impersonation URL."
            )

        scopes = self._scopes if self._scopes is not None else self._default_scopes
        # Initialize and return impersonated credentials.
        return impersonated_credentials.Credentials(
            source_credentials=source_credentials,
            target_principal=target_principal,
            target_scopes=scopes,
            quota_project_id=self._quota_project_id,
            iam_endpoint_override=self._service_account_impersonation_url,
        )





          

      

      

    

  

    
      
          
            
  Source code for google.auth.iam

# Copyright 2017 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Tools for using the Google `Cloud Identity and Access Management (IAM)
API`_'s auth-related functionality.

.. _Cloud Identity and Access Management (IAM) API:
    https://cloud.google.com/iam/docs/
"""

import base64
import json

from six.moves import http_client

from google.auth import _helpers
from google.auth import crypt
from google.auth import exceptions

_IAM_API_ROOT_URI = "https://iamcredentials.googleapis.com/v1"
_SIGN_BLOB_URI = _IAM_API_ROOT_URI + "/projects/-/serviceAccounts/{}:signBlob?alt=json"


[docs]class Signer(crypt.Signer):
    """Signs messages using the IAM `signBlob API`_.

    This is useful when you need to sign bytes but do not have access to the
    credential's private key file.

    .. _signBlob API:
        https://cloud.google.com/iam/reference/rest/v1/projects.serviceAccounts
        /signBlob
    """

    def __init__(self, request, credentials, service_account_email):
        """
        Args:
            request (google.auth.transport.Request): The object used to make
                HTTP requests.
            credentials (google.auth.credentials.Credentials): The credentials
                that will be used to authenticate the request to the IAM API.
                The credentials must have of one the following scopes:

                - https://www.googleapis.com/auth/iam
                - https://www.googleapis.com/auth/cloud-platform
            service_account_email (str): The service account email identifying
                which service account to use to sign bytes. Often, this can
                be the same as the service account email in the given
                credentials.
        """
        self._request = request
        self._credentials = credentials
        self._service_account_email = service_account_email

    def _make_signing_request(self, message):
        """Makes a request to the API signBlob API."""
        message = _helpers.to_bytes(message)

        method = "POST"
        url = _SIGN_BLOB_URI.format(self._service_account_email)
        headers = {"Content-Type": "application/json"}
        body = json.dumps(
            {"payload": base64.b64encode(message).decode("utf-8")}
        ).encode("utf-8")

        self._credentials.before_request(self._request, method, url, headers)
        response = self._request(url=url, method=method, body=body, headers=headers)

        if response.status != http_client.OK:
            raise exceptions.TransportError(
                "Error calling the IAM signBytes API: {}".format(response.data)
            )

        return json.loads(response.data.decode("utf-8"))

    @property
    def key_id(self):
        """Optional[str]: The key ID used to identify this private key.

        .. warning::
           This is always ``None``. The key ID used by IAM can not
           be reliably determined ahead of time.
        """
        return None

[docs]    @_helpers.copy_docstring(crypt.Signer)
    def sign(self, message):
        response = self._make_signing_request(message)
        return base64.b64decode(response["signedBlob"])






          

      

      

    

  

    
      
          
            
  Source code for google.auth.identity_pool

# Copyright 2020 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Identity Pool Credentials.

This module provides credentials to access Google Cloud resources from on-prem
or non-Google Cloud platforms which support external credentials (e.g. OIDC ID
tokens) retrieved from local file locations or local servers. This includes
Microsoft Azure and OIDC identity providers (e.g. K8s workloads registered with
Hub with Hub workload identity enabled).

These credentials are recommended over the use of service account credentials
in on-prem/non-Google Cloud platforms as they do not involve the management of
long-live service account private keys.

Identity Pool Credentials are initialized using external_account
arguments which are typically loaded from an external credentials file or
an external credentials URL. Unlike other Credentials that can be initialized
with a list of explicit arguments, secrets or credentials, external account
clients use the environment and hints/guidelines provided by the
external_account JSON file to retrieve credentials and exchange them for Google
access tokens.
"""

try:
    from collections.abc import Mapping
# Python 2.7 compatibility
except ImportError:  # pragma: NO COVER
    from collections import Mapping
import io
import json
import os

from google.auth import _helpers
from google.auth import exceptions
from google.auth import external_account


[docs]class Credentials(external_account.Credentials):
    """External account credentials sourced from files and URLs."""

    def __init__(
        self,
        audience,
        subject_token_type,
        token_url,
        credential_source,
        service_account_impersonation_url=None,
        client_id=None,
        client_secret=None,
        quota_project_id=None,
        scopes=None,
        default_scopes=None,
    ):
        """Instantiates an external account credentials object from a file/URL.

        Args:
            audience (str): The STS audience field.
            subject_token_type (str): The subject token type.
            token_url (str): The STS endpoint URL.
            credential_source (Mapping): The credential source dictionary used to
                provide instructions on how to retrieve external credential to be
                exchanged for Google access tokens.

                Example credential_source for url-sourced credential::

                    {
                        "url": "http://www.example.com",
                        "format": {
                            "type": "json",
                            "subject_token_field_name": "access_token",
                        },
                        "headers": {"foo": "bar"},
                    }

                Example credential_source for file-sourced credential::

                    {
                        "file": "/path/to/token/file.txt"
                    }

            service_account_impersonation_url (Optional[str]): The optional service account
                impersonation getAccessToken URL.
            client_id (Optional[str]): The optional client ID.
            client_secret (Optional[str]): The optional client secret.
            quota_project_id (Optional[str]): The optional quota project ID.
            scopes (Optional[Sequence[str]]): Optional scopes to request during the
                authorization grant.
            default_scopes (Optional[Sequence[str]]): Default scopes passed by a
                Google client library. Use 'scopes' for user-defined scopes.

        Raises:
            google.auth.exceptions.RefreshError: If an error is encountered during
                access token retrieval logic.
            ValueError: For invalid parameters.

        .. note:: Typically one of the helper constructors
            :meth:`from_file` or
            :meth:`from_info` are used instead of calling the constructor directly.
        """

        super(Credentials, self).__init__(
            audience=audience,
            subject_token_type=subject_token_type,
            token_url=token_url,
            credential_source=credential_source,
            service_account_impersonation_url=service_account_impersonation_url,
            client_id=client_id,
            client_secret=client_secret,
            quota_project_id=quota_project_id,
            scopes=scopes,
            default_scopes=default_scopes,
        )
        if not isinstance(credential_source, Mapping):
            self._credential_source_file = None
            self._credential_source_url = None
        else:
            self._credential_source_file = credential_source.get("file")
            self._credential_source_url = credential_source.get("url")
            self._credential_source_headers = credential_source.get("headers")
            credential_source_format = credential_source.get("format", {})
            # Get credential_source format type. When not provided, this
            # defaults to text.
            self._credential_source_format_type = (
                credential_source_format.get("type") or "text"
            )
            # environment_id is only supported in AWS or dedicated future external
            # account credentials.
            if "environment_id" in credential_source:
                raise ValueError(
                    "Invalid Identity Pool credential_source field 'environment_id'"
                )
            if self._credential_source_format_type not in ["text", "json"]:
                raise ValueError(
                    "Invalid credential_source format '{}'".format(
                        self._credential_source_format_type
                    )
                )
            # For JSON types, get the required subject_token field name.
            if self._credential_source_format_type == "json":
                self._credential_source_field_name = credential_source_format.get(
                    "subject_token_field_name"
                )
                if self._credential_source_field_name is None:
                    raise ValueError(
                        "Missing subject_token_field_name for JSON credential_source format"
                    )
            else:
                self._credential_source_field_name = None

        if self._credential_source_file and self._credential_source_url:
            raise ValueError(
                "Ambiguous credential_source. 'file' is mutually exclusive with 'url'."
            )
        if not self._credential_source_file and not self._credential_source_url:
            raise ValueError(
                "Missing credential_source. A 'file' or 'url' must be provided."
            )

[docs]    @_helpers.copy_docstring(external_account.Credentials)
    def retrieve_subject_token(self, request):
        return self._parse_token_data(
            self._get_token_data(request),
            self._credential_source_format_type,
            self._credential_source_field_name,
        )


    def _get_token_data(self, request):
        if self._credential_source_file:
            return self._get_file_data(self._credential_source_file)
        else:
            return self._get_url_data(
                request, self._credential_source_url, self._credential_source_headers
            )

    def _get_file_data(self, filename):
        if not os.path.exists(filename):
            raise exceptions.RefreshError("File '{}' was not found.".format(filename))

        with io.open(filename, "r", encoding="utf-8") as file_obj:
            return file_obj.read(), filename

    def _get_url_data(self, request, url, headers):
        response = request(url=url, method="GET", headers=headers)

        # support both string and bytes type response.data
        response_body = (
            response.data.decode("utf-8")
            if hasattr(response.data, "decode")
            else response.data
        )

        if response.status != 200:
            raise exceptions.RefreshError(
                "Unable to retrieve Identity Pool subject token", response_body
            )

        return response_body, url

    def _parse_token_data(
        self, token_content, format_type="text", subject_token_field_name=None
    ):
        content, filename = token_content
        if format_type == "text":
            token = content
        else:
            try:
                # Parse file content as JSON.
                response_data = json.loads(content)
                # Get the subject_token.
                token = response_data[subject_token_field_name]
            except (KeyError, ValueError):
                raise exceptions.RefreshError(
                    "Unable to parse subject_token from JSON file '{}' using key '{}'".format(
                        filename, subject_token_field_name
                    )
                )
        if not token:
            raise exceptions.RefreshError(
                "Missing subject_token in the credential_source file"
            )
        return token

[docs]    @classmethod
    def from_info(cls, info, **kwargs):
        """Creates an Identity Pool Credentials instance from parsed external account info.

        Args:
            info (Mapping[str, str]): The Identity Pool external account info in Google
                format.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.identity_pool.Credentials: The constructed
                credentials.

        Raises:
            ValueError: For invalid parameters.
        """
        return cls(
            audience=info.get("audience"),
            subject_token_type=info.get("subject_token_type"),
            token_url=info.get("token_url"),
            service_account_impersonation_url=info.get(
                "service_account_impersonation_url"
            ),
            client_id=info.get("client_id"),
            client_secret=info.get("client_secret"),
            credential_source=info.get("credential_source"),
            quota_project_id=info.get("quota_project_id"),
            **kwargs
        )


[docs]    @classmethod
    def from_file(cls, filename, **kwargs):
        """Creates an IdentityPool Credentials instance from an external account json file.

        Args:
            filename (str): The path to the IdentityPool external account json file.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.identity_pool.Credentials: The constructed
                credentials.
        """
        with io.open(filename, "r", encoding="utf-8") as json_file:
            data = json.load(json_file)
            return cls.from_info(data, **kwargs)






          

      

      

    

  

    
      
          
            
  Source code for google.auth.impersonated_credentials

# Copyright 2018 Google Inc.
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Google Cloud Impersonated credentials.

This module provides authentication for applications where local credentials
impersonates a remote service account using `IAM Credentials API`_.

This class can be used to impersonate a service account as long as the original
Credential object has the "Service Account Token Creator" role on the target
service account.

    .. _IAM Credentials API:
        https://cloud.google.com/iam/credentials/reference/rest/
"""

import base64
import copy
from datetime import datetime
import json

import six
from six.moves import http_client

from google.auth import _helpers
from google.auth import credentials
from google.auth import exceptions
from google.auth import jwt
from google.auth.transport.requests import AuthorizedSession

_DEFAULT_TOKEN_LIFETIME_SECS = 3600  # 1 hour in seconds

_IAM_SCOPE = ["https://www.googleapis.com/auth/iam"]

_IAM_ENDPOINT = (
    "https://iamcredentials.googleapis.com/v1/projects/-"
    + "/serviceAccounts/{}:generateAccessToken"
)

_IAM_SIGN_ENDPOINT = (
    "https://iamcredentials.googleapis.com/v1/projects/-"
    + "/serviceAccounts/{}:signBlob"
)

_IAM_IDTOKEN_ENDPOINT = (
    "https://iamcredentials.googleapis.com/v1/"
    + "projects/-/serviceAccounts/{}:generateIdToken"
)

_REFRESH_ERROR = "Unable to acquire impersonated credentials"

_DEFAULT_TOKEN_LIFETIME_SECS = 3600  # 1 hour in seconds

_DEFAULT_TOKEN_URI = "https://oauth2.googleapis.com/token"


def _make_iam_token_request(
    request, principal, headers, body, iam_endpoint_override=None
):
    """Makes a request to the Google Cloud IAM service for an access token.
    Args:
        request (Request): The Request object to use.
        principal (str): The principal to request an access token for.
        headers (Mapping[str, str]): Map of headers to transmit.
        body (Mapping[str, str]): JSON Payload body for the iamcredentials
            API call.
        iam_endpoint_override (Optiona[str]): The full IAM endpoint override
            with the target_principal embedded. This is useful when supporting
            impersonation with regional endpoints.

    Raises:
        google.auth.exceptions.TransportError: Raised if there is an underlying
            HTTP connection error
        google.auth.exceptions.RefreshError: Raised if the impersonated
            credentials are not available.  Common reasons are
            `iamcredentials.googleapis.com` is not enabled or the
            `Service Account Token Creator` is not assigned
    """
    iam_endpoint = iam_endpoint_override or _IAM_ENDPOINT.format(principal)

    body = json.dumps(body).encode("utf-8")

    response = request(url=iam_endpoint, method="POST", headers=headers, body=body)

    # support both string and bytes type response.data
    response_body = (
        response.data.decode("utf-8")
        if hasattr(response.data, "decode")
        else response.data
    )

    if response.status != http_client.OK:
        exceptions.RefreshError(_REFRESH_ERROR, response_body)

    try:
        token_response = json.loads(response_body)
        token = token_response["accessToken"]
        expiry = datetime.strptime(token_response["expireTime"], "%Y-%m-%dT%H:%M:%SZ")

        return token, expiry

    except (KeyError, ValueError) as caught_exc:
        new_exc = exceptions.RefreshError(
            "{}: No access token or invalid expiration in response.".format(
                _REFRESH_ERROR
            ),
            response_body,
        )
        six.raise_from(new_exc, caught_exc)


[docs]class Credentials(credentials.CredentialsWithQuotaProject, credentials.Signing):
    """This module defines impersonated credentials which are essentially
    impersonated identities.

    Impersonated Credentials allows credentials issued to a user or
    service account to impersonate another. The target service account must
    grant the originating credential principal the
    `Service Account Token Creator`_ IAM role:

    For more information about Token Creator IAM role and
    IAMCredentials API, see
    `Creating Short-Lived Service Account Credentials`_.

    .. _Service Account Token Creator:
        https://cloud.google.com/iam/docs/service-accounts#the_service_account_token_creator_role

    .. _Creating Short-Lived Service Account Credentials:
        https://cloud.google.com/iam/docs/creating-short-lived-service-account-credentials

    Usage:

    First grant source_credentials the `Service Account Token Creator`
    role on the target account to impersonate.   In this example, the
    service account represented by svc_account.json has the
    token creator role on
    `impersonated-account@_project_.iam.gserviceaccount.com`.

    Enable the IAMCredentials API on the source project:
    `gcloud services enable iamcredentials.googleapis.com`.

    Initialize a source credential which does not have access to
    list bucket::

        from google.oauth2 import service_account

        target_scopes = [
            'https://www.googleapis.com/auth/devstorage.read_only']

        source_credentials = (
            service_account.Credentials.from_service_account_file(
                '/path/to/svc_account.json',
                scopes=target_scopes))

    Now use the source credentials to acquire credentials to impersonate
    another service account::

        from google.auth import impersonated_credentials

        target_credentials = impersonated_credentials.Credentials(
          source_credentials=source_credentials,
          target_principal='impersonated-account@_project_.iam.gserviceaccount.com',
          target_scopes = target_scopes,
          lifetime=500)

    Resource access is granted::

        client = storage.Client(credentials=target_credentials)
        buckets = client.list_buckets(project='your_project')
        for bucket in buckets:
          print(bucket.name)
    """

    def __init__(
        self,
        source_credentials,
        target_principal,
        target_scopes,
        delegates=None,
        lifetime=_DEFAULT_TOKEN_LIFETIME_SECS,
        quota_project_id=None,
        iam_endpoint_override=None,
    ):
        """
        Args:
            source_credentials (google.auth.Credentials): The source credential
                used as to acquire the impersonated credentials.
            target_principal (str): The service account to impersonate.
            target_scopes (Sequence[str]): Scopes to request during the
                authorization grant.
            delegates (Sequence[str]): The chained list of delegates required
                to grant the final access_token.  If set, the sequence of
                identities must have "Service Account Token Creator" capability
                granted to the prceeding identity.  For example, if set to
                [serviceAccountB, serviceAccountC], the source_credential
                must have the Token Creator role on serviceAccountB.
                serviceAccountB must have the Token Creator on
                serviceAccountC.
                Finally, C must have Token Creator on target_principal.
                If left unset, source_credential must have that role on
                target_principal.
            lifetime (int): Number of seconds the delegated credential should
                be valid for (upto 3600).
            quota_project_id (Optional[str]): The project ID used for quota and billing.
                This project may be different from the project used to
                create the credentials.
            iam_endpoint_override (Optiona[str]): The full IAM endpoint override
                with the target_principal embedded. This is useful when supporting
                impersonation with regional endpoints.
        """

        super(Credentials, self).__init__()

        self._source_credentials = copy.copy(source_credentials)
        # Service account source credentials must have the _IAM_SCOPE
        # added to refresh correctly. User credentials cannot have
        # their original scopes modified.
        if isinstance(self._source_credentials, credentials.Scoped):
            self._source_credentials = self._source_credentials.with_scopes(_IAM_SCOPE)
        self._target_principal = target_principal
        self._target_scopes = target_scopes
        self._delegates = delegates
        self._lifetime = lifetime
        self.token = None
        self.expiry = _helpers.utcnow()
        self._quota_project_id = quota_project_id
        self._iam_endpoint_override = iam_endpoint_override

[docs]    @_helpers.copy_docstring(credentials.Credentials)
    def refresh(self, request):
        self._update_token(request)


    def _update_token(self, request):
        """Updates credentials with a new access_token representing
        the impersonated account.

        Args:
            request (google.auth.transport.requests.Request): Request object
                to use for refreshing credentials.
        """

        # Refresh our source credentials if it is not valid.
        if not self._source_credentials.valid:
            self._source_credentials.refresh(request)

        body = {
            "delegates": self._delegates,
            "scope": self._target_scopes,
            "lifetime": str(self._lifetime) + "s",
        }

        headers = {"Content-Type": "application/json"}

        # Apply the source credentials authentication info.
        self._source_credentials.apply(headers)

        self.token, self.expiry = _make_iam_token_request(
            request=request,
            principal=self._target_principal,
            headers=headers,
            body=body,
            iam_endpoint_override=self._iam_endpoint_override,
        )

[docs]    def sign_bytes(self, message):

        iam_sign_endpoint = _IAM_SIGN_ENDPOINT.format(self._target_principal)

        body = {
            "payload": base64.b64encode(message).decode("utf-8"),
            "delegates": self._delegates,
        }

        headers = {"Content-Type": "application/json"}

        authed_session = AuthorizedSession(self._source_credentials)

        response = authed_session.post(
            url=iam_sign_endpoint, headers=headers, json=body
        )

        return base64.b64decode(response.json()["signedBlob"])


    @property
    def signer_email(self):
        return self._target_principal

    @property
    def service_account_email(self):
        return self._target_principal

    @property
    def signer(self):
        return self

[docs]    @_helpers.copy_docstring(credentials.CredentialsWithQuotaProject)
    def with_quota_project(self, quota_project_id):
        return self.__class__(
            self._source_credentials,
            target_principal=self._target_principal,
            target_scopes=self._target_scopes,
            delegates=self._delegates,
            lifetime=self._lifetime,
            quota_project_id=quota_project_id,
            iam_endpoint_override=self._iam_endpoint_override,
        )




[docs]class IDTokenCredentials(credentials.CredentialsWithQuotaProject):
    """Open ID Connect ID Token-based service account credentials.

    """

    def __init__(
        self,
        target_credentials,
        target_audience=None,
        include_email=False,
        quota_project_id=None,
    ):
        """
        Args:
            target_credentials (google.auth.Credentials): The target
                credential used as to acquire the id tokens for.
            target_audience (string): Audience to issue the token for.
            include_email (bool): Include email in IdToken
            quota_project_id (Optional[str]):  The project ID used for
                quota and billing.
        """
        super(IDTokenCredentials, self).__init__()

        if not isinstance(target_credentials, Credentials):
            raise exceptions.GoogleAuthError(
                "Provided Credential must be " "impersonated_credentials"
            )
        self._target_credentials = target_credentials
        self._target_audience = target_audience
        self._include_email = include_email
        self._quota_project_id = quota_project_id

    def from_credentials(self, target_credentials, target_audience=None):
        return self.__class__(
            target_credentials=self._target_credentials,
            target_audience=target_audience,
            include_email=self._include_email,
            quota_project_id=self._quota_project_id,
        )

    def with_target_audience(self, target_audience):
        return self.__class__(
            target_credentials=self._target_credentials,
            target_audience=target_audience,
            include_email=self._include_email,
            quota_project_id=self._quota_project_id,
        )

    def with_include_email(self, include_email):
        return self.__class__(
            target_credentials=self._target_credentials,
            target_audience=self._target_audience,
            include_email=include_email,
            quota_project_id=self._quota_project_id,
        )

[docs]    @_helpers.copy_docstring(credentials.CredentialsWithQuotaProject)
    def with_quota_project(self, quota_project_id):
        return self.__class__(
            target_credentials=self._target_credentials,
            target_audience=self._target_audience,
            include_email=self._include_email,
            quota_project_id=quota_project_id,
        )


[docs]    @_helpers.copy_docstring(credentials.Credentials)
    def refresh(self, request):

        iam_sign_endpoint = _IAM_IDTOKEN_ENDPOINT.format(
            self._target_credentials.signer_email
        )

        body = {
            "audience": self._target_audience,
            "delegates": self._target_credentials._delegates,
            "includeEmail": self._include_email,
        }

        headers = {"Content-Type": "application/json"}

        authed_session = AuthorizedSession(
            self._target_credentials._source_credentials, auth_request=request
        )

        response = authed_session.post(
            url=iam_sign_endpoint,
            headers=headers,
            data=json.dumps(body).encode("utf-8"),
        )

        id_token = response.json()["token"]
        self.token = id_token
        self.expiry = datetime.fromtimestamp(jwt.decode(id_token, verify=False)["exp"])






          

      

      

    

  

    
      
          
            
  Source code for google.auth.jwt

# Copyright 2016 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""JSON Web Tokens

Provides support for creating (encoding) and verifying (decoding) JWTs,
especially JWTs generated and consumed by Google infrastructure.

See `rfc7519`_ for more details on JWTs.

To encode a JWT use :func:`encode`::

    from google.auth import crypt
    from google.auth import jwt

    signer = crypt.Signer(private_key)
    payload = {'some': 'payload'}
    encoded = jwt.encode(signer, payload)

To decode a JWT and verify claims use :func:`decode`::

    claims = jwt.decode(encoded, certs=public_certs)

You can also skip verification::

    claims = jwt.decode(encoded, verify=False)

.. _rfc7519: https://tools.ietf.org/html/rfc7519

"""

try:
    from collections.abc import Mapping
# Python 2.7 compatibility
except ImportError:  # pragma: NO COVER
    from collections import Mapping
import copy
import datetime
import json

import cachetools
import six
from six.moves import urllib

from google.auth import _helpers
from google.auth import _service_account_info
from google.auth import crypt
from google.auth import exceptions
import google.auth.credentials

try:
    from google.auth.crypt import es256
except ImportError:  # pragma: NO COVER
    es256 = None

_DEFAULT_TOKEN_LIFETIME_SECS = 3600  # 1 hour in seconds
_DEFAULT_MAX_CACHE_SIZE = 10
_ALGORITHM_TO_VERIFIER_CLASS = {"RS256": crypt.RSAVerifier}
_CRYPTOGRAPHY_BASED_ALGORITHMS = frozenset(["ES256"])

if es256 is not None:  # pragma: NO COVER
    _ALGORITHM_TO_VERIFIER_CLASS["ES256"] = es256.ES256Verifier


[docs]def encode(signer, payload, header=None, key_id=None):
    """Make a signed JWT.

    Args:
        signer (google.auth.crypt.Signer): The signer used to sign the JWT.
        payload (Mapping[str, str]): The JWT payload.
        header (Mapping[str, str]): Additional JWT header payload.
        key_id (str): The key id to add to the JWT header. If the
            signer has a key id it will be used as the default. If this is
            specified it will override the signer's key id.

    Returns:
        bytes: The encoded JWT.
    """
    if header is None:
        header = {}

    if key_id is None:
        key_id = signer.key_id

    header.update({"typ": "JWT"})

    if "alg" not in header:
        if es256 is not None and isinstance(signer, es256.ES256Signer):
            header.update({"alg": "ES256"})
        else:
            header.update({"alg": "RS256"})

    if key_id is not None:
        header["kid"] = key_id

    segments = [
        _helpers.unpadded_urlsafe_b64encode(json.dumps(header).encode("utf-8")),
        _helpers.unpadded_urlsafe_b64encode(json.dumps(payload).encode("utf-8")),
    ]

    signing_input = b".".join(segments)
    signature = signer.sign(signing_input)
    segments.append(_helpers.unpadded_urlsafe_b64encode(signature))

    return b".".join(segments)



def _decode_jwt_segment(encoded_section):
    """Decodes a single JWT segment."""
    section_bytes = _helpers.padded_urlsafe_b64decode(encoded_section)
    try:
        return json.loads(section_bytes.decode("utf-8"))
    except ValueError as caught_exc:
        new_exc = ValueError("Can't parse segment: {0}".format(section_bytes))
        six.raise_from(new_exc, caught_exc)


def _unverified_decode(token):
    """Decodes a token and does no verification.

    Args:
        token (Union[str, bytes]): The encoded JWT.

    Returns:
        Tuple[str, str, str, str]: header, payload, signed_section, and
            signature.

    Raises:
        ValueError: if there are an incorrect amount of segments in the token.
    """
    token = _helpers.to_bytes(token)

    if token.count(b".") != 2:
        raise ValueError("Wrong number of segments in token: {0}".format(token))

    encoded_header, encoded_payload, signature = token.split(b".")
    signed_section = encoded_header + b"." + encoded_payload
    signature = _helpers.padded_urlsafe_b64decode(signature)

    # Parse segments
    header = _decode_jwt_segment(encoded_header)
    payload = _decode_jwt_segment(encoded_payload)

    return header, payload, signed_section, signature


[docs]def decode_header(token):
    """Return the decoded header of a token.

    No verification is done. This is useful to extract the key id from
    the header in order to acquire the appropriate certificate to verify
    the token.

    Args:
        token (Union[str, bytes]): the encoded JWT.

    Returns:
        Mapping: The decoded JWT header.
    """
    header, _, _, _ = _unverified_decode(token)
    return header



def _verify_iat_and_exp(payload):
    """Verifies the ``iat`` (Issued At) and ``exp`` (Expires) claims in a token
    payload.

    Args:
        payload (Mapping[str, str]): The JWT payload.

    Raises:
        ValueError: if any checks failed.
    """
    now = _helpers.datetime_to_secs(_helpers.utcnow())

    # Make sure the iat and exp claims are present.
    for key in ("iat", "exp"):
        if key not in payload:
            raise ValueError("Token does not contain required claim {}".format(key))

    # Make sure the token wasn't issued in the future.
    iat = payload["iat"]
    # Err on the side of accepting a token that is slightly early to account
    # for clock skew.
    earliest = iat - _helpers.CLOCK_SKEW_SECS
    if now < earliest:
        raise ValueError("Token used too early, {} < {}".format(now, iat))

    # Make sure the token wasn't issued in the past.
    exp = payload["exp"]
    # Err on the side of accepting a token that is slightly out of date
    # to account for clow skew.
    latest = exp + _helpers.CLOCK_SKEW_SECS
    if latest < now:
        raise ValueError("Token expired, {} < {}".format(latest, now))


[docs]def decode(token, certs=None, verify=True, audience=None):
    """Decode and verify a JWT.

    Args:
        token (str): The encoded JWT.
        certs (Union[str, bytes, Mapping[str, Union[str, bytes]]]): The
            certificate used to validate the JWT signature. If bytes or string,
            it must the the public key certificate in PEM format. If a mapping,
            it must be a mapping of key IDs to public key certificates in PEM
            format. The mapping must contain the same key ID that's specified
            in the token's header.
        verify (bool): Whether to perform signature and claim validation.
            Verification is done by default.
        audience (str or list): The audience claim, 'aud', that this JWT should
            contain. Or a list of audience claims. If None then the JWT's 'aud'
            parameter is not verified.

    Returns:
        Mapping[str, str]: The deserialized JSON payload in the JWT.

    Raises:
        ValueError: if any verification checks failed.
    """
    header, payload, signed_section, signature = _unverified_decode(token)

    if not verify:
        return payload

    # Pluck the key id and algorithm from the header and make sure we have
    # a verifier that can support it.
    key_alg = header.get("alg")
    key_id = header.get("kid")

    try:
        verifier_cls = _ALGORITHM_TO_VERIFIER_CLASS[key_alg]
    except KeyError as exc:
        if key_alg in _CRYPTOGRAPHY_BASED_ALGORITHMS:
            six.raise_from(
                ValueError(
                    "The key algorithm {} requires the cryptography package "
                    "to be installed.".format(key_alg)
                ),
                exc,
            )
        else:
            six.raise_from(
                ValueError("Unsupported signature algorithm {}".format(key_alg)), exc
            )

    # If certs is specified as a dictionary of key IDs to certificates, then
    # use the certificate identified by the key ID in the token header.
    if isinstance(certs, Mapping):
        if key_id:
            if key_id not in certs:
                raise ValueError("Certificate for key id {} not found.".format(key_id))
            certs_to_check = [certs[key_id]]
        # If there's no key id in the header, check against all of the certs.
        else:
            certs_to_check = certs.values()
    else:
        certs_to_check = certs

    # Verify that the signature matches the message.
    if not crypt.verify_signature(
        signed_section, signature, certs_to_check, verifier_cls
    ):
        raise ValueError("Could not verify token signature.")

    # Verify the issued at and created times in the payload.
    _verify_iat_and_exp(payload)

    # Check audience.
    if audience is not None:
        claim_audience = payload.get("aud")
        if isinstance(audience, str):
            audience = [audience]
        if claim_audience not in audience:
            raise ValueError(
                "Token has wrong audience {}, expected one of {}".format(
                    claim_audience, audience
                )
            )

    return payload



[docs]class Credentials(
    google.auth.credentials.Signing, google.auth.credentials.CredentialsWithQuotaProject
):
    """Credentials that use a JWT as the bearer token.

    These credentials require an "audience" claim. This claim identifies the
    intended recipient of the bearer token.

    The constructor arguments determine the claims for the JWT that is
    sent with requests. Usually, you'll construct these credentials with
    one of the helper constructors as shown in the next section.

    To create JWT credentials using a Google service account private key
    JSON file::

        audience = 'https://pubsub.googleapis.com/google.pubsub.v1.Publisher'
        credentials = jwt.Credentials.from_service_account_file(
            'service-account.json',
            audience=audience)

    If you already have the service account file loaded and parsed::

        service_account_info = json.load(open('service_account.json'))
        credentials = jwt.Credentials.from_service_account_info(
            service_account_info,
            audience=audience)

    Both helper methods pass on arguments to the constructor, so you can
    specify the JWT claims::

        credentials = jwt.Credentials.from_service_account_file(
            'service-account.json',
            audience=audience,
            additional_claims={'meta': 'data'})

    You can also construct the credentials directly if you have a
    :class:`~google.auth.crypt.Signer` instance::

        credentials = jwt.Credentials(
            signer,
            issuer='your-issuer',
            subject='your-subject',
            audience=audience)

    The claims are considered immutable. If you want to modify the claims,
    you can easily create another instance using :meth:`with_claims`::

        new_audience = (
            'https://pubsub.googleapis.com/google.pubsub.v1.Subscriber')
        new_credentials = credentials.with_claims(audience=new_audience)
    """

    def __init__(
        self,
        signer,
        issuer,
        subject,
        audience,
        additional_claims=None,
        token_lifetime=_DEFAULT_TOKEN_LIFETIME_SECS,
        quota_project_id=None,
    ):
        """
        Args:
            signer (google.auth.crypt.Signer): The signer used to sign JWTs.
            issuer (str): The `iss` claim.
            subject (str): The `sub` claim.
            audience (str): the `aud` claim. The intended audience for the
                credentials.
            additional_claims (Mapping[str, str]): Any additional claims for
                the JWT payload.
            token_lifetime (int): The amount of time in seconds for
                which the token is valid. Defaults to 1 hour.
            quota_project_id (Optional[str]): The project ID used for quota
                and billing.
        """
        super(Credentials, self).__init__()
        self._signer = signer
        self._issuer = issuer
        self._subject = subject
        self._audience = audience
        self._token_lifetime = token_lifetime
        self._quota_project_id = quota_project_id

        if additional_claims is None:
            additional_claims = {}

        self._additional_claims = additional_claims

    @classmethod
    def _from_signer_and_info(cls, signer, info, **kwargs):
        """Creates a Credentials instance from a signer and service account
        info.

        Args:
            signer (google.auth.crypt.Signer): The signer used to sign JWTs.
            info (Mapping[str, str]): The service account info.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.jwt.Credentials: The constructed credentials.

        Raises:
            ValueError: If the info is not in the expected format.
        """
        kwargs.setdefault("subject", info["client_email"])
        kwargs.setdefault("issuer", info["client_email"])
        return cls(signer, **kwargs)

[docs]    @classmethod
    def from_service_account_info(cls, info, **kwargs):
        """Creates an Credentials instance from a dictionary.

        Args:
            info (Mapping[str, str]): The service account info in Google
                format.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.jwt.Credentials: The constructed credentials.

        Raises:
            ValueError: If the info is not in the expected format.
        """
        signer = _service_account_info.from_dict(info, require=["client_email"])
        return cls._from_signer_and_info(signer, info, **kwargs)


[docs]    @classmethod
    def from_service_account_file(cls, filename, **kwargs):
        """Creates a Credentials instance from a service account .json file
        in Google format.

        Args:
            filename (str): The path to the service account .json file.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.jwt.Credentials: The constructed credentials.
        """
        info, signer = _service_account_info.from_filename(
            filename, require=["client_email"]
        )
        return cls._from_signer_and_info(signer, info, **kwargs)


[docs]    @classmethod
    def from_signing_credentials(cls, credentials, audience, **kwargs):
        """Creates a new :class:`google.auth.jwt.Credentials` instance from an
        existing :class:`google.auth.credentials.Signing` instance.

        The new instance will use the same signer as the existing instance and
        will use the existing instance's signer email as the issuer and
        subject by default.

        Example::

            svc_creds = service_account.Credentials.from_service_account_file(
                'service_account.json')
            audience = (
                'https://pubsub.googleapis.com/google.pubsub.v1.Publisher')
            jwt_creds = jwt.Credentials.from_signing_credentials(
                svc_creds, audience=audience)

        Args:
            credentials (google.auth.credentials.Signing): The credentials to
                use to construct the new credentials.
            audience (str): the `aud` claim. The intended audience for the
                credentials.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.jwt.Credentials: A new Credentials instance.
        """
        kwargs.setdefault("issuer", credentials.signer_email)
        kwargs.setdefault("subject", credentials.signer_email)
        return cls(credentials.signer, audience=audience, **kwargs)


[docs]    def with_claims(
        self, issuer=None, subject=None, audience=None, additional_claims=None
    ):
        """Returns a copy of these credentials with modified claims.

        Args:
            issuer (str): The `iss` claim. If unspecified the current issuer
                claim will be used.
            subject (str): The `sub` claim. If unspecified the current subject
                claim will be used.
            audience (str): the `aud` claim. If unspecified the current
                audience claim will be used.
            additional_claims (Mapping[str, str]): Any additional claims for
                the JWT payload. This will be merged with the current
                additional claims.

        Returns:
            google.auth.jwt.Credentials: A new credentials instance.
        """
        new_additional_claims = copy.deepcopy(self._additional_claims)
        new_additional_claims.update(additional_claims or {})

        return self.__class__(
            self._signer,
            issuer=issuer if issuer is not None else self._issuer,
            subject=subject if subject is not None else self._subject,
            audience=audience if audience is not None else self._audience,
            additional_claims=new_additional_claims,
            quota_project_id=self._quota_project_id,
        )


[docs]    @_helpers.copy_docstring(google.auth.credentials.CredentialsWithQuotaProject)
    def with_quota_project(self, quota_project_id):
        return self.__class__(
            self._signer,
            issuer=self._issuer,
            subject=self._subject,
            audience=self._audience,
            additional_claims=self._additional_claims,
            quota_project_id=quota_project_id,
        )


    def _make_jwt(self):
        """Make a signed JWT.

        Returns:
            Tuple[bytes, datetime]: The encoded JWT and the expiration.
        """
        now = _helpers.utcnow()
        lifetime = datetime.timedelta(seconds=self._token_lifetime)
        expiry = now + lifetime

        payload = {
            "iss": self._issuer,
            "sub": self._subject,
            "iat": _helpers.datetime_to_secs(now),
            "exp": _helpers.datetime_to_secs(expiry),
            "aud": self._audience,
        }

        payload.update(self._additional_claims)

        jwt = encode(self._signer, payload)

        return jwt, expiry

[docs]    def refresh(self, request):
        """Refreshes the access token.

        Args:
            request (Any): Unused.
        """
        # pylint: disable=unused-argument
        # (pylint doesn't correctly recognize overridden methods.)
        self.token, self.expiry = self._make_jwt()


[docs]    @_helpers.copy_docstring(google.auth.credentials.Signing)
    def sign_bytes(self, message):
        return self._signer.sign(message)


    @property
    @_helpers.copy_docstring(google.auth.credentials.Signing)
    def signer_email(self):
        return self._issuer

    @property
    @_helpers.copy_docstring(google.auth.credentials.Signing)
    def signer(self):
        return self._signer



[docs]class OnDemandCredentials(
    google.auth.credentials.Signing, google.auth.credentials.CredentialsWithQuotaProject
):
    """On-demand JWT credentials.

    Like :class:`Credentials`, this class uses a JWT as the bearer token for
    authentication. However, this class does not require the audience at
    construction time. Instead, it will generate a new token on-demand for
    each request using the request URI as the audience. It caches tokens
    so that multiple requests to the same URI do not incur the overhead
    of generating a new token every time.

    This behavior is especially useful for `gRPC`_ clients. A gRPC service may
    have multiple audience and gRPC clients may not know all of the audiences
    required for accessing a particular service. With these credentials,
    no knowledge of the audiences is required ahead of time.

    .. _grpc: http://www.grpc.io/
    """

    def __init__(
        self,
        signer,
        issuer,
        subject,
        additional_claims=None,
        token_lifetime=_DEFAULT_TOKEN_LIFETIME_SECS,
        max_cache_size=_DEFAULT_MAX_CACHE_SIZE,
        quota_project_id=None,
    ):
        """
        Args:
            signer (google.auth.crypt.Signer): The signer used to sign JWTs.
            issuer (str): The `iss` claim.
            subject (str): The `sub` claim.
            additional_claims (Mapping[str, str]): Any additional claims for
                the JWT payload.
            token_lifetime (int): The amount of time in seconds for
                which the token is valid. Defaults to 1 hour.
            max_cache_size (int): The maximum number of JWT tokens to keep in
                cache. Tokens are cached using :class:`cachetools.LRUCache`.
            quota_project_id (Optional[str]): The project ID used for quota
                and billing.

        """
        super(OnDemandCredentials, self).__init__()
        self._signer = signer
        self._issuer = issuer
        self._subject = subject
        self._token_lifetime = token_lifetime
        self._quota_project_id = quota_project_id

        if additional_claims is None:
            additional_claims = {}

        self._additional_claims = additional_claims
        self._cache = cachetools.LRUCache(maxsize=max_cache_size)

    @classmethod
    def _from_signer_and_info(cls, signer, info, **kwargs):
        """Creates an OnDemandCredentials instance from a signer and service
        account info.

        Args:
            signer (google.auth.crypt.Signer): The signer used to sign JWTs.
            info (Mapping[str, str]): The service account info.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.jwt.OnDemandCredentials: The constructed credentials.

        Raises:
            ValueError: If the info is not in the expected format.
        """
        kwargs.setdefault("subject", info["client_email"])
        kwargs.setdefault("issuer", info["client_email"])
        return cls(signer, **kwargs)

[docs]    @classmethod
    def from_service_account_info(cls, info, **kwargs):
        """Creates an OnDemandCredentials instance from a dictionary.

        Args:
            info (Mapping[str, str]): The service account info in Google
                format.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.jwt.OnDemandCredentials: The constructed credentials.

        Raises:
            ValueError: If the info is not in the expected format.
        """
        signer = _service_account_info.from_dict(info, require=["client_email"])
        return cls._from_signer_and_info(signer, info, **kwargs)


[docs]    @classmethod
    def from_service_account_file(cls, filename, **kwargs):
        """Creates an OnDemandCredentials instance from a service account .json
        file in Google format.

        Args:
            filename (str): The path to the service account .json file.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.jwt.OnDemandCredentials: The constructed credentials.
        """
        info, signer = _service_account_info.from_filename(
            filename, require=["client_email"]
        )
        return cls._from_signer_and_info(signer, info, **kwargs)


[docs]    @classmethod
    def from_signing_credentials(cls, credentials, **kwargs):
        """Creates a new :class:`google.auth.jwt.OnDemandCredentials` instance
        from an existing :class:`google.auth.credentials.Signing` instance.

        The new instance will use the same signer as the existing instance and
        will use the existing instance's signer email as the issuer and
        subject by default.

        Example::

            svc_creds = service_account.Credentials.from_service_account_file(
                'service_account.json')
            jwt_creds = jwt.OnDemandCredentials.from_signing_credentials(
                svc_creds)

        Args:
            credentials (google.auth.credentials.Signing): The credentials to
                use to construct the new credentials.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.jwt.Credentials: A new Credentials instance.
        """
        kwargs.setdefault("issuer", credentials.signer_email)
        kwargs.setdefault("subject", credentials.signer_email)
        return cls(credentials.signer, **kwargs)


[docs]    def with_claims(self, issuer=None, subject=None, additional_claims=None):
        """Returns a copy of these credentials with modified claims.

        Args:
            issuer (str): The `iss` claim. If unspecified the current issuer
                claim will be used.
            subject (str): The `sub` claim. If unspecified the current subject
                claim will be used.
            additional_claims (Mapping[str, str]): Any additional claims for
                the JWT payload. This will be merged with the current
                additional claims.

        Returns:
            google.auth.jwt.OnDemandCredentials: A new credentials instance.
        """
        new_additional_claims = copy.deepcopy(self._additional_claims)
        new_additional_claims.update(additional_claims or {})

        return self.__class__(
            self._signer,
            issuer=issuer if issuer is not None else self._issuer,
            subject=subject if subject is not None else self._subject,
            additional_claims=new_additional_claims,
            max_cache_size=self._cache.maxsize,
            quota_project_id=self._quota_project_id,
        )


[docs]    @_helpers.copy_docstring(google.auth.credentials.CredentialsWithQuotaProject)
    def with_quota_project(self, quota_project_id):

        return self.__class__(
            self._signer,
            issuer=self._issuer,
            subject=self._subject,
            additional_claims=self._additional_claims,
            max_cache_size=self._cache.maxsize,
            quota_project_id=quota_project_id,
        )


    @property
    def valid(self):
        """Checks the validity of the credentials.

        These credentials are always valid because it generates tokens on
        demand.
        """
        return True

    def _make_jwt_for_audience(self, audience):
        """Make a new JWT for the given audience.

        Args:
            audience (str): The intended audience.

        Returns:
            Tuple[bytes, datetime]: The encoded JWT and the expiration.
        """
        now = _helpers.utcnow()
        lifetime = datetime.timedelta(seconds=self._token_lifetime)
        expiry = now + lifetime

        payload = {
            "iss": self._issuer,
            "sub": self._subject,
            "iat": _helpers.datetime_to_secs(now),
            "exp": _helpers.datetime_to_secs(expiry),
            "aud": audience,
        }

        payload.update(self._additional_claims)

        jwt = encode(self._signer, payload)

        return jwt, expiry

    def _get_jwt_for_audience(self, audience):
        """Get a JWT For a given audience.

        If there is already an existing, non-expired token in the cache for
        the audience, that token is used. Otherwise, a new token will be
        created.

        Args:
            audience (str): The intended audience.

        Returns:
            bytes: The encoded JWT.
        """
        token, expiry = self._cache.get(audience, (None, None))

        if token is None or expiry < _helpers.utcnow():
            token, expiry = self._make_jwt_for_audience(audience)
            self._cache[audience] = token, expiry

        return token

[docs]    def refresh(self, request):
        """Raises an exception, these credentials can not be directly
        refreshed.

        Args:
            request (Any): Unused.

        Raises:
            google.auth.RefreshError
        """
        # pylint: disable=unused-argument
        # (pylint doesn't correctly recognize overridden methods.)
        raise exceptions.RefreshError(
            "OnDemandCredentials can not be directly refreshed."
        )


[docs]    def before_request(self, request, method, url, headers):
        """Performs credential-specific before request logic.

        Args:
            request (Any): Unused. JWT credentials do not need to make an
                HTTP request to refresh.
            method (str): The request's HTTP method.
            url (str): The request's URI. This is used as the audience claim
                when generating the JWT.
            headers (Mapping): The request's headers.
        """
        # pylint: disable=unused-argument
        # (pylint doesn't correctly recognize overridden methods.)
        parts = urllib.parse.urlsplit(url)
        # Strip query string and fragment
        audience = urllib.parse.urlunsplit(
            (parts.scheme, parts.netloc, parts.path, "", "")
        )
        token = self._get_jwt_for_audience(audience)
        self.apply(headers, token=token)


[docs]    @_helpers.copy_docstring(google.auth.credentials.Signing)
    def sign_bytes(self, message):
        return self._signer.sign(message)


    @property
    @_helpers.copy_docstring(google.auth.credentials.Signing)
    def signer_email(self):
        return self._issuer

    @property
    @_helpers.copy_docstring(google.auth.credentials.Signing)
    def signer(self):
        return self._signer





          

      

      

    

  

    
      
          
            
  Source code for google.auth.transport

# Copyright 2016 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Transport - HTTP client library support.

:mod:`google.auth` is designed to work with various HTTP client libraries such
as urllib3 and requests. In order to work across these libraries with different
interfaces some abstraction is needed.

This module provides two interfaces that are implemented by transport adapters
to support HTTP libraries. :class:`Request` defines the interface expected by
:mod:`google.auth` to make requests. :class:`Response` defines the interface
for the return value of :class:`Request`.
"""

import abc

import six
from six.moves import http_client

DEFAULT_REFRESH_STATUS_CODES = (http_client.UNAUTHORIZED,)
"""Sequence[int]:  Which HTTP status code indicate that credentials should be
refreshed and a request should be retried.
"""

DEFAULT_MAX_REFRESH_ATTEMPTS = 2
"""int: How many times to refresh the credentials and retry a request."""


[docs]@six.add_metaclass(abc.ABCMeta)
class Response(object):
    """HTTP Response data."""

    @abc.abstractproperty
    def status(self):
        """int: The HTTP status code."""
        raise NotImplementedError("status must be implemented.")

    @abc.abstractproperty
    def headers(self):
        """Mapping[str, str]: The HTTP response headers."""
        raise NotImplementedError("headers must be implemented.")

    @abc.abstractproperty
    def data(self):
        """bytes: The response body."""
        raise NotImplementedError("data must be implemented.")



[docs]@six.add_metaclass(abc.ABCMeta)
class Request(object):
    """Interface for a callable that makes HTTP requests.

    Specific transport implementations should provide an implementation of
    this that adapts their specific request / response API.

    .. automethod:: __call__
    """

[docs]    @abc.abstractmethod
    def __call__(
        self, url, method="GET", body=None, headers=None, timeout=None, **kwargs
    ):
        """Make an HTTP request.

        Args:
            url (str): The URI to be requested.
            method (str): The HTTP method to use for the request. Defaults
                to 'GET'.
            body (bytes): The payload / body in HTTP request.
            headers (Mapping[str, str]): Request headers.
            timeout (Optional[int]): The number of seconds to wait for a
                response from the server. If not specified or if None, the
                transport-specific default timeout will be used.
            kwargs: Additionally arguments passed on to the transport's
                request method.

        Returns:
            Response: The HTTP response.

        Raises:
            google.auth.exceptions.TransportError: If any exception occurred.
        """
        # pylint: disable=redundant-returns-doc, missing-raises-doc
        # (pylint doesn't play well with abstract docstrings.)
        raise NotImplementedError("__call__ must be implemented.")






          

      

      

    

  

    
      
          
            
  Source code for google.auth.compute_engine.credentials

# Copyright 2016 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Google Compute Engine credentials.

This module provides authentication for an application running on Google
Compute Engine using the Compute Engine metadata server.

"""

import datetime

import six

from google.auth import _helpers
from google.auth import credentials
from google.auth import exceptions
from google.auth import iam
from google.auth import jwt
from google.auth.compute_engine import _metadata
from google.oauth2 import _client


[docs]class Credentials(credentials.Scoped, credentials.CredentialsWithQuotaProject):
    """Compute Engine Credentials.

    These credentials use the Google Compute Engine metadata server to obtain
    OAuth 2.0 access tokens associated with the instance's service account,
    and are also used for Cloud Run, Flex and App Engine (except for the Python
    2.7 runtime).

    For more information about Compute Engine authentication, including how
    to configure scopes, see the `Compute Engine authentication
    documentation`_.

    .. note:: On Compute Engine the metadata server ignores requested scopes.
        On Cloud Run, Flex and App Engine the server honours requested scopes.

    .. _Compute Engine authentication documentation:
        https://cloud.google.com/compute/docs/authentication#using
    """

    def __init__(
        self,
        service_account_email="default",
        quota_project_id=None,
        scopes=None,
        default_scopes=None,
    ):
        """
        Args:
            service_account_email (str): The service account email to use, or
                'default'. A Compute Engine instance may have multiple service
                accounts.
            quota_project_id (Optional[str]): The project ID used for quota and
                billing.
            scopes (Optional[Sequence[str]]): The list of scopes for the credentials.
            default_scopes (Optional[Sequence[str]]): Default scopes passed by a
                Google client library. Use 'scopes' for user-defined scopes.
        """
        super(Credentials, self).__init__()
        self._service_account_email = service_account_email
        self._quota_project_id = quota_project_id
        self._scopes = scopes
        self._default_scopes = default_scopes

    def _retrieve_info(self, request):
        """Retrieve information about the service account.

        Updates the scopes and retrieves the full service account email.

        Args:
            request (google.auth.transport.Request): The object used to make
                HTTP requests.
        """
        info = _metadata.get_service_account_info(
            request, service_account=self._service_account_email
        )

        self._service_account_email = info["email"]

        # Don't override scopes requested by the user.
        if self._scopes is None:
            self._scopes = info["scopes"]

[docs]    def refresh(self, request):
        """Refresh the access token and scopes.

        Args:
            request (google.auth.transport.Request): The object used to make
                HTTP requests.

        Raises:
            google.auth.exceptions.RefreshError: If the Compute Engine metadata
                service can't be reached if if the instance has not
                credentials.
        """
        scopes = self._scopes if self._scopes is not None else self._default_scopes
        try:
            self._retrieve_info(request)
            self.token, self.expiry = _metadata.get_service_account_token(
                request, service_account=self._service_account_email, scopes=scopes
            )
        except exceptions.TransportError as caught_exc:
            new_exc = exceptions.RefreshError(caught_exc)
            six.raise_from(new_exc, caught_exc)


    @property
    def service_account_email(self):
        """The service account email.

        .. note:: This is not guaranteed to be set until :meth:`refresh` has been
            called.
        """
        return self._service_account_email

    @property
    def requires_scopes(self):
        return not self._scopes

[docs]    @_helpers.copy_docstring(credentials.CredentialsWithQuotaProject)
    def with_quota_project(self, quota_project_id):
        return self.__class__(
            service_account_email=self._service_account_email,
            quota_project_id=quota_project_id,
            scopes=self._scopes,
        )


[docs]    @_helpers.copy_docstring(credentials.Scoped)
    def with_scopes(self, scopes, default_scopes=None):
        # Compute Engine credentials can not be scoped (the metadata service
        # ignores the scopes parameter). App Engine, Cloud Run and Flex support
        # requesting scopes.
        return self.__class__(
            scopes=scopes,
            default_scopes=default_scopes,
            service_account_email=self._service_account_email,
            quota_project_id=self._quota_project_id,
        )




_DEFAULT_TOKEN_LIFETIME_SECS = 3600  # 1 hour in seconds
_DEFAULT_TOKEN_URI = "https://www.googleapis.com/oauth2/v4/token"


[docs]class IDTokenCredentials(credentials.CredentialsWithQuotaProject, credentials.Signing):
    """Open ID Connect ID Token-based service account credentials.

    These credentials relies on the default service account of a GCE instance.

    ID token can be requested from `GCE metadata server identity endpoint`_, IAM
    token endpoint or other token endpoints you specify. If metadata server
    identity endpoint is not used, the GCE instance must have been started with
    a service account that has access to the IAM Cloud API.

    .. _GCE metadata server identity endpoint:
        https://cloud.google.com/compute/docs/instances/verifying-instance-identity
    """

    def __init__(
        self,
        request,
        target_audience,
        token_uri=None,
        additional_claims=None,
        service_account_email=None,
        signer=None,
        use_metadata_identity_endpoint=False,
        quota_project_id=None,
    ):
        """
        Args:
            request (google.auth.transport.Request): The object used to make
                HTTP requests.
            target_audience (str): The intended audience for these credentials,
                used when requesting the ID Token. The ID Token's ``aud`` claim
                will be set to this string.
            token_uri (str): The OAuth 2.0 Token URI.
            additional_claims (Mapping[str, str]): Any additional claims for
                the JWT assertion used in the authorization grant.
            service_account_email (str): Optional explicit service account to
                use to sign JWT tokens.
                By default, this is the default GCE service account.
            signer (google.auth.crypt.Signer): The signer used to sign JWTs.
                In case the signer is specified, the request argument will be
                ignored.
            use_metadata_identity_endpoint (bool): Whether to use GCE metadata
                identity endpoint. For backward compatibility the default value
                is False. If set to True, ``token_uri``, ``additional_claims``,
                ``service_account_email``, ``signer`` argument should not be set;
                otherwise ValueError will be raised.
            quota_project_id (Optional[str]): The project ID used for quota and
                billing.

        Raises:
            ValueError:
                If ``use_metadata_identity_endpoint`` is set to True, and one of
                ``token_uri``, ``additional_claims``, ``service_account_email``,
                 ``signer`` arguments is set.
        """
        super(IDTokenCredentials, self).__init__()

        self._quota_project_id = quota_project_id
        self._use_metadata_identity_endpoint = use_metadata_identity_endpoint
        self._target_audience = target_audience

        if use_metadata_identity_endpoint:
            if token_uri or additional_claims or service_account_email or signer:
                raise ValueError(
                    "If use_metadata_identity_endpoint is set, token_uri, "
                    "additional_claims, service_account_email, signer arguments"
                    " must not be set"
                )
            self._token_uri = None
            self._additional_claims = None
            self._signer = None

        if service_account_email is None:
            sa_info = _metadata.get_service_account_info(request)
            self._service_account_email = sa_info["email"]
        else:
            self._service_account_email = service_account_email

        if not use_metadata_identity_endpoint:
            if signer is None:
                signer = iam.Signer(
                    request=request,
                    credentials=Credentials(),
                    service_account_email=self._service_account_email,
                )
            self._signer = signer
            self._token_uri = token_uri or _DEFAULT_TOKEN_URI

            if additional_claims is not None:
                self._additional_claims = additional_claims
            else:
                self._additional_claims = {}

[docs]    def with_target_audience(self, target_audience):
        """Create a copy of these credentials with the specified target
        audience.
        Args:
            target_audience (str): The intended audience for these credentials,
            used when requesting the ID Token.
        Returns:
            google.auth.service_account.IDTokenCredentials: A new credentials
                instance.
        """
        # since the signer is already instantiated,
        # the request is not needed
        if self._use_metadata_identity_endpoint:
            return self.__class__(
                None,
                target_audience=target_audience,
                use_metadata_identity_endpoint=True,
                quota_project_id=self._quota_project_id,
            )
        else:
            return self.__class__(
                None,
                service_account_email=self._service_account_email,
                token_uri=self._token_uri,
                target_audience=target_audience,
                additional_claims=self._additional_claims.copy(),
                signer=self.signer,
                use_metadata_identity_endpoint=False,
                quota_project_id=self._quota_project_id,
            )


[docs]    @_helpers.copy_docstring(credentials.CredentialsWithQuotaProject)
    def with_quota_project(self, quota_project_id):

        # since the signer is already instantiated,
        # the request is not needed
        if self._use_metadata_identity_endpoint:
            return self.__class__(
                None,
                target_audience=self._target_audience,
                use_metadata_identity_endpoint=True,
                quota_project_id=quota_project_id,
            )
        else:
            return self.__class__(
                None,
                service_account_email=self._service_account_email,
                token_uri=self._token_uri,
                target_audience=self._target_audience,
                additional_claims=self._additional_claims.copy(),
                signer=self.signer,
                use_metadata_identity_endpoint=False,
                quota_project_id=quota_project_id,
            )


    def _make_authorization_grant_assertion(self):
        """Create the OAuth 2.0 assertion.
        This assertion is used during the OAuth 2.0 grant to acquire an
        ID token.
        Returns:
            bytes: The authorization grant assertion.
        """
        now = _helpers.utcnow()
        lifetime = datetime.timedelta(seconds=_DEFAULT_TOKEN_LIFETIME_SECS)
        expiry = now + lifetime

        payload = {
            "iat": _helpers.datetime_to_secs(now),
            "exp": _helpers.datetime_to_secs(expiry),
            # The issuer must be the service account email.
            "iss": self.service_account_email,
            # The audience must be the auth token endpoint's URI
            "aud": self._token_uri,
            # The target audience specifies which service the ID token is
            # intended for.
            "target_audience": self._target_audience,
        }

        payload.update(self._additional_claims)

        token = jwt.encode(self._signer, payload)

        return token

    def _call_metadata_identity_endpoint(self, request):
        """Request ID token from metadata identity endpoint.

        Args:
            request (google.auth.transport.Request): The object used to make
                HTTP requests.

        Returns:
            Tuple[str, datetime.datetime]: The ID token and the expiry of the ID token.

        Raises:
            google.auth.exceptions.RefreshError: If the Compute Engine metadata
                service can't be reached or if the instance has no credentials.
            ValueError: If extracting expiry from the obtained ID token fails.
        """
        try:
            path = "instance/service-accounts/default/identity"
            params = {"audience": self._target_audience, "format": "full"}
            id_token = _metadata.get(request, path, params=params)
        except exceptions.TransportError as caught_exc:
            new_exc = exceptions.RefreshError(caught_exc)
            six.raise_from(new_exc, caught_exc)

        _, payload, _, _ = jwt._unverified_decode(id_token)
        return id_token, datetime.datetime.fromtimestamp(payload["exp"])

[docs]    def refresh(self, request):
        """Refreshes the ID token.

        Args:
            request (google.auth.transport.Request): The object used to make
                HTTP requests.

        Raises:
            google.auth.exceptions.RefreshError: If the credentials could
                not be refreshed.
            ValueError: If extracting expiry from the obtained ID token fails.
        """
        if self._use_metadata_identity_endpoint:
            self.token, self.expiry = self._call_metadata_identity_endpoint(request)
        else:
            assertion = self._make_authorization_grant_assertion()
            access_token, expiry, _ = _client.id_token_jwt_grant(
                request, self._token_uri, assertion
            )
            self.token = access_token
            self.expiry = expiry


    @property
    @_helpers.copy_docstring(credentials.Signing)
    def signer(self):
        return self._signer

[docs]    def sign_bytes(self, message):
        """Signs the given message.

        Args:
            message (bytes): The message to sign.

        Returns:
            bytes: The message's cryptographic signature.

        Raises:
            ValueError:
                Signer is not available if metadata identity endpoint is used.
        """
        if self._use_metadata_identity_endpoint:
            raise ValueError(
                "Signer is not available if metadata identity endpoint is used"
            )
        return self._signer.sign(message)


    @property
    def service_account_email(self):
        """The service account email."""
        return self._service_account_email

    @property
    def signer_email(self):
        return self._service_account_email





          

      

      

    

  

    
      
          
            
  Source code for google.auth.crypt._cryptography_rsa

# Copyright 2017 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""RSA verifier and signer that use the ``cryptography`` library.

This is a much faster implementation than the default (in
``google.auth.crypt._python_rsa``), which depends on the pure-Python
``rsa`` library.
"""

import cryptography.exceptions
from cryptography.hazmat import backends
from cryptography.hazmat.primitives import hashes
from cryptography.hazmat.primitives import serialization
from cryptography.hazmat.primitives.asymmetric import padding
import cryptography.x509

from google.auth import _helpers
from google.auth.crypt import base

_CERTIFICATE_MARKER = b"-----BEGIN CERTIFICATE-----"
_BACKEND = backends.default_backend()
_PADDING = padding.PKCS1v15()
_SHA256 = hashes.SHA256()


[docs]class RSAVerifier(base.Verifier):
    """Verifies RSA cryptographic signatures using public keys.

    Args:
        public_key (
                cryptography.hazmat.primitives.asymmetric.rsa.RSAPublicKey):
            The public key used to verify signatures.
    """

    def __init__(self, public_key):
        self._pubkey = public_key

[docs]    @_helpers.copy_docstring(base.Verifier)
    def verify(self, message, signature):
        message = _helpers.to_bytes(message)
        try:
            self._pubkey.verify(signature, message, _PADDING, _SHA256)
            return True
        except (ValueError, cryptography.exceptions.InvalidSignature):
            return False


[docs]    @classmethod
    def from_string(cls, public_key):
        """Construct an Verifier instance from a public key or public
        certificate string.

        Args:
            public_key (Union[str, bytes]): The public key in PEM format or the
                x509 public key certificate.

        Returns:
            Verifier: The constructed verifier.

        Raises:
            ValueError: If the public key can't be parsed.
        """
        public_key_data = _helpers.to_bytes(public_key)

        if _CERTIFICATE_MARKER in public_key_data:
            cert = cryptography.x509.load_pem_x509_certificate(
                public_key_data, _BACKEND
            )
            pubkey = cert.public_key()

        else:
            pubkey = serialization.load_pem_public_key(public_key_data, _BACKEND)

        return cls(pubkey)




[docs]class RSASigner(base.Signer, base.FromServiceAccountMixin):
    """Signs messages with an RSA private key.

    Args:
        private_key (
                cryptography.hazmat.primitives.asymmetric.rsa.RSAPrivateKey):
            The private key to sign with.
        key_id (str): Optional key ID used to identify this private key. This
            can be useful to associate the private key with its associated
            public key or certificate.
    """

    def __init__(self, private_key, key_id=None):
        self._key = private_key
        self._key_id = key_id

    @property
    @_helpers.copy_docstring(base.Signer)
    def key_id(self):
        return self._key_id

[docs]    @_helpers.copy_docstring(base.Signer)
    def sign(self, message):
        message = _helpers.to_bytes(message)
        return self._key.sign(message, _PADDING, _SHA256)


[docs]    @classmethod
    def from_string(cls, key, key_id=None):
        """Construct a RSASigner from a private key in PEM format.

        Args:
            key (Union[bytes, str]): Private key in PEM format.
            key_id (str): An optional key id used to identify the private key.

        Returns:
            google.auth.crypt._cryptography_rsa.RSASigner: The
            constructed signer.

        Raises:
            ValueError: If ``key`` is not ``bytes`` or ``str`` (unicode).
            UnicodeDecodeError: If ``key`` is ``bytes`` but cannot be decoded
                into a UTF-8 ``str``.
            ValueError: If ``cryptography`` "Could not deserialize key data."
        """
        key = _helpers.to_bytes(key)
        private_key = serialization.load_pem_private_key(
            key, password=None, backend=_BACKEND
        )
        return cls(private_key, key_id=key_id)






          

      

      

    

  

    
      
          
            
  Source code for google.auth.crypt.base

# Copyright 2016 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Base classes for cryptographic signers and verifiers."""

import abc
import io
import json

import six


_JSON_FILE_PRIVATE_KEY = "private_key"
_JSON_FILE_PRIVATE_KEY_ID = "private_key_id"


[docs]@six.add_metaclass(abc.ABCMeta)
class Verifier(object):
    """Abstract base class for crytographic signature verifiers."""

[docs]    @abc.abstractmethod
    def verify(self, message, signature):
        """Verifies a message against a cryptographic signature.

        Args:
            message (Union[str, bytes]): The message to verify.
            signature (Union[str, bytes]): The cryptography signature to check.

        Returns:
            bool: True if message was signed by the private key associated
            with the public key that this object was constructed with.
        """
        # pylint: disable=missing-raises-doc,redundant-returns-doc
        # (pylint doesn't recognize that this is abstract)
        raise NotImplementedError("Verify must be implemented")




[docs]@six.add_metaclass(abc.ABCMeta)
class Signer(object):
    """Abstract base class for cryptographic signers."""

    @abc.abstractproperty
    def key_id(self):
        """Optional[str]: The key ID used to identify this private key."""
        raise NotImplementedError("Key id must be implemented")

[docs]    @abc.abstractmethod
    def sign(self, message):
        """Signs a message.

        Args:
            message (Union[str, bytes]): The message to be signed.

        Returns:
            bytes: The signature of the message.
        """
        # pylint: disable=missing-raises-doc,redundant-returns-doc
        # (pylint doesn't recognize that this is abstract)
        raise NotImplementedError("Sign must be implemented")




[docs]@six.add_metaclass(abc.ABCMeta)
class FromServiceAccountMixin(object):
    """Mix-in to enable factory constructors for a Signer."""

[docs]    @abc.abstractmethod
    def from_string(cls, key, key_id=None):
        """Construct an Signer instance from a private key string.

        Args:
            key (str): Private key as a string.
            key_id (str): An optional key id used to identify the private key.

        Returns:
            google.auth.crypt.Signer: The constructed signer.

        Raises:
            ValueError: If the key cannot be parsed.
        """
        raise NotImplementedError("from_string must be implemented")


[docs]    @classmethod
    def from_service_account_info(cls, info):
        """Creates a Signer instance instance from a dictionary containing
        service account info in Google format.

        Args:
            info (Mapping[str, str]): The service account info in Google
                format.

        Returns:
            google.auth.crypt.Signer: The constructed signer.

        Raises:
            ValueError: If the info is not in the expected format.
        """
        if _JSON_FILE_PRIVATE_KEY not in info:
            raise ValueError(
                "The private_key field was not found in the service account " "info."
            )

        return cls.from_string(
            info[_JSON_FILE_PRIVATE_KEY], info.get(_JSON_FILE_PRIVATE_KEY_ID)
        )


[docs]    @classmethod
    def from_service_account_file(cls, filename):
        """Creates a Signer instance from a service account .json file
        in Google format.

        Args:
            filename (str): The path to the service account .json file.

        Returns:
            google.auth.crypt.Signer: The constructed signer.
        """
        with io.open(filename, "r", encoding="utf-8") as json_file:
            data = json.load(json_file)

        return cls.from_service_account_info(data)






          

      

      

    

  

    
      
          
            
  Source code for google.auth.crypt.es256

# Copyright 2017 Google Inc.
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""ECDSA (ES256) verifier and signer that use the ``cryptography`` library.
"""

from cryptography import utils
import cryptography.exceptions
from cryptography.hazmat import backends
from cryptography.hazmat.primitives import hashes
from cryptography.hazmat.primitives import serialization
from cryptography.hazmat.primitives.asymmetric import ec
from cryptography.hazmat.primitives.asymmetric import padding
from cryptography.hazmat.primitives.asymmetric.utils import decode_dss_signature
from cryptography.hazmat.primitives.asymmetric.utils import encode_dss_signature
import cryptography.x509

from google.auth import _helpers
from google.auth.crypt import base


_CERTIFICATE_MARKER = b"-----BEGIN CERTIFICATE-----"
_BACKEND = backends.default_backend()
_PADDING = padding.PKCS1v15()


[docs]class ES256Verifier(base.Verifier):
    """Verifies ECDSA cryptographic signatures using public keys.

    Args:
        public_key (
                cryptography.hazmat.primitives.asymmetric.ec.ECDSAPublicKey):
            The public key used to verify signatures.
    """

    def __init__(self, public_key):
        self._pubkey = public_key

[docs]    @_helpers.copy_docstring(base.Verifier)
    def verify(self, message, signature):
        # First convert (r||s) raw signature to ASN1 encoded signature.
        sig_bytes = _helpers.to_bytes(signature)
        if len(sig_bytes) != 64:
            return False
        r = utils.int_from_bytes(sig_bytes[:32], byteorder="big")
        s = utils.int_from_bytes(sig_bytes[32:], byteorder="big")
        asn1_sig = encode_dss_signature(r, s)

        message = _helpers.to_bytes(message)
        try:
            self._pubkey.verify(asn1_sig, message, ec.ECDSA(hashes.SHA256()))
            return True
        except (ValueError, cryptography.exceptions.InvalidSignature):
            return False


[docs]    @classmethod
    def from_string(cls, public_key):
        """Construct an Verifier instance from a public key or public
        certificate string.

        Args:
            public_key (Union[str, bytes]): The public key in PEM format or the
                x509 public key certificate.

        Returns:
            Verifier: The constructed verifier.

        Raises:
            ValueError: If the public key can't be parsed.
        """
        public_key_data = _helpers.to_bytes(public_key)

        if _CERTIFICATE_MARKER in public_key_data:
            cert = cryptography.x509.load_pem_x509_certificate(
                public_key_data, _BACKEND
            )
            pubkey = cert.public_key()

        else:
            pubkey = serialization.load_pem_public_key(public_key_data, _BACKEND)

        return cls(pubkey)




[docs]class ES256Signer(base.Signer, base.FromServiceAccountMixin):
    """Signs messages with an ECDSA private key.

    Args:
        private_key (
                cryptography.hazmat.primitives.asymmetric.ec.ECDSAPrivateKey):
            The private key to sign with.
        key_id (str): Optional key ID used to identify this private key. This
            can be useful to associate the private key with its associated
            public key or certificate.
    """

    def __init__(self, private_key, key_id=None):
        self._key = private_key
        self._key_id = key_id

    @property
    @_helpers.copy_docstring(base.Signer)
    def key_id(self):
        return self._key_id

[docs]    @_helpers.copy_docstring(base.Signer)
    def sign(self, message):
        message = _helpers.to_bytes(message)
        asn1_signature = self._key.sign(message, ec.ECDSA(hashes.SHA256()))

        # Convert ASN1 encoded signature to (r||s) raw signature.
        (r, s) = decode_dss_signature(asn1_signature)
        return utils.int_to_bytes(r, 32) + utils.int_to_bytes(s, 32)


[docs]    @classmethod
    def from_string(cls, key, key_id=None):
        """Construct a RSASigner from a private key in PEM format.

        Args:
            key (Union[bytes, str]): Private key in PEM format.
            key_id (str): An optional key id used to identify the private key.

        Returns:
            google.auth.crypt._cryptography_rsa.RSASigner: The
            constructed signer.

        Raises:
            ValueError: If ``key`` is not ``bytes`` or ``str`` (unicode).
            UnicodeDecodeError: If ``key`` is ``bytes`` but cannot be decoded
                into a UTF-8 ``str``.
            ValueError: If ``cryptography`` "Could not deserialize key data."
        """
        key = _helpers.to_bytes(key)
        private_key = serialization.load_pem_private_key(
            key, password=None, backend=_BACKEND
        )
        return cls(private_key, key_id=key_id)






          

      

      

    

  

    
      
          
            
  Source code for google.auth.transport.grpc

# Copyright 2016 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Authorization support for gRPC."""

from __future__ import absolute_import

import logging
import os

import six

from google.auth import environment_vars
from google.auth import exceptions
from google.auth.transport import _mtls_helper
from google.oauth2 import service_account

try:
    import grpc
except ImportError as caught_exc:  # pragma: NO COVER
    six.raise_from(
        ImportError(
            "gRPC is not installed, please install the grpcio package "
            "to use the gRPC transport."
        ),
        caught_exc,
    )

_LOGGER = logging.getLogger(__name__)


[docs]class AuthMetadataPlugin(grpc.AuthMetadataPlugin):
    """A `gRPC AuthMetadataPlugin`_ that inserts the credentials into each
    request.

    .. _gRPC AuthMetadataPlugin:
        http://www.grpc.io/grpc/python/grpc.html#grpc.AuthMetadataPlugin

    Args:
        credentials (google.auth.credentials.Credentials): The credentials to
            add to requests.
        request (google.auth.transport.Request): A HTTP transport request
            object used to refresh credentials as needed.
        default_host (Optional[str]): A host like "pubsub.googleapis.com".
            This is used when a self-signed JWT is created from service
            account credentials.
    """

    def __init__(self, credentials, request, default_host=None):
        # pylint: disable=no-value-for-parameter
        # pylint doesn't realize that the super method takes no arguments
        # because this class is the same name as the superclass.
        super(AuthMetadataPlugin, self).__init__()
        self._credentials = credentials
        self._request = request
        self._default_host = default_host

    def _get_authorization_headers(self, context):
        """Gets the authorization headers for a request.

        Returns:
            Sequence[Tuple[str, str]]: A list of request headers (key, value)
                to add to the request.
        """
        headers = {}

        # https://google.aip.dev/auth/4111
        # Attempt to use self-signed JWTs when a service account is used.
        # A default host must be explicitly provided since it cannot always
        # be determined from the context.service_url.
        if (
            isinstance(self._credentials, service_account.Credentials)
            and self._default_host
        ):
            self._credentials._create_self_signed_jwt(
                "https://{}/".format(self._default_host)
            )

        self._credentials.before_request(
            self._request, context.method_name, context.service_url, headers
        )

        return list(six.iteritems(headers))

    def __call__(self, context, callback):
        """Passes authorization metadata into the given callback.

        Args:
            context (grpc.AuthMetadataContext): The RPC context.
            callback (grpc.AuthMetadataPluginCallback): The callback that will
                be invoked to pass in the authorization metadata.
        """
        callback(self._get_authorization_headers(context), None)



[docs]def secure_authorized_channel(
    credentials,
    request,
    target,
    ssl_credentials=None,
    client_cert_callback=None,
    **kwargs
):
    """Creates a secure authorized gRPC channel.

    This creates a channel with SSL and :class:`AuthMetadataPlugin`. This
    channel can be used to create a stub that can make authorized requests.
    Users can configure client certificate or rely on device certificates to
    establish a mutual TLS channel, if the `GOOGLE_API_USE_CLIENT_CERTIFICATE`
    variable is explicitly set to `true`.

    Example::

        import google.auth
        import google.auth.transport.grpc
        import google.auth.transport.requests
        from google.cloud.speech.v1 import cloud_speech_pb2

        # Get credentials.
        credentials, _ = google.auth.default()

        # Get an HTTP request function to refresh credentials.
        request = google.auth.transport.requests.Request()

        # Create a channel.
        channel = google.auth.transport.grpc.secure_authorized_channel(
            credentials, regular_endpoint, request,
            ssl_credentials=grpc.ssl_channel_credentials())

        # Use the channel to create a stub.
        cloud_speech.create_Speech_stub(channel)

    Usage:

    There are actually a couple of options to create a channel, depending on if
    you want to create a regular or mutual TLS channel.

    First let's list the endpoints (regular vs mutual TLS) to choose from::

        regular_endpoint = 'speech.googleapis.com:443'
        mtls_endpoint = 'speech.mtls.googleapis.com:443'

    Option 1: create a regular (non-mutual) TLS channel by explicitly setting
    the ssl_credentials::

        regular_ssl_credentials = grpc.ssl_channel_credentials()

        channel = google.auth.transport.grpc.secure_authorized_channel(
            credentials, regular_endpoint, request,
            ssl_credentials=regular_ssl_credentials)

    Option 2: create a mutual TLS channel by calling a callback which returns
    the client side certificate and the key (Note that
    `GOOGLE_API_USE_CLIENT_CERTIFICATE` environment variable must be explicitly
    set to `true`)::

        def my_client_cert_callback():
            code_to_load_client_cert_and_key()
            if loaded:
                return (pem_cert_bytes, pem_key_bytes)
            raise MyClientCertFailureException()

        try:
            channel = google.auth.transport.grpc.secure_authorized_channel(
                credentials, mtls_endpoint, request,
                client_cert_callback=my_client_cert_callback)
        except MyClientCertFailureException:
            # handle the exception

    Option 3: use application default SSL credentials. It searches and uses
    the command in a context aware metadata file, which is available on devices
    with endpoint verification support (Note that
    `GOOGLE_API_USE_CLIENT_CERTIFICATE` environment variable must be explicitly
    set to `true`).
    See https://cloud.google.com/endpoint-verification/docs/overview::

        try:
            default_ssl_credentials = SslCredentials()
        except:
            # Exception can be raised if the context aware metadata is malformed.
            # See :class:`SslCredentials` for the possible exceptions.

        # Choose the endpoint based on the SSL credentials type.
        if default_ssl_credentials.is_mtls:
            endpoint_to_use = mtls_endpoint
        else:
            endpoint_to_use = regular_endpoint
        channel = google.auth.transport.grpc.secure_authorized_channel(
            credentials, endpoint_to_use, request,
            ssl_credentials=default_ssl_credentials)

    Option 4: not setting ssl_credentials and client_cert_callback. For devices
    without endpoint verification support or `GOOGLE_API_USE_CLIENT_CERTIFICATE`
    environment variable is not `true`, a regular TLS channel is created;
    otherwise, a mutual TLS channel is created, however, the call should be
    wrapped in a try/except block in case of malformed context aware metadata.

    The following code uses regular_endpoint, it works the same no matter the
    created channle is regular or mutual TLS. Regular endpoint ignores client
    certificate and key::

        channel = google.auth.transport.grpc.secure_authorized_channel(
            credentials, regular_endpoint, request)

    The following code uses mtls_endpoint, if the created channle is regular,
    and API mtls_endpoint is confgured to require client SSL credentials, API
    calls using this channel will be rejected::

        channel = google.auth.transport.grpc.secure_authorized_channel(
            credentials, mtls_endpoint, request)

    Args:
        credentials (google.auth.credentials.Credentials): The credentials to
            add to requests.
        request (google.auth.transport.Request): A HTTP transport request
            object used to refresh credentials as needed. Even though gRPC
            is a separate transport, there's no way to refresh the credentials
            without using a standard http transport.
        target (str): The host and port of the service.
        ssl_credentials (grpc.ChannelCredentials): Optional SSL channel
            credentials. This can be used to specify different certificates.
            This argument is mutually exclusive with client_cert_callback;
            providing both will raise an exception.
            If ssl_credentials and client_cert_callback are None, application
            default SSL credentials are used if `GOOGLE_API_USE_CLIENT_CERTIFICATE`
            environment variable is explicitly set to `true`, otherwise one way TLS
            SSL credentials are used.
        client_cert_callback (Callable[[], (bytes, bytes)]): Optional
            callback function to obtain client certicate and key for mutual TLS
            connection. This argument is mutually exclusive with
            ssl_credentials; providing both will raise an exception.
            This argument does nothing unless `GOOGLE_API_USE_CLIENT_CERTIFICATE`
            environment variable is explicitly set to `true`.
        kwargs: Additional arguments to pass to :func:`grpc.secure_channel`.

    Returns:
        grpc.Channel: The created gRPC channel.

    Raises:
        google.auth.exceptions.MutualTLSChannelError: If mutual TLS channel
            creation failed for any reason.
    """
    # Create the metadata plugin for inserting the authorization header.
    metadata_plugin = AuthMetadataPlugin(credentials, request)

    # Create a set of grpc.CallCredentials using the metadata plugin.
    google_auth_credentials = grpc.metadata_call_credentials(metadata_plugin)

    if ssl_credentials and client_cert_callback:
        raise ValueError(
            "Received both ssl_credentials and client_cert_callback; "
            "these are mutually exclusive."
        )

    # If SSL credentials are not explicitly set, try client_cert_callback and ADC.
    if not ssl_credentials:
        use_client_cert = os.getenv(
            environment_vars.GOOGLE_API_USE_CLIENT_CERTIFICATE, "false"
        )
        if use_client_cert == "true" and client_cert_callback:
            # Use the callback if provided.
            cert, key = client_cert_callback()
            ssl_credentials = grpc.ssl_channel_credentials(
                certificate_chain=cert, private_key=key
            )
        elif use_client_cert == "true":
            # Use application default SSL credentials.
            adc_ssl_credentils = SslCredentials()
            ssl_credentials = adc_ssl_credentils.ssl_credentials
        else:
            ssl_credentials = grpc.ssl_channel_credentials()

    # Combine the ssl credentials and the authorization credentials.
    composite_credentials = grpc.composite_channel_credentials(
        ssl_credentials, google_auth_credentials
    )

    return grpc.secure_channel(target, composite_credentials, **kwargs)



[docs]class SslCredentials:
    """Class for application default SSL credentials.

    The behavior is controlled by `GOOGLE_API_USE_CLIENT_CERTIFICATE` environment
    variable whose default value is `false`. Client certificate will not be used
    unless the environment variable is explicitly set to `true`. See
    https://google.aip.dev/auth/4114

    If the environment variable is `true`, then for devices with endpoint verification
    support, a device certificate will be automatically loaded and mutual TLS will
    be established.
    See https://cloud.google.com/endpoint-verification/docs/overview.
    """

    def __init__(self):
        use_client_cert = os.getenv(
            environment_vars.GOOGLE_API_USE_CLIENT_CERTIFICATE, "false"
        )
        if use_client_cert != "true":
            self._is_mtls = False
        else:
            # Load client SSL credentials.
            metadata_path = _mtls_helper._check_dca_metadata_path(
                _mtls_helper.CONTEXT_AWARE_METADATA_PATH
            )
            self._is_mtls = metadata_path is not None

    @property
    def ssl_credentials(self):
        """Get the created SSL channel credentials.

        For devices with endpoint verification support, if the device certificate
        loading has any problems, corresponding exceptions will be raised. For
        a device without endpoint verification support, no exceptions will be
        raised.

        Returns:
            grpc.ChannelCredentials: The created grpc channel credentials.

        Raises:
            google.auth.exceptions.MutualTLSChannelError: If mutual TLS channel
                creation failed for any reason.
        """
        if self._is_mtls:
            try:
                _, cert, key, _ = _mtls_helper.get_client_ssl_credentials()
                self._ssl_credentials = grpc.ssl_channel_credentials(
                    certificate_chain=cert, private_key=key
                )
            except exceptions.ClientCertError as caught_exc:
                new_exc = exceptions.MutualTLSChannelError(caught_exc)
                six.raise_from(new_exc, caught_exc)
        else:
            self._ssl_credentials = grpc.ssl_channel_credentials()

        return self._ssl_credentials

    @property
    def is_mtls(self):
        """Indicates if the created SSL channel credentials is mutual TLS."""
        return self._is_mtls





          

      

      

    

  

    
      
          
            
  Source code for google.auth.transport.mtls

# Copyright 2020 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Utilites for mutual TLS."""

import six

from google.auth import exceptions
from google.auth.transport import _mtls_helper


[docs]def has_default_client_cert_source():
    """Check if default client SSL credentials exists on the device.

    Returns:
        bool: indicating if the default client cert source exists.
    """
    metadata_path = _mtls_helper._check_dca_metadata_path(
        _mtls_helper.CONTEXT_AWARE_METADATA_PATH
    )
    return metadata_path is not None



[docs]def default_client_cert_source():
    """Get a callback which returns the default client SSL credentials.

    Returns:
        Callable[[], [bytes, bytes]]: A callback which returns the default
            client certificate bytes and private key bytes, both in PEM format.

    Raises:
        google.auth.exceptions.DefaultClientCertSourceError: If the default
            client SSL credentials don't exist or are malformed.
    """
    if not has_default_client_cert_source():
        raise exceptions.MutualTLSChannelError(
            "Default client cert source doesn't exist"
        )

    def callback():
        try:
            _, cert_bytes, key_bytes = _mtls_helper.get_client_cert_and_key()
        except (OSError, RuntimeError, ValueError) as caught_exc:
            new_exc = exceptions.MutualTLSChannelError(caught_exc)
            six.raise_from(new_exc, caught_exc)

        return cert_bytes, key_bytes

    return callback



[docs]def default_client_encrypted_cert_source(cert_path, key_path):
    """Get a callback which returns the default encrpyted client SSL credentials.

    Args:
        cert_path (str): The cert file path. The default client certificate will
            be written to this file when the returned callback is called.
        key_path (str): The key file path. The default encrypted client key will
            be written to this file when the returned callback is called.

    Returns:
        Callable[[], [str, str, bytes]]: A callback which generates the default
            client certificate, encrpyted private key and passphrase. It writes
            the certificate and private key into the cert_path and key_path, and
            returns the cert_path, key_path and passphrase bytes.

    Raises:
        google.auth.exceptions.DefaultClientCertSourceError: If any problem
            occurs when loading or saving the client certificate and key.
    """
    if not has_default_client_cert_source():
        raise exceptions.MutualTLSChannelError(
            "Default client encrypted cert source doesn't exist"
        )

    def callback():
        try:
            (
                _,
                cert_bytes,
                key_bytes,
                passphrase_bytes,
            ) = _mtls_helper.get_client_ssl_credentials(generate_encrypted_key=True)
            with open(cert_path, "wb") as cert_file:
                cert_file.write(cert_bytes)
            with open(key_path, "wb") as key_file:
                key_file.write(key_bytes)
        except (exceptions.ClientCertError, OSError) as caught_exc:
            new_exc = exceptions.MutualTLSChannelError(caught_exc)
            six.raise_from(new_exc, caught_exc)

        return cert_path, key_path, passphrase_bytes

    return callback





          

      

      

    

  

    
      
          
            
  Source code for google.auth.transport.requests

# Copyright 2016 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Transport adapter for Requests."""

from __future__ import absolute_import

import functools
import logging
import numbers
import os
import time

try:
    import requests
except ImportError as caught_exc:  # pragma: NO COVER
    import six

    six.raise_from(
        ImportError(
            "The requests library is not installed, please install the "
            "requests package to use the requests transport."
        ),
        caught_exc,
    )
import requests.adapters  # pylint: disable=ungrouped-imports
import requests.exceptions  # pylint: disable=ungrouped-imports
from requests.packages.urllib3.util.ssl_ import (
    create_urllib3_context,
)  # pylint: disable=ungrouped-imports
import six  # pylint: disable=ungrouped-imports

from google.auth import environment_vars
from google.auth import exceptions
from google.auth import transport
import google.auth.transport._mtls_helper
from google.oauth2 import service_account

_LOGGER = logging.getLogger(__name__)

_DEFAULT_TIMEOUT = 120  # in seconds


class _Response(transport.Response):
    """Requests transport response adapter.

    Args:
        response (requests.Response): The raw Requests response.
    """

    def __init__(self, response):
        self._response = response

    @property
    def status(self):
        return self._response.status_code

    @property
    def headers(self):
        return self._response.headers

    @property
    def data(self):
        return self._response.content


[docs]class TimeoutGuard(object):
    """A context manager raising an error if the suite execution took too long.

    Args:
        timeout (Union[None, Union[float, Tuple[float, float]]]):
            The maximum number of seconds a suite can run without the context
            manager raising a timeout exception on exit. If passed as a tuple,
            the smaller of the values is taken as a timeout. If ``None``, a
            timeout error is never raised.
        timeout_error_type (Optional[Exception]):
            The type of the error to raise on timeout. Defaults to
            :class:`requests.exceptions.Timeout`.
    """

    def __init__(self, timeout, timeout_error_type=requests.exceptions.Timeout):
        self._timeout = timeout
        self.remaining_timeout = timeout
        self._timeout_error_type = timeout_error_type

    def __enter__(self):
        self._start = time.time()
        return self

    def __exit__(self, exc_type, exc_value, traceback):
        if exc_value:
            return  # let the error bubble up automatically

        if self._timeout is None:
            return  # nothing to do, the timeout was not specified

        elapsed = time.time() - self._start
        deadline_hit = False

        if isinstance(self._timeout, numbers.Number):
            self.remaining_timeout = self._timeout - elapsed
            deadline_hit = self.remaining_timeout <= 0
        else:
            self.remaining_timeout = tuple(x - elapsed for x in self._timeout)
            deadline_hit = min(self.remaining_timeout) <= 0

        if deadline_hit:
            raise self._timeout_error_type()



[docs]class Request(transport.Request):
    """Requests request adapter.

    This class is used internally for making requests using various transports
    in a consistent way. If you use :class:`AuthorizedSession` you do not need
    to construct or use this class directly.

    This class can be useful if you want to manually refresh a
    :class:`~google.auth.credentials.Credentials` instance::

        import google.auth.transport.requests
        import requests

        request = google.auth.transport.requests.Request()

        credentials.refresh(request)

    Args:
        session (requests.Session): An instance :class:`requests.Session` used
            to make HTTP requests. If not specified, a session will be created.

    .. automethod:: __call__
    """

    def __init__(self, session=None):
        if not session:
            session = requests.Session()

        self.session = session

[docs]    def __call__(
        self,
        url,
        method="GET",
        body=None,
        headers=None,
        timeout=_DEFAULT_TIMEOUT,
        **kwargs
    ):
        """Make an HTTP request using requests.

        Args:
            url (str): The URI to be requested.
            method (str): The HTTP method to use for the request. Defaults
                to 'GET'.
            body (bytes): The payload or body in HTTP request.
            headers (Mapping[str, str]): Request headers.
            timeout (Optional[int]): The number of seconds to wait for a
                response from the server. If not specified or if None, the
                requests default timeout will be used.
            kwargs: Additional arguments passed through to the underlying
                requests :meth:`~requests.Session.request` method.

        Returns:
            google.auth.transport.Response: The HTTP response.

        Raises:
            google.auth.exceptions.TransportError: If any exception occurred.
        """
        try:
            _LOGGER.debug("Making request: %s %s", method, url)
            response = self.session.request(
                method, url, data=body, headers=headers, timeout=timeout, **kwargs
            )
            return _Response(response)
        except requests.exceptions.RequestException as caught_exc:
            new_exc = exceptions.TransportError(caught_exc)
            six.raise_from(new_exc, caught_exc)




class _MutualTlsAdapter(requests.adapters.HTTPAdapter):
    """
    A TransportAdapter that enables mutual TLS.

    Args:
        cert (bytes): client certificate in PEM format
        key (bytes): client private key in PEM format

    Raises:
        ImportError: if certifi or pyOpenSSL is not installed
        OpenSSL.crypto.Error: if client cert or key is invalid
    """

    def __init__(self, cert, key):
        import certifi
        from OpenSSL import crypto
        import urllib3.contrib.pyopenssl

        urllib3.contrib.pyopenssl.inject_into_urllib3()

        pkey = crypto.load_privatekey(crypto.FILETYPE_PEM, key)
        x509 = crypto.load_certificate(crypto.FILETYPE_PEM, cert)

        ctx_poolmanager = create_urllib3_context()
        ctx_poolmanager.load_verify_locations(cafile=certifi.where())
        ctx_poolmanager._ctx.use_certificate(x509)
        ctx_poolmanager._ctx.use_privatekey(pkey)
        self._ctx_poolmanager = ctx_poolmanager

        ctx_proxymanager = create_urllib3_context()
        ctx_proxymanager.load_verify_locations(cafile=certifi.where())
        ctx_proxymanager._ctx.use_certificate(x509)
        ctx_proxymanager._ctx.use_privatekey(pkey)
        self._ctx_proxymanager = ctx_proxymanager

        super(_MutualTlsAdapter, self).__init__()

    def init_poolmanager(self, *args, **kwargs):
        kwargs["ssl_context"] = self._ctx_poolmanager
        super(_MutualTlsAdapter, self).init_poolmanager(*args, **kwargs)

    def proxy_manager_for(self, *args, **kwargs):
        kwargs["ssl_context"] = self._ctx_proxymanager
        return super(_MutualTlsAdapter, self).proxy_manager_for(*args, **kwargs)


[docs]class AuthorizedSession(requests.Session):
    """A Requests Session class with credentials.

    This class is used to perform requests to API endpoints that require
    authorization::

        from google.auth.transport.requests import AuthorizedSession

        authed_session = AuthorizedSession(credentials)

        response = authed_session.request(
            'GET', 'https://www.googleapis.com/storage/v1/b')


    The underlying :meth:`request` implementation handles adding the
    credentials' headers to the request and refreshing credentials as needed.

    This class also supports mutual TLS via :meth:`configure_mtls_channel`
    method. In order to use this method, the `GOOGLE_API_USE_CLIENT_CERTIFICATE`
    environment variable must be explicitly set to ``true``, otherwise it does
    nothing. Assume the environment is set to ``true``, the method behaves in the
    following manner:

    If client_cert_callback is provided, client certificate and private
    key are loaded using the callback; if client_cert_callback is None,
    application default SSL credentials will be used. Exceptions are raised if
    there are problems with the certificate, private key, or the loading process,
    so it should be called within a try/except block.

    First we set the environment variable to ``true``, then create an :class:`AuthorizedSession`
    instance and specify the endpoints::

        regular_endpoint = 'https://pubsub.googleapis.com/v1/projects/{my_project_id}/topics'
        mtls_endpoint = 'https://pubsub.mtls.googleapis.com/v1/projects/{my_project_id}/topics'

        authed_session = AuthorizedSession(credentials)

    Now we can pass a callback to :meth:`configure_mtls_channel`::

        def my_cert_callback():
            # some code to load client cert bytes and private key bytes, both in
            # PEM format.
            some_code_to_load_client_cert_and_key()
            if loaded:
                return cert, key
            raise MyClientCertFailureException()

        # Always call configure_mtls_channel within a try/except block.
        try:
            authed_session.configure_mtls_channel(my_cert_callback)
        except:
            # handle exceptions.

        if authed_session.is_mtls:
            response = authed_session.request('GET', mtls_endpoint)
        else:
            response = authed_session.request('GET', regular_endpoint)


    You can alternatively use application default SSL credentials like this::

        try:
            authed_session.configure_mtls_channel()
        except:
            # handle exceptions.

    Args:
        credentials (google.auth.credentials.Credentials): The credentials to
            add to the request.
        refresh_status_codes (Sequence[int]): Which HTTP status codes indicate
            that credentials should be refreshed and the request should be
            retried.
        max_refresh_attempts (int): The maximum number of times to attempt to
            refresh the credentials and retry the request.
        refresh_timeout (Optional[int]): The timeout value in seconds for
            credential refresh HTTP requests.
        auth_request (google.auth.transport.requests.Request):
            (Optional) An instance of
            :class:`~google.auth.transport.requests.Request` used when
            refreshing credentials. If not passed,
            an instance of :class:`~google.auth.transport.requests.Request`
            is created.
        default_host (Optional[str]): A host like "pubsub.googleapis.com".
            This is used when a self-signed JWT is created from service
            account credentials.
    """

    def __init__(
        self,
        credentials,
        refresh_status_codes=transport.DEFAULT_REFRESH_STATUS_CODES,
        max_refresh_attempts=transport.DEFAULT_MAX_REFRESH_ATTEMPTS,
        refresh_timeout=None,
        auth_request=None,
        default_host=None,
    ):
        super(AuthorizedSession, self).__init__()
        self.credentials = credentials
        self._refresh_status_codes = refresh_status_codes
        self._max_refresh_attempts = max_refresh_attempts
        self._refresh_timeout = refresh_timeout
        self._is_mtls = False
        self._default_host = default_host

        if auth_request is None:
            auth_request_session = requests.Session()

            # Using an adapter to make HTTP requests robust to network errors.
            # This adapter retrys HTTP requests when network errors occur
            # and the requests seems safely retryable.
            retry_adapter = requests.adapters.HTTPAdapter(max_retries=3)
            auth_request_session.mount("https://", retry_adapter)

            # Do not pass `self` as the session here, as it can lead to
            # infinite recursion.
            auth_request = Request(auth_request_session)

        # Request instance used by internal methods (for example,
        # credentials.refresh).
        self._auth_request = auth_request

        # https://google.aip.dev/auth/4111
        # Attempt to use self-signed JWTs when a service account is used.
        # A default host must be explicitly provided.
        if (
            isinstance(self.credentials, service_account.Credentials)
            and self._default_host
        ):
            self.credentials._create_self_signed_jwt(
                "https://{}/".format(self._default_host)
            )

[docs]    def configure_mtls_channel(self, client_cert_callback=None):
        """Configure the client certificate and key for SSL connection.

        The function does nothing unless `GOOGLE_API_USE_CLIENT_CERTIFICATE` is
        explicitly set to `true`. In this case if client certificate and key are
        successfully obtained (from the given client_cert_callback or from application
        default SSL credentials), a :class:`_MutualTlsAdapter` instance will be mounted
        to "https://" prefix.

        Args:
            client_cert_callback (Optional[Callable[[], (bytes, bytes)]]):
                The optional callback returns the client certificate and private
                key bytes both in PEM format.
                If the callback is None, application default SSL credentials
                will be used.

        Raises:
            google.auth.exceptions.MutualTLSChannelError: If mutual TLS channel
                creation failed for any reason.
        """
        use_client_cert = os.getenv(
            environment_vars.GOOGLE_API_USE_CLIENT_CERTIFICATE, "false"
        )
        if use_client_cert != "true":
            self._is_mtls = False
            return

        try:
            import OpenSSL
        except ImportError as caught_exc:
            new_exc = exceptions.MutualTLSChannelError(caught_exc)
            six.raise_from(new_exc, caught_exc)

        try:
            (
                self._is_mtls,
                cert,
                key,
            ) = google.auth.transport._mtls_helper.get_client_cert_and_key(
                client_cert_callback
            )

            if self._is_mtls:
                mtls_adapter = _MutualTlsAdapter(cert, key)
                self.mount("https://", mtls_adapter)
        except (
            exceptions.ClientCertError,
            ImportError,
            OpenSSL.crypto.Error,
        ) as caught_exc:
            new_exc = exceptions.MutualTLSChannelError(caught_exc)
            six.raise_from(new_exc, caught_exc)


[docs]    def request(
        self,
        method,
        url,
        data=None,
        headers=None,
        max_allowed_time=None,
        timeout=_DEFAULT_TIMEOUT,
        **kwargs
    ):
        """Implementation of Requests' request.

        Args:
            timeout (Optional[Union[float, Tuple[float, float]]]):
                The amount of time in seconds to wait for the server response
                with each individual request. Can also be passed as a tuple
                ``(connect_timeout, read_timeout)``. See :meth:`requests.Session.request`
                documentation for details.
            max_allowed_time (Optional[float]):
                If the method runs longer than this, a ``Timeout`` exception is
                automatically raised. Unlike the ``timeout`` parameter, this
                value applies to the total method execution time, even if
                multiple requests are made under the hood.

                Mind that it is not guaranteed that the timeout error is raised
                at ``max_allowed_time``. It might take longer, for example, if
                an underlying request takes a lot of time, but the request
                itself does not timeout, e.g. if a large file is being
                transmitted. The timout error will be raised after such
                request completes.
        """
        # pylint: disable=arguments-differ
        # Requests has a ton of arguments to request, but only two
        # (method, url) are required. We pass through all of the other
        # arguments to super, so no need to exhaustively list them here.

        # Use a kwarg for this instead of an attribute to maintain
        # thread-safety.
        _credential_refresh_attempt = kwargs.pop("_credential_refresh_attempt", 0)

        # Make a copy of the headers. They will be modified by the credentials
        # and we want to pass the original headers if we recurse.
        request_headers = headers.copy() if headers is not None else {}

        # Do not apply the timeout unconditionally in order to not override the
        # _auth_request's default timeout.
        auth_request = (
            self._auth_request
            if timeout is None
            else functools.partial(self._auth_request, timeout=timeout)
        )

        remaining_time = max_allowed_time

        with TimeoutGuard(remaining_time) as guard:
            self.credentials.before_request(auth_request, method, url, request_headers)
        remaining_time = guard.remaining_timeout

        with TimeoutGuard(remaining_time) as guard:
            response = super(AuthorizedSession, self).request(
                method,
                url,
                data=data,
                headers=request_headers,
                timeout=timeout,
                **kwargs
            )
        remaining_time = guard.remaining_timeout

        # If the response indicated that the credentials needed to be
        # refreshed, then refresh the credentials and re-attempt the
        # request.
        # A stored token may expire between the time it is retrieved and
        # the time the request is made, so we may need to try twice.
        if (
            response.status_code in self._refresh_status_codes
            and _credential_refresh_attempt < self._max_refresh_attempts
        ):

            _LOGGER.info(
                "Refreshing credentials due to a %s response. Attempt %s/%s.",
                response.status_code,
                _credential_refresh_attempt + 1,
                self._max_refresh_attempts,
            )

            # Do not apply the timeout unconditionally in order to not override the
            # _auth_request's default timeout.
            auth_request = (
                self._auth_request
                if timeout is None
                else functools.partial(self._auth_request, timeout=timeout)
            )

            with TimeoutGuard(remaining_time) as guard:
                self.credentials.refresh(auth_request)
            remaining_time = guard.remaining_timeout

            # Recurse. Pass in the original headers, not our modified set, but
            # do pass the adjusted max allowed time (i.e. the remaining total time).
            return self.request(
                method,
                url,
                data=data,
                headers=headers,
                max_allowed_time=remaining_time,
                timeout=timeout,
                _credential_refresh_attempt=_credential_refresh_attempt + 1,
                **kwargs
            )

        return response


    @property
    def is_mtls(self):
        """Indicates if the created SSL channel is mutual TLS."""
        return self._is_mtls





          

      

      

    

  

    
      
          
            
  Source code for google.auth.transport.urllib3

# Copyright 2016 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Transport adapter for urllib3."""

from __future__ import absolute_import

import logging
import os
import warnings

# Certifi is Mozilla's certificate bundle. Urllib3 needs a certificate bundle
# to verify HTTPS requests, and certifi is the recommended and most reliable
# way to get a root certificate bundle. See
# http://urllib3.readthedocs.io/en/latest/user-guide.html\
#   #certificate-verification
# For more details.
try:
    import certifi
except ImportError:  # pragma: NO COVER
    certifi = None

try:
    import urllib3
except ImportError as caught_exc:  # pragma: NO COVER
    import six

    six.raise_from(
        ImportError(
            "The urllib3 library is not installed, please install the "
            "urllib3 package to use the urllib3 transport."
        ),
        caught_exc,
    )
import six
import urllib3.exceptions  # pylint: disable=ungrouped-imports

from google.auth import environment_vars
from google.auth import exceptions
from google.auth import transport
from google.oauth2 import service_account

_LOGGER = logging.getLogger(__name__)


class _Response(transport.Response):
    """urllib3 transport response adapter.

    Args:
        response (urllib3.response.HTTPResponse): The raw urllib3 response.
    """

    def __init__(self, response):
        self._response = response

    @property
    def status(self):
        return self._response.status

    @property
    def headers(self):
        return self._response.headers

    @property
    def data(self):
        return self._response.data


[docs]class Request(transport.Request):
    """urllib3 request adapter.

    This class is used internally for making requests using various transports
    in a consistent way. If you use :class:`AuthorizedHttp` you do not need
    to construct or use this class directly.

    This class can be useful if you want to manually refresh a
    :class:`~google.auth.credentials.Credentials` instance::

        import google.auth.transport.urllib3
        import urllib3

        http = urllib3.PoolManager()
        request = google.auth.transport.urllib3.Request(http)

        credentials.refresh(request)

    Args:
        http (urllib3.request.RequestMethods): An instance of any urllib3
            class that implements :class:`~urllib3.request.RequestMethods`,
            usually :class:`urllib3.PoolManager`.

    .. automethod:: __call__
    """

    def __init__(self, http):
        self.http = http

[docs]    def __call__(
        self, url, method="GET", body=None, headers=None, timeout=None, **kwargs
    ):
        """Make an HTTP request using urllib3.

        Args:
            url (str): The URI to be requested.
            method (str): The HTTP method to use for the request. Defaults
                to 'GET'.
            body (bytes): The payload / body in HTTP request.
            headers (Mapping[str, str]): Request headers.
            timeout (Optional[int]): The number of seconds to wait for a
                response from the server. If not specified or if None, the
                urllib3 default timeout will be used.
            kwargs: Additional arguments passed throught to the underlying
                urllib3 :meth:`urlopen` method.

        Returns:
            google.auth.transport.Response: The HTTP response.

        Raises:
            google.auth.exceptions.TransportError: If any exception occurred.
        """
        # urllib3 uses a sentinel default value for timeout, so only set it if
        # specified.
        if timeout is not None:
            kwargs["timeout"] = timeout

        try:
            _LOGGER.debug("Making request: %s %s", method, url)
            response = self.http.request(
                method, url, body=body, headers=headers, **kwargs
            )
            return _Response(response)
        except urllib3.exceptions.HTTPError as caught_exc:
            new_exc = exceptions.TransportError(caught_exc)
            six.raise_from(new_exc, caught_exc)




def _make_default_http():
    if certifi is not None:
        return urllib3.PoolManager(cert_reqs="CERT_REQUIRED", ca_certs=certifi.where())
    else:
        return urllib3.PoolManager()


def _make_mutual_tls_http(cert, key):
    """Create a mutual TLS HTTP connection with the given client cert and key.
    See https://github.com/urllib3/urllib3/issues/474#issuecomment-253168415

    Args:
        cert (bytes): client certificate in PEM format
        key (bytes): client private key in PEM format

    Returns:
        urllib3.PoolManager: Mutual TLS HTTP connection.

    Raises:
        ImportError: If certifi or pyOpenSSL is not installed.
        OpenSSL.crypto.Error: If the cert or key is invalid.
    """
    import certifi
    from OpenSSL import crypto
    import urllib3.contrib.pyopenssl

    urllib3.contrib.pyopenssl.inject_into_urllib3()
    ctx = urllib3.util.ssl_.create_urllib3_context()
    ctx.load_verify_locations(cafile=certifi.where())

    pkey = crypto.load_privatekey(crypto.FILETYPE_PEM, key)
    x509 = crypto.load_certificate(crypto.FILETYPE_PEM, cert)

    ctx._ctx.use_certificate(x509)
    ctx._ctx.use_privatekey(pkey)

    http = urllib3.PoolManager(ssl_context=ctx)
    return http


[docs]class AuthorizedHttp(urllib3.request.RequestMethods):
    """A urllib3 HTTP class with credentials.

    This class is used to perform requests to API endpoints that require
    authorization::

        from google.auth.transport.urllib3 import AuthorizedHttp

        authed_http = AuthorizedHttp(credentials)

        response = authed_http.request(
            'GET', 'https://www.googleapis.com/storage/v1/b')

    This class implements :class:`urllib3.request.RequestMethods` and can be
    used just like any other :class:`urllib3.PoolManager`.

    The underlying :meth:`urlopen` implementation handles adding the
    credentials' headers to the request and refreshing credentials as needed.

    This class also supports mutual TLS via :meth:`configure_mtls_channel`
    method. In order to use this method, the `GOOGLE_API_USE_CLIENT_CERTIFICATE`
    environment variable must be explicitly set to `true`, otherwise it does
    nothing. Assume the environment is set to `true`, the method behaves in the
    following manner:
    If client_cert_callback is provided, client certificate and private
    key are loaded using the callback; if client_cert_callback is None,
    application default SSL credentials will be used. Exceptions are raised if
    there are problems with the certificate, private key, or the loading process,
    so it should be called within a try/except block.

    First we set the environment variable to `true`, then create an :class:`AuthorizedHttp`
    instance and specify the endpoints::

        regular_endpoint = 'https://pubsub.googleapis.com/v1/projects/{my_project_id}/topics'
        mtls_endpoint = 'https://pubsub.mtls.googleapis.com/v1/projects/{my_project_id}/topics'

        authed_http = AuthorizedHttp(credentials)

    Now we can pass a callback to :meth:`configure_mtls_channel`::

        def my_cert_callback():
            # some code to load client cert bytes and private key bytes, both in
            # PEM format.
            some_code_to_load_client_cert_and_key()
            if loaded:
                return cert, key
            raise MyClientCertFailureException()

        # Always call configure_mtls_channel within a try/except block.
        try:
            is_mtls = authed_http.configure_mtls_channel(my_cert_callback)
        except:
            # handle exceptions.

        if is_mtls:
            response = authed_http.request('GET', mtls_endpoint)
        else:
            response = authed_http.request('GET', regular_endpoint)

    You can alternatively use application default SSL credentials like this::

        try:
            is_mtls = authed_http.configure_mtls_channel()
        except:
            # handle exceptions.

    Args:
        credentials (google.auth.credentials.Credentials): The credentials to
            add to the request.
        http (urllib3.PoolManager): The underlying HTTP object to
            use to make requests. If not specified, a
            :class:`urllib3.PoolManager` instance will be constructed with
            sane defaults.
        refresh_status_codes (Sequence[int]): Which HTTP status codes indicate
            that credentials should be refreshed and the request should be
            retried.
        max_refresh_attempts (int): The maximum number of times to attempt to
            refresh the credentials and retry the request.
        default_host (Optional[str]): A host like "pubsub.googleapis.com".
            This is used when a self-signed JWT is created from service
            account credentials.
    """

    def __init__(
        self,
        credentials,
        http=None,
        refresh_status_codes=transport.DEFAULT_REFRESH_STATUS_CODES,
        max_refresh_attempts=transport.DEFAULT_MAX_REFRESH_ATTEMPTS,
        default_host=None,
    ):
        if http is None:
            self.http = _make_default_http()
            self._has_user_provided_http = False
        else:
            self.http = http
            self._has_user_provided_http = True

        self.credentials = credentials
        self._refresh_status_codes = refresh_status_codes
        self._max_refresh_attempts = max_refresh_attempts
        self._default_host = default_host
        # Request instance used by internal methods (for example,
        # credentials.refresh).
        self._request = Request(self.http)

        # https://google.aip.dev/auth/4111
        # Attempt to use self-signed JWTs when a service account is used.
        # A default host must be explicitly provided.
        if (
            isinstance(self.credentials, service_account.Credentials)
            and self._default_host
        ):
            self.credentials._create_self_signed_jwt(
                "https://{}/".format(self._default_host)
            )

        super(AuthorizedHttp, self).__init__()

[docs]    def configure_mtls_channel(self, client_cert_callback=None):
        """Configures mutual TLS channel using the given client_cert_callback or
        application default SSL credentials. The behavior is controlled by
        `GOOGLE_API_USE_CLIENT_CERTIFICATE` environment variable.
        (1) If the environment variable value is `true`, the function returns True
        if the channel is mutual TLS and False otherwise. The `http` provided
        in the constructor will be overwritten.
        (2) If the environment variable is not set or `false`, the function does
        nothing and it always return False.

        Args:
            client_cert_callback (Optional[Callable[[], (bytes, bytes)]]):
                The optional callback returns the client certificate and private
                key bytes both in PEM format.
                If the callback is None, application default SSL credentials
                will be used.

        Returns:
            True if the channel is mutual TLS and False otherwise.

        Raises:
            google.auth.exceptions.MutualTLSChannelError: If mutual TLS channel
                creation failed for any reason.
        """
        use_client_cert = os.getenv(
            environment_vars.GOOGLE_API_USE_CLIENT_CERTIFICATE, "false"
        )
        if use_client_cert != "true":
            return False

        try:
            import OpenSSL
        except ImportError as caught_exc:
            new_exc = exceptions.MutualTLSChannelError(caught_exc)
            six.raise_from(new_exc, caught_exc)

        try:
            found_cert_key, cert, key = transport._mtls_helper.get_client_cert_and_key(
                client_cert_callback
            )

            if found_cert_key:
                self.http = _make_mutual_tls_http(cert, key)
            else:
                self.http = _make_default_http()
        except (
            exceptions.ClientCertError,
            ImportError,
            OpenSSL.crypto.Error,
        ) as caught_exc:
            new_exc = exceptions.MutualTLSChannelError(caught_exc)
            six.raise_from(new_exc, caught_exc)

        if self._has_user_provided_http:
            self._has_user_provided_http = False
            warnings.warn(
                "`http` provided in the constructor is overwritten", UserWarning
            )

        return found_cert_key


[docs]    def urlopen(self, method, url, body=None, headers=None, **kwargs):
        """Implementation of urllib3's urlopen."""
        # pylint: disable=arguments-differ
        # We use kwargs to collect additional args that we don't need to
        # introspect here. However, we do explicitly collect the two
        # positional arguments.

        # Use a kwarg for this instead of an attribute to maintain
        # thread-safety.
        _credential_refresh_attempt = kwargs.pop("_credential_refresh_attempt", 0)

        if headers is None:
            headers = self.headers

        # Make a copy of the headers. They will be modified by the credentials
        # and we want to pass the original headers if we recurse.
        request_headers = headers.copy()

        self.credentials.before_request(self._request, method, url, request_headers)

        response = self.http.urlopen(
            method, url, body=body, headers=request_headers, **kwargs
        )

        # If the response indicated that the credentials needed to be
        # refreshed, then refresh the credentials and re-attempt the
        # request.
        # A stored token may expire between the time it is retrieved and
        # the time the request is made, so we may need to try twice.
        # The reason urllib3's retries aren't used is because they
        # don't allow you to modify the request headers. :/
        if (
            response.status in self._refresh_status_codes
            and _credential_refresh_attempt < self._max_refresh_attempts
        ):

            _LOGGER.info(
                "Refreshing credentials due to a %s response. Attempt %s/%s.",
                response.status,
                _credential_refresh_attempt + 1,
                self._max_refresh_attempts,
            )

            self.credentials.refresh(self._request)

            # Recurse. Pass in the original headers, not our modified set.
            return self.urlopen(
                method,
                url,
                body=body,
                headers=headers,
                _credential_refresh_attempt=_credential_refresh_attempt + 1,
                **kwargs
            )

        return response


    # Proxy methods for compliance with the urllib3.PoolManager interface

    def __enter__(self):
        """Proxy to ``self.http``."""
        return self.http.__enter__()

    def __exit__(self, exc_type, exc_val, exc_tb):
        """Proxy to ``self.http``."""
        return self.http.__exit__(exc_type, exc_val, exc_tb)

    @property
    def headers(self):
        """Proxy to ``self.http``."""
        return self.http.headers

    @headers.setter
    def headers(self, value):
        """Proxy to ``self.http``."""
        self.http.headers = value





          

      

      

    

  

    
      
          
            
  Source code for google.oauth2._credentials_async

# Copyright 2020 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""OAuth 2.0 Async Credentials.

This module provides credentials based on OAuth 2.0 access and refresh tokens.
These credentials usually access resources on behalf of a user (resource
owner).

Specifically, this is intended to use access tokens acquired using the
`Authorization Code grant`_ and can refresh those tokens using a
optional `refresh token`_.

Obtaining the initial access and refresh token is outside of the scope of this
module. Consult `rfc6749 section 4.1`_ for complete details on the
Authorization Code grant flow.

.. _Authorization Code grant: https://tools.ietf.org/html/rfc6749#section-1.3.1
.. _refresh token: https://tools.ietf.org/html/rfc6749#section-6
.. _rfc6749 section 4.1: https://tools.ietf.org/html/rfc6749#section-4.1
"""

from google.auth import _credentials_async as credentials
from google.auth import _helpers
from google.auth import exceptions
from google.oauth2 import _reauth_async as reauth
from google.oauth2 import credentials as oauth2_credentials


[docs]class Credentials(oauth2_credentials.Credentials):
    """Credentials using OAuth 2.0 access and refresh tokens.

    The credentials are considered immutable. If you want to modify the
    quota project, use :meth:`with_quota_project` or ::

        credentials = credentials.with_quota_project('myproject-123)
    """

[docs]    @_helpers.copy_docstring(credentials.Credentials)
    async def refresh(self, request):
        if (
            self._refresh_token is None
            or self._token_uri is None
            or self._client_id is None
            or self._client_secret is None
        ):
            raise exceptions.RefreshError(
                "The credentials do not contain the necessary fields need to "
                "refresh the access token. You must specify refresh_token, "
                "token_uri, client_id, and client_secret."
            )

        (
            access_token,
            refresh_token,
            expiry,
            grant_response,
            rapt_token,
        ) = await reauth.refresh_grant(
            request,
            self._token_uri,
            self._refresh_token,
            self._client_id,
            self._client_secret,
            scopes=self._scopes,
            rapt_token=self._rapt_token,
        )

        self.token = access_token
        self.expiry = expiry
        self._refresh_token = refresh_token
        self._id_token = grant_response.get("id_token")
        self._rapt_token = rapt_token

        if self._scopes and "scope" in grant_response:
            requested_scopes = frozenset(self._scopes)
            granted_scopes = frozenset(grant_response["scope"].split())
            scopes_requested_but_not_granted = requested_scopes - granted_scopes
            if scopes_requested_but_not_granted:
                raise exceptions.RefreshError(
                    "Not all requested scopes were granted by the "
                    "authorization server, missing scopes {}.".format(
                        ", ".join(scopes_requested_but_not_granted)
                    )
                )




[docs]class UserAccessTokenCredentials(oauth2_credentials.UserAccessTokenCredentials):
    """Access token credentials for user account.

    Obtain the access token for a given user account or the current active
    user account with the ``gcloud auth print-access-token`` command.

    Args:
        account (Optional[str]): Account to get the access token for. If not
            specified, the current active account will be used.
        quota_project_id (Optional[str]): The project ID used for quota
            and billing.

    """





          

      

      

    

  

    
      
          
            
  Source code for google.oauth2._service_account_async

# Copyright 2020 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Service Accounts: JSON Web Token (JWT) Profile for OAuth 2.0

NOTE: This file adds asynchronous refresh methods to both credentials
classes, and therefore async/await syntax is required when calling this
method when using service account credentials with asynchronous functionality.
Otherwise, all other methods are inherited from the regular service account
credentials file google.oauth2.service_account

"""

from google.auth import _credentials_async as credentials_async
from google.auth import _helpers
from google.oauth2 import _client_async
from google.oauth2 import service_account


[docs]class Credentials(
    service_account.Credentials, credentials_async.Scoped, credentials_async.Credentials
):
    """Service account credentials

    Usually, you'll create these credentials with one of the helper
    constructors. To create credentials using a Google service account
    private key JSON file::

        credentials = _service_account_async.Credentials.from_service_account_file(
            'service-account.json')

    Or if you already have the service account file loaded::

        service_account_info = json.load(open('service_account.json'))
        credentials = _service_account_async.Credentials.from_service_account_info(
            service_account_info)

    Both helper methods pass on arguments to the constructor, so you can
    specify additional scopes and a subject if necessary::

        credentials = _service_account_async.Credentials.from_service_account_file(
            'service-account.json',
            scopes=['email'],
            subject='user@example.com')

    The credentials are considered immutable. If you want to modify the scopes
    or the subject used for delegation, use :meth:`with_scopes` or
    :meth:`with_subject`::

        scoped_credentials = credentials.with_scopes(['email'])
        delegated_credentials = credentials.with_subject(subject)

    To add a quota project, use :meth:`with_quota_project`::

        credentials = credentials.with_quota_project('myproject-123')
    """

[docs]    @_helpers.copy_docstring(credentials_async.Credentials)
    async def refresh(self, request):
        assertion = self._make_authorization_grant_assertion()
        access_token, expiry, _ = await _client_async.jwt_grant(
            request, self._token_uri, assertion
        )
        self.token = access_token
        self.expiry = expiry




[docs]class IDTokenCredentials(
    service_account.IDTokenCredentials,
    credentials_async.Signing,
    credentials_async.Credentials,
):
    """Open ID Connect ID Token-based service account credentials.

    These credentials are largely similar to :class:`.Credentials`, but instead
    of using an OAuth 2.0 Access Token as the bearer token, they use an Open
    ID Connect ID Token as the bearer token. These credentials are useful when
    communicating to services that require ID Tokens and can not accept access
    tokens.

    Usually, you'll create these credentials with one of the helper
    constructors. To create credentials using a Google service account
    private key JSON file::

        credentials = (
            _service_account_async.IDTokenCredentials.from_service_account_file(
                'service-account.json'))

    Or if you already have the service account file loaded::

        service_account_info = json.load(open('service_account.json'))
        credentials = (
            _service_account_async.IDTokenCredentials.from_service_account_info(
                service_account_info))

    Both helper methods pass on arguments to the constructor, so you can
    specify additional scopes and a subject if necessary::

        credentials = (
            _service_account_async.IDTokenCredentials.from_service_account_file(
                'service-account.json',
                scopes=['email'],
                subject='user@example.com'))

    The credentials are considered immutable. If you want to modify the scopes
    or the subject used for delegation, use :meth:`with_scopes` or
    :meth:`with_subject`::

        scoped_credentials = credentials.with_scopes(['email'])
        delegated_credentials = credentials.with_subject(subject)

    """

[docs]    @_helpers.copy_docstring(credentials_async.Credentials)
    async def refresh(self, request):
        assertion = self._make_authorization_grant_assertion()
        access_token, expiry, _ = await _client_async.id_token_jwt_grant(
            request, self._token_uri, assertion
        )
        self.token = access_token
        self.expiry = expiry






          

      

      

    

  

    
      
          
            
  Source code for google.oauth2.credentials

# Copyright 2016 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""OAuth 2.0 Credentials.

This module provides credentials based on OAuth 2.0 access and refresh tokens.
These credentials usually access resources on behalf of a user (resource
owner).

Specifically, this is intended to use access tokens acquired using the
`Authorization Code grant`_ and can refresh those tokens using a
optional `refresh token`_.

Obtaining the initial access and refresh token is outside of the scope of this
module. Consult `rfc6749 section 4.1`_ for complete details on the
Authorization Code grant flow.

.. _Authorization Code grant: https://tools.ietf.org/html/rfc6749#section-1.3.1
.. _refresh token: https://tools.ietf.org/html/rfc6749#section-6
.. _rfc6749 section 4.1: https://tools.ietf.org/html/rfc6749#section-4.1
"""

from datetime import datetime
import io
import json

import six

from google.auth import _cloud_sdk
from google.auth import _helpers
from google.auth import credentials
from google.auth import exceptions
from google.oauth2 import reauth


# The Google OAuth 2.0 token endpoint. Used for authorized user credentials.
_GOOGLE_OAUTH2_TOKEN_ENDPOINT = "https://oauth2.googleapis.com/token"


[docs]class Credentials(credentials.ReadOnlyScoped, credentials.CredentialsWithQuotaProject):
    """Credentials using OAuth 2.0 access and refresh tokens.

    The credentials are considered immutable. If you want to modify the
    quota project, use :meth:`with_quota_project` or ::

        credentials = credentials.with_quota_project('myproject-123)

    If reauth is enabled, `pyu2f` dependency has to be installed in order to use security
    key reauth feature. Dependency can be installed via `pip install pyu2f` or `pip install
    google-auth[reauth]`.
    """

    def __init__(
        self,
        token,
        refresh_token=None,
        id_token=None,
        token_uri=None,
        client_id=None,
        client_secret=None,
        scopes=None,
        default_scopes=None,
        quota_project_id=None,
        expiry=None,
        rapt_token=None,
    ):
        """
        Args:
            token (Optional(str)): The OAuth 2.0 access token. Can be None
                if refresh information is provided.
            refresh_token (str): The OAuth 2.0 refresh token. If specified,
                credentials can be refreshed.
            id_token (str): The Open ID Connect ID Token.
            token_uri (str): The OAuth 2.0 authorization server's token
                endpoint URI. Must be specified for refresh, can be left as
                None if the token can not be refreshed.
            client_id (str): The OAuth 2.0 client ID. Must be specified for
                refresh, can be left as None if the token can not be refreshed.
            client_secret(str): The OAuth 2.0 client secret. Must be specified
                for refresh, can be left as None if the token can not be
                refreshed.
            scopes (Sequence[str]): The scopes used to obtain authorization.
                This parameter is used by :meth:`has_scopes`. OAuth 2.0
                credentials can not request additional scopes after
                authorization. The scopes must be derivable from the refresh
                token if refresh information is provided (e.g. The refresh
                token scopes are a superset of this or contain a wild card
                scope like 'https://www.googleapis.com/auth/any-api').
            default_scopes (Sequence[str]): Default scopes passed by a
                Google client library. Use 'scopes' for user-defined scopes.
            quota_project_id (Optional[str]): The project ID used for quota and billing.
                This project may be different from the project used to
                create the credentials.
            rapt_token (Optional[str]): The reauth Proof Token.
        """
        super(Credentials, self).__init__()
        self.token = token
        self.expiry = expiry
        self._refresh_token = refresh_token
        self._id_token = id_token
        self._scopes = scopes
        self._default_scopes = default_scopes
        self._token_uri = token_uri
        self._client_id = client_id
        self._client_secret = client_secret
        self._quota_project_id = quota_project_id
        self._rapt_token = rapt_token

    def __getstate__(self):
        """A __getstate__ method must exist for the __setstate__ to be called
        This is identical to the default implementation.
        See https://docs.python.org/3.7/library/pickle.html#object.__setstate__
        """
        return self.__dict__

    def __setstate__(self, d):
        """Credentials pickled with older versions of the class do not have
        all the attributes."""
        self.token = d.get("token")
        self.expiry = d.get("expiry")
        self._refresh_token = d.get("_refresh_token")
        self._id_token = d.get("_id_token")
        self._scopes = d.get("_scopes")
        self._default_scopes = d.get("_default_scopes")
        self._token_uri = d.get("_token_uri")
        self._client_id = d.get("_client_id")
        self._client_secret = d.get("_client_secret")
        self._quota_project_id = d.get("_quota_project_id")
        self._rapt_token = d.get("_rapt_token")

    @property
    def refresh_token(self):
        """Optional[str]: The OAuth 2.0 refresh token."""
        return self._refresh_token

    @property
    def scopes(self):
        """Optional[str]: The OAuth 2.0 permission scopes."""
        return self._scopes

    @property
    def token_uri(self):
        """Optional[str]: The OAuth 2.0 authorization server's token endpoint
        URI."""
        return self._token_uri

    @property
    def id_token(self):
        """Optional[str]: The Open ID Connect ID Token.

        Depending on the authorization server and the scopes requested, this
        may be populated when credentials are obtained and updated when
        :meth:`refresh` is called. This token is a JWT. It can be verified
        and decoded using :func:`google.oauth2.id_token.verify_oauth2_token`.
        """
        return self._id_token

    @property
    def client_id(self):
        """Optional[str]: The OAuth 2.0 client ID."""
        return self._client_id

    @property
    def client_secret(self):
        """Optional[str]: The OAuth 2.0 client secret."""
        return self._client_secret

    @property
    def requires_scopes(self):
        """False: OAuth 2.0 credentials have their scopes set when
        the initial token is requested and can not be changed."""
        return False

    @property
    def rapt_token(self):
        """Optional[str]: The reauth Proof Token."""
        return self._rapt_token

[docs]    @_helpers.copy_docstring(credentials.CredentialsWithQuotaProject)
    def with_quota_project(self, quota_project_id):

        return self.__class__(
            self.token,
            refresh_token=self.refresh_token,
            id_token=self.id_token,
            token_uri=self.token_uri,
            client_id=self.client_id,
            client_secret=self.client_secret,
            scopes=self.scopes,
            default_scopes=self.default_scopes,
            quota_project_id=quota_project_id,
            rapt_token=self.rapt_token,
        )


[docs]    @_helpers.copy_docstring(credentials.Credentials)
    def refresh(self, request):
        if (
            self._refresh_token is None
            or self._token_uri is None
            or self._client_id is None
            or self._client_secret is None
        ):
            raise exceptions.RefreshError(
                "The credentials do not contain the necessary fields need to "
                "refresh the access token. You must specify refresh_token, "
                "token_uri, client_id, and client_secret."
            )

        scopes = self._scopes if self._scopes is not None else self._default_scopes

        (
            access_token,
            refresh_token,
            expiry,
            grant_response,
            rapt_token,
        ) = reauth.refresh_grant(
            request,
            self._token_uri,
            self._refresh_token,
            self._client_id,
            self._client_secret,
            scopes=scopes,
            rapt_token=self._rapt_token,
        )

        self.token = access_token
        self.expiry = expiry
        self._refresh_token = refresh_token
        self._id_token = grant_response.get("id_token")
        self._rapt_token = rapt_token

        if scopes and "scope" in grant_response:
            requested_scopes = frozenset(scopes)
            granted_scopes = frozenset(grant_response["scope"].split())
            scopes_requested_but_not_granted = requested_scopes - granted_scopes
            if scopes_requested_but_not_granted:
                raise exceptions.RefreshError(
                    "Not all requested scopes were granted by the "
                    "authorization server, missing scopes {}.".format(
                        ", ".join(scopes_requested_but_not_granted)
                    )
                )


[docs]    @classmethod
    def from_authorized_user_info(cls, info, scopes=None):
        """Creates a Credentials instance from parsed authorized user info.

        Args:
            info (Mapping[str, str]): The authorized user info in Google
                format.
            scopes (Sequence[str]): Optional list of scopes to include in the
                credentials.

        Returns:
            google.oauth2.credentials.Credentials: The constructed
                credentials.

        Raises:
            ValueError: If the info is not in the expected format.
        """
        keys_needed = set(("refresh_token", "client_id", "client_secret"))
        missing = keys_needed.difference(six.iterkeys(info))

        if missing:
            raise ValueError(
                "Authorized user info was not in the expected format, missing "
                "fields {}.".format(", ".join(missing))
            )

        # access token expiry (datetime obj); auto-expire if not saved
        expiry = info.get("expiry")
        if expiry:
            expiry = datetime.strptime(
                expiry.rstrip("Z").split(".")[0], "%Y-%m-%dT%H:%M:%S"
            )
        else:
            expiry = _helpers.utcnow() - _helpers.CLOCK_SKEW

        # process scopes, which needs to be a seq
        if scopes is None and "scopes" in info:
            scopes = info.get("scopes")
            if isinstance(scopes, str):
                scopes = scopes.split(" ")

        return cls(
            token=info.get("token"),
            refresh_token=info.get("refresh_token"),
            token_uri=_GOOGLE_OAUTH2_TOKEN_ENDPOINT,  # always overrides
            scopes=scopes,
            client_id=info.get("client_id"),
            client_secret=info.get("client_secret"),
            quota_project_id=info.get("quota_project_id"),  # may not exist
            expiry=expiry,
        )


[docs]    @classmethod
    def from_authorized_user_file(cls, filename, scopes=None):
        """Creates a Credentials instance from an authorized user json file.

        Args:
            filename (str): The path to the authorized user json file.
            scopes (Sequence[str]): Optional list of scopes to include in the
                credentials.

        Returns:
            google.oauth2.credentials.Credentials: The constructed
                credentials.

        Raises:
            ValueError: If the file is not in the expected format.
        """
        with io.open(filename, "r", encoding="utf-8") as json_file:
            data = json.load(json_file)
            return cls.from_authorized_user_info(data, scopes)


[docs]    def to_json(self, strip=None):
        """Utility function that creates a JSON representation of a Credentials
        object.

        Args:
            strip (Sequence[str]): Optional list of members to exclude from the
                                   generated JSON.

        Returns:
            str: A JSON representation of this instance. When converted into
            a dictionary, it can be passed to from_authorized_user_info()
            to create a new credential instance.
        """
        prep = {
            "token": self.token,
            "refresh_token": self.refresh_token,
            "token_uri": self.token_uri,
            "client_id": self.client_id,
            "client_secret": self.client_secret,
            "scopes": self.scopes,
            "rapt_token": self.rapt_token,
        }
        if self.expiry:  # flatten expiry timestamp
            prep["expiry"] = self.expiry.isoformat() + "Z"

        # Remove empty entries (those which are None)
        prep = {k: v for k, v in prep.items() if v is not None}

        # Remove entries that explicitely need to be removed
        if strip is not None:
            prep = {k: v for k, v in prep.items() if k not in strip}

        return json.dumps(prep)




[docs]class UserAccessTokenCredentials(credentials.CredentialsWithQuotaProject):
    """Access token credentials for user account.

    Obtain the access token for a given user account or the current active
    user account with the ``gcloud auth print-access-token`` command.

    Args:
        account (Optional[str]): Account to get the access token for. If not
            specified, the current active account will be used.
        quota_project_id (Optional[str]): The project ID used for quota
            and billing.
    """

    def __init__(self, account=None, quota_project_id=None):
        super(UserAccessTokenCredentials, self).__init__()
        self._account = account
        self._quota_project_id = quota_project_id

[docs]    def with_account(self, account):
        """Create a new instance with the given account.

        Args:
            account (str): Account to get the access token for.

        Returns:
            google.oauth2.credentials.UserAccessTokenCredentials: The created
                credentials with the given account.
        """
        return self.__class__(account=account, quota_project_id=self._quota_project_id)


[docs]    @_helpers.copy_docstring(credentials.CredentialsWithQuotaProject)
    def with_quota_project(self, quota_project_id):
        return self.__class__(account=self._account, quota_project_id=quota_project_id)


[docs]    def refresh(self, request):
        """Refreshes the access token.

        Args:
            request (google.auth.transport.Request): This argument is required
                by the base class interface but not used in this implementation,
                so just set it to `None`.

        Raises:
            google.auth.exceptions.UserAccessTokenError: If the access token
                refresh failed.
        """
        self.token = _cloud_sdk.get_auth_access_token(self._account)


[docs]    @_helpers.copy_docstring(credentials.Credentials)
    def before_request(self, request, method, url, headers):
        self.refresh(request)
        self.apply(headers)






          

      

      

    

  

    
      
          
            
  Source code for google.oauth2.id_token

# Copyright 2016 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Google ID Token helpers.

Provides support for verifying `OpenID Connect ID Tokens`_, especially ones
generated by Google infrastructure.

To parse and verify an ID Token issued by Google's OAuth 2.0 authorization
server use :func:`verify_oauth2_token`. To verify an ID Token issued by
Firebase, use :func:`verify_firebase_token`.

A general purpose ID Token verifier is available as :func:`verify_token`.

Example::

    from google.oauth2 import id_token
    from google.auth.transport import requests

    request = requests.Request()

    id_info = id_token.verify_oauth2_token(
        token, request, 'my-client-id.example.com')

    userid = id_info['sub']

By default, this will re-fetch certificates for each verification. Because
Google's public keys are only changed infrequently (on the order of once per
day), you may wish to take advantage of caching to reduce latency and the
potential for network errors. This can be accomplished using an external
library like `CacheControl`_ to create a cache-aware
:class:`google.auth.transport.Request`::

    import cachecontrol
    import google.auth.transport.requests
    import requests

    session = requests.session()
    cached_session = cachecontrol.CacheControl(session)
    request = google.auth.transport.requests.Request(session=cached_session)

.. _OpenID Connect ID Tokens:
    http://openid.net/specs/openid-connect-core-1_0.html#IDToken
.. _CacheControl: https://cachecontrol.readthedocs.io
"""

import json
import os

import six
from six.moves import http_client

from google.auth import environment_vars
from google.auth import exceptions
from google.auth import jwt


# The URL that provides public certificates for verifying ID tokens issued
# by Google's OAuth 2.0 authorization server.
_GOOGLE_OAUTH2_CERTS_URL = "https://www.googleapis.com/oauth2/v1/certs"

# The URL that provides public certificates for verifying ID tokens issued
# by Firebase and the Google APIs infrastructure
_GOOGLE_APIS_CERTS_URL = (
    "https://www.googleapis.com/robot/v1/metadata/x509"
    "/securetoken@system.gserviceaccount.com"
)

_GOOGLE_ISSUERS = ["accounts.google.com", "https://accounts.google.com"]


def _fetch_certs(request, certs_url):
    """Fetches certificates.

    Google-style cerificate endpoints return JSON in the format of
    ``{'key id': 'x509 certificate'}``.

    Args:
        request (google.auth.transport.Request): The object used to make
            HTTP requests.
        certs_url (str): The certificate endpoint URL.

    Returns:
        Mapping[str, str]: A mapping of public key ID to x.509 certificate
            data.
    """
    response = request(certs_url, method="GET")

    if response.status != http_client.OK:
        raise exceptions.TransportError(
            "Could not fetch certificates at {}".format(certs_url)
        )

    return json.loads(response.data.decode("utf-8"))


[docs]def verify_token(id_token, request, audience=None, certs_url=_GOOGLE_OAUTH2_CERTS_URL):
    """Verifies an ID token and returns the decoded token.

    Args:
        id_token (Union[str, bytes]): The encoded token.
        request (google.auth.transport.Request): The object used to make
            HTTP requests.
        audience (str or list): The audience or audiences that this token is
            intended for. If None then the audience is not verified.
        certs_url (str): The URL that specifies the certificates to use to
            verify the token. This URL should return JSON in the format of
            ``{'key id': 'x509 certificate'}``.

    Returns:
        Mapping[str, Any]: The decoded token.
    """
    certs = _fetch_certs(request, certs_url)

    return jwt.decode(id_token, certs=certs, audience=audience)



[docs]def verify_oauth2_token(id_token, request, audience=None):
    """Verifies an ID Token issued by Google's OAuth 2.0 authorization server.

    Args:
        id_token (Union[str, bytes]): The encoded token.
        request (google.auth.transport.Request): The object used to make
            HTTP requests.
        audience (str): The audience that this token is intended for. This is
            typically your application's OAuth 2.0 client ID. If None then the
            audience is not verified.

    Returns:
        Mapping[str, Any]: The decoded token.

    Raises:
        exceptions.GoogleAuthError: If the issuer is invalid.
    """
    idinfo = verify_token(
        id_token, request, audience=audience, certs_url=_GOOGLE_OAUTH2_CERTS_URL
    )

    if idinfo["iss"] not in _GOOGLE_ISSUERS:
        raise exceptions.GoogleAuthError(
            "Wrong issuer. 'iss' should be one of the following: {}".format(
                _GOOGLE_ISSUERS
            )
        )

    return idinfo



[docs]def verify_firebase_token(id_token, request, audience=None):
    """Verifies an ID Token issued by Firebase Authentication.

    Args:
        id_token (Union[str, bytes]): The encoded token.
        request (google.auth.transport.Request): The object used to make
            HTTP requests.
        audience (str): The audience that this token is intended for. This is
            typically your Firebase application ID. If None then the audience
            is not verified.

    Returns:
        Mapping[str, Any]: The decoded token.
    """
    return verify_token(
        id_token, request, audience=audience, certs_url=_GOOGLE_APIS_CERTS_URL
    )



[docs]def fetch_id_token(request, audience):
    """Fetch the ID Token from the current environment.

    This function acquires ID token from the environment in the following order:

    1. If the application is running in Compute Engine, App Engine or Cloud Run,
       then the ID token are obtained from the metadata server.
    2. If the environment variable ``GOOGLE_APPLICATION_CREDENTIALS`` is set
       to the path of a valid service account JSON file, then ID token is
       acquired using this service account credentials.
    3. If metadata server doesn't exist and no valid service account credentials
       are found, :class:`~google.auth.exceptions.DefaultCredentialsError` will
       be raised.

    Example::

        import google.oauth2.id_token
        import google.auth.transport.requests

        request = google.auth.transport.requests.Request()
        target_audience = "https://pubsub.googleapis.com"

        id_token = google.oauth2.id_token.fetch_id_token(request, target_audience)

    Args:
        request (google.auth.transport.Request): A callable used to make
            HTTP requests.
        audience (str): The audience that this ID token is intended for.

    Returns:
        str: The ID token.

    Raises:
        ~google.auth.exceptions.DefaultCredentialsError:
            If metadata server doesn't exist and no valid service account
            credentials are found.
    """
    # 1. First try to fetch ID token from metada server if it exists. The code
    # works for GAE and Cloud Run metadata server as well.
    try:
        from google.auth import compute_engine

        credentials = compute_engine.IDTokenCredentials(
            request, audience, use_metadata_identity_endpoint=True
        )
        credentials.refresh(request)
        return credentials.token
    except (ImportError, exceptions.TransportError, exceptions.RefreshError):
        pass

    # 2. Try to use service account credentials to get ID token.

    # Try to get credentials from the GOOGLE_APPLICATION_CREDENTIALS environment
    # variable.
    credentials_filename = os.environ.get(environment_vars.CREDENTIALS)
    if not (
        credentials_filename
        and os.path.exists(credentials_filename)
        and os.path.isfile(credentials_filename)
    ):
        raise exceptions.DefaultCredentialsError(
            "Neither metadata server or valid service account credentials are found."
        )

    try:
        with open(credentials_filename, "r") as f:
            info = json.load(f)
            credentials_content = (
                (info.get("type") == "service_account") and info or None
            )

            from google.oauth2 import service_account

            credentials = service_account.IDTokenCredentials.from_service_account_info(
                credentials_content, target_audience=audience
            )
    except ValueError as caught_exc:
        new_exc = exceptions.DefaultCredentialsError(
            "Neither metadata server or valid service account credentials are found.",
            caught_exc,
        )
        six.raise_from(new_exc, caught_exc)

    credentials.refresh(request)
    return credentials.token





          

      

      

    

  

    
      
          
            
  Source code for google.oauth2.service_account

# Copyright 2016 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""Service Accounts: JSON Web Token (JWT) Profile for OAuth 2.0

This module implements the JWT Profile for OAuth 2.0 Authorization Grants
as defined by `RFC 7523`_ with particular support for how this RFC is
implemented in Google's infrastructure. Google refers to these credentials
as *Service Accounts*.

Service accounts are used for server-to-server communication, such as
interactions between a web application server and a Google service. The
service account belongs to your application instead of to an individual end
user. In contrast to other OAuth 2.0 profiles, no users are involved and your
application "acts" as the service account.

Typically an application uses a service account when the application uses
Google APIs to work with its own data rather than a user's data. For example,
an application that uses Google Cloud Datastore for data persistence would use
a service account to authenticate its calls to the Google Cloud Datastore API.
However, an application that needs to access a user's Drive documents would
use the normal OAuth 2.0 profile.

Additionally, Google Apps domain administrators can grant service accounts
`domain-wide delegation`_ authority to access user data on behalf of users in
the domain.

This profile uses a JWT to acquire an OAuth 2.0 access token. The JWT is used
in place of the usual authorization token returned during the standard
OAuth 2.0 Authorization Code grant. The JWT is only used for this purpose, as
the acquired access token is used as the bearer token when making requests
using these credentials.

This profile differs from normal OAuth 2.0 profile because no user consent
step is required. The use of the private key allows this profile to assert
identity directly.

This profile also differs from the :mod:`google.auth.jwt` authentication
because the JWT credentials use the JWT directly as the bearer token. This
profile instead only uses the JWT to obtain an OAuth 2.0 access token. The
obtained OAuth 2.0 access token is used as the bearer token.

Domain-wide delegation
----------------------

Domain-wide delegation allows a service account to access user data on
behalf of any user in a Google Apps domain without consent from the user.
For example, an application that uses the Google Calendar API to add events to
the calendars of all users in a Google Apps domain would use a service account
to access the Google Calendar API on behalf of users.

The Google Apps administrator must explicitly authorize the service account to
do this. This authorization step is referred to as "delegating domain-wide
authority" to a service account.

You can use domain-wise delegation by creating a set of credentials with a
specific subject using :meth:`~Credentials.with_subject`.

.. _RFC 7523: https://tools.ietf.org/html/rfc7523
"""

import copy
import datetime

from google.auth import _helpers
from google.auth import _service_account_info
from google.auth import credentials
from google.auth import jwt
from google.oauth2 import _client

_DEFAULT_TOKEN_LIFETIME_SECS = 3600  # 1 hour in seconds


[docs]class Credentials(
    credentials.Signing, credentials.Scoped, credentials.CredentialsWithQuotaProject
):
    """Service account credentials

    Usually, you'll create these credentials with one of the helper
    constructors. To create credentials using a Google service account
    private key JSON file::

        credentials = service_account.Credentials.from_service_account_file(
            'service-account.json')

    Or if you already have the service account file loaded::

        service_account_info = json.load(open('service_account.json'))
        credentials = service_account.Credentials.from_service_account_info(
            service_account_info)

    Both helper methods pass on arguments to the constructor, so you can
    specify additional scopes and a subject if necessary::

        credentials = service_account.Credentials.from_service_account_file(
            'service-account.json',
            scopes=['email'],
            subject='user@example.com')

    The credentials are considered immutable. If you want to modify the scopes
    or the subject used for delegation, use :meth:`with_scopes` or
    :meth:`with_subject`::

        scoped_credentials = credentials.with_scopes(['email'])
        delegated_credentials = credentials.with_subject(subject)

    To add a quota project, use :meth:`with_quota_project`::

        credentials = credentials.with_quota_project('myproject-123')
    """

    def __init__(
        self,
        signer,
        service_account_email,
        token_uri,
        scopes=None,
        default_scopes=None,
        subject=None,
        project_id=None,
        quota_project_id=None,
        additional_claims=None,
    ):
        """
        Args:
            signer (google.auth.crypt.Signer): The signer used to sign JWTs.
            service_account_email (str): The service account's email.
            scopes (Sequence[str]): User-defined scopes to request during the
                authorization grant.
            default_scopes (Sequence[str]): Default scopes passed by a
                Google client library. Use 'scopes' for user-defined scopes.
            token_uri (str): The OAuth 2.0 Token URI.
            subject (str): For domain-wide delegation, the email address of the
                user to for which to request delegated access.
            project_id  (str): Project ID associated with the service account
                credential.
            quota_project_id (Optional[str]): The project ID used for quota and
                billing.
            additional_claims (Mapping[str, str]): Any additional claims for
                the JWT assertion used in the authorization grant.

        .. note:: Typically one of the helper constructors
            :meth:`from_service_account_file` or
            :meth:`from_service_account_info` are used instead of calling the
            constructor directly.
        """
        super(Credentials, self).__init__()

        self._scopes = scopes
        self._default_scopes = default_scopes
        self._signer = signer
        self._service_account_email = service_account_email
        self._subject = subject
        self._project_id = project_id
        self._quota_project_id = quota_project_id
        self._token_uri = token_uri

        self._jwt_credentials = None

        if additional_claims is not None:
            self._additional_claims = additional_claims
        else:
            self._additional_claims = {}

    @classmethod
    def _from_signer_and_info(cls, signer, info, **kwargs):
        """Creates a Credentials instance from a signer and service account
        info.

        Args:
            signer (google.auth.crypt.Signer): The signer used to sign JWTs.
            info (Mapping[str, str]): The service account info.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.jwt.Credentials: The constructed credentials.

        Raises:
            ValueError: If the info is not in the expected format.
        """
        return cls(
            signer,
            service_account_email=info["client_email"],
            token_uri=info["token_uri"],
            project_id=info.get("project_id"),
            **kwargs
        )

[docs]    @classmethod
    def from_service_account_info(cls, info, **kwargs):
        """Creates a Credentials instance from parsed service account info.

        Args:
            info (Mapping[str, str]): The service account info in Google
                format.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.service_account.Credentials: The constructed
                credentials.

        Raises:
            ValueError: If the info is not in the expected format.
        """
        signer = _service_account_info.from_dict(
            info, require=["client_email", "token_uri"]
        )
        return cls._from_signer_and_info(signer, info, **kwargs)


[docs]    @classmethod
    def from_service_account_file(cls, filename, **kwargs):
        """Creates a Credentials instance from a service account json file.

        Args:
            filename (str): The path to the service account json file.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.service_account.Credentials: The constructed
                credentials.
        """
        info, signer = _service_account_info.from_filename(
            filename, require=["client_email", "token_uri"]
        )
        return cls._from_signer_and_info(signer, info, **kwargs)


    @property
    def service_account_email(self):
        """The service account email."""
        return self._service_account_email

    @property
    def project_id(self):
        """Project ID associated with this credential."""
        return self._project_id

    @property
    def requires_scopes(self):
        """Checks if the credentials requires scopes.

        Returns:
            bool: True if there are no scopes set otherwise False.
        """
        return True if not self._scopes else False

[docs]    @_helpers.copy_docstring(credentials.Scoped)
    def with_scopes(self, scopes, default_scopes=None):
        return self.__class__(
            self._signer,
            service_account_email=self._service_account_email,
            scopes=scopes,
            default_scopes=default_scopes,
            token_uri=self._token_uri,
            subject=self._subject,
            project_id=self._project_id,
            quota_project_id=self._quota_project_id,
            additional_claims=self._additional_claims.copy(),
        )


[docs]    def with_subject(self, subject):
        """Create a copy of these credentials with the specified subject.

        Args:
            subject (str): The subject claim.

        Returns:
            google.auth.service_account.Credentials: A new credentials
                instance.
        """
        return self.__class__(
            self._signer,
            service_account_email=self._service_account_email,
            scopes=self._scopes,
            default_scopes=self._default_scopes,
            token_uri=self._token_uri,
            subject=subject,
            project_id=self._project_id,
            quota_project_id=self._quota_project_id,
            additional_claims=self._additional_claims.copy(),
        )


[docs]    def with_claims(self, additional_claims):
        """Returns a copy of these credentials with modified claims.

        Args:
            additional_claims (Mapping[str, str]): Any additional claims for
                the JWT payload. This will be merged with the current
                additional claims.

        Returns:
            google.auth.service_account.Credentials: A new credentials
                instance.
        """
        new_additional_claims = copy.deepcopy(self._additional_claims)
        new_additional_claims.update(additional_claims or {})

        return self.__class__(
            self._signer,
            service_account_email=self._service_account_email,
            scopes=self._scopes,
            default_scopes=self._default_scopes,
            token_uri=self._token_uri,
            subject=self._subject,
            project_id=self._project_id,
            quota_project_id=self._quota_project_id,
            additional_claims=new_additional_claims,
        )


[docs]    @_helpers.copy_docstring(credentials.CredentialsWithQuotaProject)
    def with_quota_project(self, quota_project_id):

        return self.__class__(
            self._signer,
            service_account_email=self._service_account_email,
            default_scopes=self._default_scopes,
            scopes=self._scopes,
            token_uri=self._token_uri,
            subject=self._subject,
            project_id=self._project_id,
            quota_project_id=quota_project_id,
            additional_claims=self._additional_claims.copy(),
        )


    def _make_authorization_grant_assertion(self):
        """Create the OAuth 2.0 assertion.

        This assertion is used during the OAuth 2.0 grant to acquire an
        access token.

        Returns:
            bytes: The authorization grant assertion.
        """
        now = _helpers.utcnow()
        lifetime = datetime.timedelta(seconds=_DEFAULT_TOKEN_LIFETIME_SECS)
        expiry = now + lifetime

        payload = {
            "iat": _helpers.datetime_to_secs(now),
            "exp": _helpers.datetime_to_secs(expiry),
            # The issuer must be the service account email.
            "iss": self._service_account_email,
            # The audience must be the auth token endpoint's URI
            "aud": self._token_uri,
            "scope": _helpers.scopes_to_string(self._scopes or ()),
        }

        payload.update(self._additional_claims)

        # The subject can be a user email for domain-wide delegation.
        if self._subject:
            payload.setdefault("sub", self._subject)

        token = jwt.encode(self._signer, payload)

        return token

[docs]    @_helpers.copy_docstring(credentials.Credentials)
    def refresh(self, request):
        if self._jwt_credentials is not None:
            self._jwt_credentials.refresh(request)
            self.token = self._jwt_credentials.token
            self.expiry = self._jwt_credentials.expiry
        else:
            assertion = self._make_authorization_grant_assertion()
            access_token, expiry, _ = _client.jwt_grant(
                request, self._token_uri, assertion
            )
            self.token = access_token
            self.expiry = expiry


    def _create_self_signed_jwt(self, audience):
        """Create a self-signed JWT from the credentials if requirements are met.

        Args:
            audience (str): The service URL. ``https://[API_ENDPOINT]/``
        """
        # https://google.aip.dev/auth/4111
        # If the user has not defined scopes, create a self-signed jwt
        if not self.scopes:
            self._jwt_credentials = jwt.Credentials.from_signing_credentials(
                self, audience
            )

[docs]    @_helpers.copy_docstring(credentials.Signing)
    def sign_bytes(self, message):
        return self._signer.sign(message)


    @property
    @_helpers.copy_docstring(credentials.Signing)
    def signer(self):
        return self._signer

    @property
    @_helpers.copy_docstring(credentials.Signing)
    def signer_email(self):
        return self._service_account_email



[docs]class IDTokenCredentials(credentials.Signing, credentials.CredentialsWithQuotaProject):
    """Open ID Connect ID Token-based service account credentials.

    These credentials are largely similar to :class:`.Credentials`, but instead
    of using an OAuth 2.0 Access Token as the bearer token, they use an Open
    ID Connect ID Token as the bearer token. These credentials are useful when
    communicating to services that require ID Tokens and can not accept access
    tokens.

    Usually, you'll create these credentials with one of the helper
    constructors. To create credentials using a Google service account
    private key JSON file::

        credentials = (
            service_account.IDTokenCredentials.from_service_account_file(
                'service-account.json'))


    Or if you already have the service account file loaded::

        service_account_info = json.load(open('service_account.json'))
        credentials = (
            service_account.IDTokenCredentials.from_service_account_info(
                service_account_info))


    Both helper methods pass on arguments to the constructor, so you can
    specify additional scopes and a subject if necessary::

        credentials = (
            service_account.IDTokenCredentials.from_service_account_file(
                'service-account.json',
                scopes=['email'],
                subject='user@example.com'))


    The credentials are considered immutable. If you want to modify the scopes
    or the subject used for delegation, use :meth:`with_scopes` or
    :meth:`with_subject`::

        scoped_credentials = credentials.with_scopes(['email'])
        delegated_credentials = credentials.with_subject(subject)

    """

    def __init__(
        self,
        signer,
        service_account_email,
        token_uri,
        target_audience,
        additional_claims=None,
        quota_project_id=None,
    ):
        """
        Args:
            signer (google.auth.crypt.Signer): The signer used to sign JWTs.
            service_account_email (str): The service account's email.
            token_uri (str): The OAuth 2.0 Token URI.
            target_audience (str): The intended audience for these credentials,
                used when requesting the ID Token. The ID Token's ``aud`` claim
                will be set to this string.
            additional_claims (Mapping[str, str]): Any additional claims for
                the JWT assertion used in the authorization grant.
            quota_project_id (Optional[str]): The project ID used for quota and billing.
        .. note:: Typically one of the helper constructors
            :meth:`from_service_account_file` or
            :meth:`from_service_account_info` are used instead of calling the
            constructor directly.
        """
        super(IDTokenCredentials, self).__init__()
        self._signer = signer
        self._service_account_email = service_account_email
        self._token_uri = token_uri
        self._target_audience = target_audience
        self._quota_project_id = quota_project_id

        if additional_claims is not None:
            self._additional_claims = additional_claims
        else:
            self._additional_claims = {}

    @classmethod
    def _from_signer_and_info(cls, signer, info, **kwargs):
        """Creates a credentials instance from a signer and service account
        info.

        Args:
            signer (google.auth.crypt.Signer): The signer used to sign JWTs.
            info (Mapping[str, str]): The service account info.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.jwt.IDTokenCredentials: The constructed credentials.

        Raises:
            ValueError: If the info is not in the expected format.
        """
        kwargs.setdefault("service_account_email", info["client_email"])
        kwargs.setdefault("token_uri", info["token_uri"])
        return cls(signer, **kwargs)

[docs]    @classmethod
    def from_service_account_info(cls, info, **kwargs):
        """Creates a credentials instance from parsed service account info.

        Args:
            info (Mapping[str, str]): The service account info in Google
                format.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.service_account.IDTokenCredentials: The constructed
                credentials.

        Raises:
            ValueError: If the info is not in the expected format.
        """
        signer = _service_account_info.from_dict(
            info, require=["client_email", "token_uri"]
        )
        return cls._from_signer_and_info(signer, info, **kwargs)


[docs]    @classmethod
    def from_service_account_file(cls, filename, **kwargs):
        """Creates a credentials instance from a service account json file.

        Args:
            filename (str): The path to the service account json file.
            kwargs: Additional arguments to pass to the constructor.

        Returns:
            google.auth.service_account.IDTokenCredentials: The constructed
                credentials.
        """
        info, signer = _service_account_info.from_filename(
            filename, require=["client_email", "token_uri"]
        )
        return cls._from_signer_and_info(signer, info, **kwargs)


[docs]    def with_target_audience(self, target_audience):
        """Create a copy of these credentials with the specified target
        audience.

        Args:
            target_audience (str): The intended audience for these credentials,
            used when requesting the ID Token.

        Returns:
            google.auth.service_account.IDTokenCredentials: A new credentials
                instance.
        """
        return self.__class__(
            self._signer,
            service_account_email=self._service_account_email,
            token_uri=self._token_uri,
            target_audience=target_audience,
            additional_claims=self._additional_claims.copy(),
            quota_project_id=self.quota_project_id,
        )


[docs]    @_helpers.copy_docstring(credentials.CredentialsWithQuotaProject)
    def with_quota_project(self, quota_project_id):
        return self.__class__(
            self._signer,
            service_account_email=self._service_account_email,
            token_uri=self._token_uri,
            target_audience=self._target_audience,
            additional_claims=self._additional_claims.copy(),
            quota_project_id=quota_project_id,
        )


    def _make_authorization_grant_assertion(self):
        """Create the OAuth 2.0 assertion.

        This assertion is used during the OAuth 2.0 grant to acquire an
        ID token.

        Returns:
            bytes: The authorization grant assertion.
        """
        now = _helpers.utcnow()
        lifetime = datetime.timedelta(seconds=_DEFAULT_TOKEN_LIFETIME_SECS)
        expiry = now + lifetime

        payload = {
            "iat": _helpers.datetime_to_secs(now),
            "exp": _helpers.datetime_to_secs(expiry),
            # The issuer must be the service account email.
            "iss": self.service_account_email,
            # The audience must be the auth token endpoint's URI
            "aud": self._token_uri,
            # The target audience specifies which service the ID token is
            # intended for.
            "target_audience": self._target_audience,
        }

        payload.update(self._additional_claims)

        token = jwt.encode(self._signer, payload)

        return token

[docs]    @_helpers.copy_docstring(credentials.Credentials)
    def refresh(self, request):
        assertion = self._make_authorization_grant_assertion()
        access_token, expiry, _ = _client.id_token_jwt_grant(
            request, self._token_uri, assertion
        )
        self.token = access_token
        self.expiry = expiry


    @property
    def service_account_email(self):
        """The service account email."""
        return self._service_account_email

[docs]    @_helpers.copy_docstring(credentials.Signing)
    def sign_bytes(self, message):
        return self._signer.sign(message)


    @property
    @_helpers.copy_docstring(credentials.Signing)
    def signer(self):
        return self._signer

    @property
    @_helpers.copy_docstring(credentials.Signing)
    def signer_email(self):
        return self._service_account_email





          

      

      

    

  

    
      
          
            
  Source code for google.oauth2.sts

# Copyright 2020 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""OAuth 2.0 Token Exchange Spec.

This module defines a token exchange utility based on the `OAuth 2.0 Token
Exchange`_ spec. This will be mainly used to exchange external credentials
for GCP access tokens in workload identity pools to access Google APIs.

The implementation will support various types of client authentication as
allowed in the spec.

A deviation on the spec will be for additional Google specific options that
cannot be easily mapped to parameters defined in the RFC.

The returned dictionary response will be based on the `rfc8693 section 2.2.1`_
spec JSON response.

.. _OAuth 2.0 Token Exchange: https://tools.ietf.org/html/rfc8693
.. _rfc8693 section 2.2.1: https://tools.ietf.org/html/rfc8693#section-2.2.1
"""

import json

from six.moves import http_client
from six.moves import urllib

from google.oauth2 import utils


_URLENCODED_HEADERS = {"Content-Type": "application/x-www-form-urlencoded"}


[docs]class Client(utils.OAuthClientAuthHandler):
    """Implements the OAuth 2.0 token exchange spec based on
    https://tools.ietf.org/html/rfc8693.
    """

    def __init__(self, token_exchange_endpoint, client_authentication=None):
        """Initializes an STS client instance.

        Args:
            token_exchange_endpoint (str): The token exchange endpoint.
            client_authentication (Optional(google.oauth2.oauth2_utils.ClientAuthentication)):
                The optional OAuth client authentication credentials if available.
        """
        super(Client, self).__init__(client_authentication)
        self._token_exchange_endpoint = token_exchange_endpoint

[docs]    def exchange_token(
        self,
        request,
        grant_type,
        subject_token,
        subject_token_type,
        resource=None,
        audience=None,
        scopes=None,
        requested_token_type=None,
        actor_token=None,
        actor_token_type=None,
        additional_options=None,
        additional_headers=None,
    ):
        """Exchanges the provided token for another type of token based on the
        rfc8693 spec.

        Args:
            request (google.auth.transport.Request): A callable used to make
                HTTP requests.
            grant_type (str): The OAuth 2.0 token exchange grant type.
            subject_token (str): The OAuth 2.0 token exchange subject token.
            subject_token_type (str): The OAuth 2.0 token exchange subject token type.
            resource (Optional[str]): The optional OAuth 2.0 token exchange resource field.
            audience (Optional[str]): The optional OAuth 2.0 token exchange audience field.
            scopes (Optional[Sequence[str]]): The optional list of scopes to use.
            requested_token_type (Optional[str]): The optional OAuth 2.0 token exchange requested
                token type.
            actor_token (Optional[str]): The optional OAuth 2.0 token exchange actor token.
            actor_token_type (Optional[str]): The optional OAuth 2.0 token exchange actor token type.
            additional_options (Optional[Mapping[str, str]]): The optional additional
                non-standard Google specific options.
            additional_headers (Optional[Mapping[str, str]]): The optional additional
                headers to pass to the token exchange endpoint.

        Returns:
            Mapping[str, str]: The token exchange JSON-decoded response data containing
                the requested token and its expiration time.

        Raises:
            google.auth.exceptions.OAuthError: If the token endpoint returned
                an error.
        """
        # Initialize request headers.
        headers = _URLENCODED_HEADERS.copy()
        # Inject additional headers.
        if additional_headers:
            for k, v in dict(additional_headers).items():
                headers[k] = v
        # Initialize request body.
        request_body = {
            "grant_type": grant_type,
            "resource": resource,
            "audience": audience,
            "scope": " ".join(scopes or []),
            "requested_token_type": requested_token_type,
            "subject_token": subject_token,
            "subject_token_type": subject_token_type,
            "actor_token": actor_token,
            "actor_token_type": actor_token_type,
            "options": None,
        }
        # Add additional non-standard options.
        if additional_options:
            request_body["options"] = urllib.parse.quote(json.dumps(additional_options))
        # Remove empty fields in request body.
        for k, v in dict(request_body).items():
            if v is None or v == "":
                del request_body[k]
        # Apply OAuth client authentication.
        self.apply_client_authentication_options(headers, request_body)

        # Execute request.
        response = request(
            url=self._token_exchange_endpoint,
            method="POST",
            headers=headers,
            body=urllib.parse.urlencode(request_body).encode("utf-8"),
        )

        response_body = (
            response.data.decode("utf-8")
            if hasattr(response.data, "decode")
            else response.data
        )

        # If non-200 response received, translate to OAuthError exception.
        if response.status != http_client.OK:
            utils.handle_error_response(response_body)

        response_data = json.loads(response_body)

        # Return successful response.
        return response_data






          

      

      

    

  

    
      
          
            
  Source code for google.oauth2.utils

# Copyright 2020 Google LLC
#
# Licensed under the Apache License, Version 2.0 (the "License");
# you may not use this file except in compliance with the License.
# You may obtain a copy of the License at
#
#      http://www.apache.org/licenses/LICENSE-2.0
#
# Unless required by applicable law or agreed to in writing, software
# distributed under the License is distributed on an "AS IS" BASIS,
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License.

"""OAuth 2.0 Utilities.

This module provides implementations for various OAuth 2.0 utilities.
This includes `OAuth error handling`_ and
`Client authentication for OAuth flows`_.

OAuth error handling
--------------------
This will define interfaces for handling OAuth related error responses as
stated in `RFC 6749 section 5.2`_.
This will include a common function to convert these HTTP error responses to a
:class:`google.auth.exceptions.OAuthError` exception.


Client authentication for OAuth flows
-------------------------------------
We introduce an interface for defining client authentication credentials based
on `RFC 6749 section 2.3.1`_. This will expose the following
capabilities:

    * Ability to support basic authentication via request header.
    * Ability to support bearer token authentication via request header.
    * Ability to support client ID / secret authentication via request body.

.. _RFC 6749 section 2.3.1: https://tools.ietf.org/html/rfc6749#section-2.3.1
.. _RFC 6749 section 5.2: https://tools.ietf.org/html/rfc6749#section-5.2
"""

import abc
import base64
import enum
import json

import six

from google.auth import exceptions


# OAuth client authentication based on
# https://tools.ietf.org/html/rfc6749#section-2.3.
[docs]class ClientAuthType(enum.Enum):
    basic = 1
    request_body = 2



[docs]class ClientAuthentication(object):
    """Defines the client authentication credentials for basic and request-body
    types based on https://tools.ietf.org/html/rfc6749#section-2.3.1.
    """

    def __init__(self, client_auth_type, client_id, client_secret=None):
        """Instantiates a client authentication object containing the client ID
        and secret credentials for basic and response-body auth.

        Args:
            client_auth_type (google.oauth2.oauth_utils.ClientAuthType): The
                client authentication type.
            client_id (str): The client ID.
            client_secret (Optional[str]): The client secret.
        """
        self.client_auth_type = client_auth_type
        self.client_id = client_id
        self.client_secret = client_secret



[docs]@six.add_metaclass(abc.ABCMeta)
class OAuthClientAuthHandler(object):
    """Abstract class for handling client authentication in OAuth-based
    operations.
    """

    def __init__(self, client_authentication=None):
        """Instantiates an OAuth client authentication handler.

        Args:
            client_authentication (Optional[google.oauth2.utils.ClientAuthentication]):
                The OAuth client authentication credentials if available.
        """
        super(OAuthClientAuthHandler, self).__init__()
        self._client_authentication = client_authentication

[docs]    def apply_client_authentication_options(
        self, headers, request_body=None, bearer_token=None
    ):
        """Applies client authentication on the OAuth request's headers or POST
        body.

        Args:
            headers (Mapping[str, str]): The HTTP request header.
            request_body (Optional[Mapping[str, str]]): The HTTP request body
                dictionary. For requests that do not support request body, this
                is None and will be ignored.
            bearer_token (Optional[str]): The optional bearer token.
        """
        # Inject authenticated header.
        self._inject_authenticated_headers(headers, bearer_token)
        # Inject authenticated request body.
        if bearer_token is None:
            self._inject_authenticated_request_body(request_body)


    def _inject_authenticated_headers(self, headers, bearer_token=None):
        if bearer_token is not None:
            headers["Authorization"] = "Bearer %s" % bearer_token
        elif (
            self._client_authentication is not None
            and self._client_authentication.client_auth_type is ClientAuthType.basic
        ):
            username = self._client_authentication.client_id
            password = self._client_authentication.client_secret or ""

            credentials = base64.b64encode(
                ("%s:%s" % (username, password)).encode()
            ).decode()
            headers["Authorization"] = "Basic %s" % credentials

    def _inject_authenticated_request_body(self, request_body):
        if (
            self._client_authentication is not None
            and self._client_authentication.client_auth_type
            is ClientAuthType.request_body
        ):
            if request_body is None:
                raise exceptions.OAuthError(
                    "HTTP request does not support request-body"
                )
            else:
                request_body["client_id"] = self._client_authentication.client_id
                request_body["client_secret"] = (
                    self._client_authentication.client_secret or ""
                )



[docs]def handle_error_response(response_body):
    """Translates an error response from an OAuth operation into an
    OAuthError exception.

    Args:
        response_body (str): The decoded response data.

    Raises:
        google.auth.exceptions.OAuthError
    """
    try:
        error_components = []
        error_data = json.loads(response_body)

        error_components.append("Error code {}".format(error_data["error"]))
        if "error_description" in error_data:
            error_components.append(": {}".format(error_data["error_description"]))
        if "error_uri" in error_data:
            error_components.append(" - {}".format(error_data["error_uri"]))
        error_details = "".join(error_components)
    # If no details could be extracted, use the response data.
    except (KeyError, ValueError):
        error_details = response_body

    raise exceptions.OAuthError(error_details, response_body)





          

      

      

    

  

    
      
          
            
  Source code for requests.sessions

# -*- coding: utf-8 -*-

"""
requests.sessions
~~~~~~~~~~~~~~~~~

This module provides a Session object to manage and persist settings across
requests (cookies, auth, proxies).
"""
import os
import sys
import time
from datetime import timedelta
from collections import OrderedDict

from .auth import _basic_auth_str
from .compat import cookielib, is_py3, urljoin, urlparse, Mapping
from .cookies import (
    cookiejar_from_dict, extract_cookies_to_jar, RequestsCookieJar, merge_cookies)
from .models import Request, PreparedRequest, DEFAULT_REDIRECT_LIMIT
from .hooks import default_hooks, dispatch_hook
from ._internal_utils import to_native_string
from .utils import to_key_val_list, default_headers, DEFAULT_PORTS
from .exceptions import (
    TooManyRedirects, InvalidSchema, ChunkedEncodingError, ContentDecodingError)

from .structures import CaseInsensitiveDict
from .adapters import HTTPAdapter

from .utils import (
    requote_uri, get_environ_proxies, get_netrc_auth, should_bypass_proxies,
    get_auth_from_url, rewind_body
)

from .status_codes import codes

# formerly defined here, reexposed here for backward compatibility
from .models import REDIRECT_STATI

# Preferred clock, based on which one is more accurate on a given system.
if sys.platform == 'win32':
    try:  # Python 3.4+
        preferred_clock = time.perf_counter
    except AttributeError:  # Earlier than Python 3.
        preferred_clock = time.clock
else:
    preferred_clock = time.time


def merge_setting(request_setting, session_setting, dict_class=OrderedDict):
    """Determines appropriate setting for a given request, taking into account
    the explicit setting on that request, and the setting in the session. If a
    setting is a dictionary, they will be merged together using `dict_class`
    """

    if session_setting is None:
        return request_setting

    if request_setting is None:
        return session_setting

    # Bypass if not a dictionary (e.g. verify)
    if not (
            isinstance(session_setting, Mapping) and
            isinstance(request_setting, Mapping)
    ):
        return request_setting

    merged_setting = dict_class(to_key_val_list(session_setting))
    merged_setting.update(to_key_val_list(request_setting))

    # Remove keys that are set to None. Extract keys first to avoid altering
    # the dictionary during iteration.
    none_keys = [k for (k, v) in merged_setting.items() if v is None]
    for key in none_keys:
        del merged_setting[key]

    return merged_setting


def merge_hooks(request_hooks, session_hooks, dict_class=OrderedDict):
    """Properly merges both requests and session hooks.

    This is necessary because when request_hooks == {'response': []}, the
    merge breaks Session hooks entirely.
    """
    if session_hooks is None or session_hooks.get('response') == []:
        return request_hooks

    if request_hooks is None or request_hooks.get('response') == []:
        return session_hooks

    return merge_setting(request_hooks, session_hooks, dict_class)


class SessionRedirectMixin(object):

    def get_redirect_target(self, resp):
        """Receives a Response. Returns a redirect URI or ``None``"""
        # Due to the nature of how requests processes redirects this method will
        # be called at least once upon the original response and at least twice
        # on each subsequent redirect response (if any).
        # If a custom mixin is used to handle this logic, it may be advantageous
        # to cache the redirect location onto the response object as a private
        # attribute.
        if resp.is_redirect:
            location = resp.headers['location']
            # Currently the underlying http module on py3 decode headers
            # in latin1, but empirical evidence suggests that latin1 is very
            # rarely used with non-ASCII characters in HTTP headers.
            # It is more likely to get UTF8 header rather than latin1.
            # This causes incorrect handling of UTF8 encoded location headers.
            # To solve this, we re-encode the location in latin1.
            if is_py3:
                location = location.encode('latin1')
            return to_native_string(location, 'utf8')
        return None

    def should_strip_auth(self, old_url, new_url):
        """Decide whether Authorization header should be removed when redirecting"""
        old_parsed = urlparse(old_url)
        new_parsed = urlparse(new_url)
        if old_parsed.hostname != new_parsed.hostname:
            return True
        # Special case: allow http -> https redirect when using the standard
        # ports. This isn't specified by RFC 7235, but is kept to avoid
        # breaking backwards compatibility with older versions of requests
        # that allowed any redirects on the same host.
        if (old_parsed.scheme == 'http' and old_parsed.port in (80, None)
                and new_parsed.scheme == 'https' and new_parsed.port in (443, None)):
            return False

        # Handle default port usage corresponding to scheme.
        changed_port = old_parsed.port != new_parsed.port
        changed_scheme = old_parsed.scheme != new_parsed.scheme
        default_port = (DEFAULT_PORTS.get(old_parsed.scheme, None), None)
        if (not changed_scheme and old_parsed.port in default_port
                and new_parsed.port in default_port):
            return False

        # Standard case: root URI must match
        return changed_port or changed_scheme

    def resolve_redirects(self, resp, req, stream=False, timeout=None,
                          verify=True, cert=None, proxies=None, yield_requests=False, **adapter_kwargs):
        """Receives a Response. Returns a generator of Responses or Requests."""

        hist = []  # keep track of history

        url = self.get_redirect_target(resp)
        previous_fragment = urlparse(req.url).fragment
        while url:
            prepared_request = req.copy()

            # Update history and keep track of redirects.
            # resp.history must ignore the original request in this loop
            hist.append(resp)
            resp.history = hist[1:]

            try:
                resp.content  # Consume socket so it can be released
            except (ChunkedEncodingError, ContentDecodingError, RuntimeError):
                resp.raw.read(decode_content=False)

            if len(resp.history) >= self.max_redirects:
                raise TooManyRedirects('Exceeded {} redirects.'.format(self.max_redirects), response=resp)

            # Release the connection back into the pool.
            resp.close()

            # Handle redirection without scheme (see: RFC 1808 Section 4)
            if url.startswith('//'):
                parsed_rurl = urlparse(resp.url)
                url = ':'.join([to_native_string(parsed_rurl.scheme), url])

            # Normalize url case and attach previous fragment if needed (RFC 7231 7.1.2)
            parsed = urlparse(url)
            if parsed.fragment == '' and previous_fragment:
                parsed = parsed._replace(fragment=previous_fragment)
            elif parsed.fragment:
                previous_fragment = parsed.fragment
            url = parsed.geturl()

            # Facilitate relative 'location' headers, as allowed by RFC 7231.
            # (e.g. '/path/to/resource' instead of 'http://domain.tld/path/to/resource')
            # Compliant with RFC3986, we percent encode the url.
            if not parsed.netloc:
                url = urljoin(resp.url, requote_uri(url))
            else:
                url = requote_uri(url)

            prepared_request.url = to_native_string(url)

            self.rebuild_method(prepared_request, resp)

            # https://github.com/psf/requests/issues/1084
            if resp.status_code not in (codes.temporary_redirect, codes.permanent_redirect):
                # https://github.com/psf/requests/issues/3490
                purged_headers = ('Content-Length', 'Content-Type', 'Transfer-Encoding')
                for header in purged_headers:
                    prepared_request.headers.pop(header, None)
                prepared_request.body = None

            headers = prepared_request.headers
            headers.pop('Cookie', None)

            # Extract any cookies sent on the response to the cookiejar
            # in the new request. Because we've mutated our copied prepared
            # request, use the old one that we haven't yet touched.
            extract_cookies_to_jar(prepared_request._cookies, req, resp.raw)
            merge_cookies(prepared_request._cookies, self.cookies)
            prepared_request.prepare_cookies(prepared_request._cookies)

            # Rebuild auth and proxy information.
            proxies = self.rebuild_proxies(prepared_request, proxies)
            self.rebuild_auth(prepared_request, resp)

            # A failed tell() sets `_body_position` to `object()`. This non-None
            # value ensures `rewindable` will be True, allowing us to raise an
            # UnrewindableBodyError, instead of hanging the connection.
            rewindable = (
                prepared_request._body_position is not None and
                ('Content-Length' in headers or 'Transfer-Encoding' in headers)
            )

            # Attempt to rewind consumed file-like object.
            if rewindable:
                rewind_body(prepared_request)

            # Override the original request.
            req = prepared_request

            if yield_requests:
                yield req
            else:

                resp = self.send(
                    req,
                    stream=stream,
                    timeout=timeout,
                    verify=verify,
                    cert=cert,
                    proxies=proxies,
                    allow_redirects=False,
                    **adapter_kwargs
                )

                extract_cookies_to_jar(self.cookies, prepared_request, resp.raw)

                # extract redirect url, if any, for the next loop
                url = self.get_redirect_target(resp)
                yield resp

    def rebuild_auth(self, prepared_request, response):
        """When being redirected we may want to strip authentication from the
        request to avoid leaking credentials. This method intelligently removes
        and reapplies authentication where possible to avoid credential loss.
        """
        headers = prepared_request.headers
        url = prepared_request.url

        if 'Authorization' in headers and self.should_strip_auth(response.request.url, url):
            # If we get redirected to a new host, we should strip out any
            # authentication headers.
            del headers['Authorization']

        # .netrc might have more auth for us on our new host.
        new_auth = get_netrc_auth(url) if self.trust_env else None
        if new_auth is not None:
            prepared_request.prepare_auth(new_auth)


    def rebuild_proxies(self, prepared_request, proxies):
        """This method re-evaluates the proxy configuration by considering the
        environment variables. If we are redirected to a URL covered by
        NO_PROXY, we strip the proxy configuration. Otherwise, we set missing
        proxy keys for this URL (in case they were stripped by a previous
        redirect).

        This method also replaces the Proxy-Authorization header where
        necessary.

        :rtype: dict
        """
        proxies = proxies if proxies is not None else {}
        headers = prepared_request.headers
        url = prepared_request.url
        scheme = urlparse(url).scheme
        new_proxies = proxies.copy()
        no_proxy = proxies.get('no_proxy')

        bypass_proxy = should_bypass_proxies(url, no_proxy=no_proxy)
        if self.trust_env and not bypass_proxy:
            environ_proxies = get_environ_proxies(url, no_proxy=no_proxy)

            proxy = environ_proxies.get(scheme, environ_proxies.get('all'))

            if proxy:
                new_proxies.setdefault(scheme, proxy)

        if 'Proxy-Authorization' in headers:
            del headers['Proxy-Authorization']

        try:
            username, password = get_auth_from_url(new_proxies[scheme])
        except KeyError:
            username, password = None, None

        if username and password:
            headers['Proxy-Authorization'] = _basic_auth_str(username, password)

        return new_proxies

    def rebuild_method(self, prepared_request, response):
        """When being redirected we may want to change the method of the request
        based on certain specs or browser behavior.
        """
        method = prepared_request.method

        # https://tools.ietf.org/html/rfc7231#section-6.4.4
        if response.status_code == codes.see_other and method != 'HEAD':
            method = 'GET'

        # Do what the browsers do, despite standards...
        # First, turn 302s into GETs.
        if response.status_code == codes.found and method != 'HEAD':
            method = 'GET'

        # Second, if a POST is responded to with a 301, turn it into a GET.
        # This bizarre behaviour is explained in Issue 1704.
        if response.status_code == codes.moved and method == 'POST':
            method = 'GET'

        prepared_request.method = method


class Session(SessionRedirectMixin):
    """A Requests session.

    Provides cookie persistence, connection-pooling, and configuration.

    Basic Usage::

      >>> import requests
      >>> s = requests.Session()
      >>> s.get('https://httpbin.org/get')
      <Response [200]>

    Or as a context manager::

      >>> with requests.Session() as s:
      ...     s.get('https://httpbin.org/get')
      <Response [200]>
    """

    __attrs__ = [
        'headers', 'cookies', 'auth', 'proxies', 'hooks', 'params', 'verify',
        'cert', 'adapters', 'stream', 'trust_env',
        'max_redirects',
    ]

    def __init__(self):

        #: A case-insensitive dictionary of headers to be sent on each
        #: :class:`Request <Request>` sent from this
        #: :class:`Session <Session>`.
        self.headers = default_headers()

        #: Default Authentication tuple or object to attach to
        #: :class:`Request <Request>`.
        self.auth = None

        #: Dictionary mapping protocol or protocol and host to the URL of the proxy
        #: (e.g. {'http': 'foo.bar:3128', 'http://host.name': 'foo.bar:4012'}) to
        #: be used on each :class:`Request <Request>`.
        self.proxies = {}

        #: Event-handling hooks.
        self.hooks = default_hooks()

        #: Dictionary of querystring data to attach to each
        #: :class:`Request <Request>`. The dictionary values may be lists for
        #: representing multivalued query parameters.
        self.params = {}

        #: Stream response content default.
        self.stream = False

        #: SSL Verification default.
        #: Defaults to `True`, requiring requests to verify the TLS certificate at the
        #: remote end.
        #: If verify is set to `False`, requests will accept any TLS certificate
        #: presented by the server, and will ignore hostname mismatches and/or
        #: expired certificates, which will make your application vulnerable to
        #: man-in-the-middle (MitM) attacks.
        #: Only set this to `False` for testing.
        self.verify = True

        #: SSL client certificate default, if String, path to ssl client
        #: cert file (.pem). If Tuple, ('cert', 'key') pair.
        self.cert = None

        #: Maximum number of redirects allowed. If the request exceeds this
        #: limit, a :class:`TooManyRedirects` exception is raised.
        #: This defaults to requests.models.DEFAULT_REDIRECT_LIMIT, which is
        #: 30.
        self.max_redirects = DEFAULT_REDIRECT_LIMIT

        #: Trust environment settings for proxy configuration, default
        #: authentication and similar.
        self.trust_env = True

        #: A CookieJar containing all currently outstanding cookies set on this
        #: session. By default it is a
        #: :class:`RequestsCookieJar <requests.cookies.RequestsCookieJar>`, but
        #: may be any other ``cookielib.CookieJar`` compatible object.
        self.cookies = cookiejar_from_dict({})

        # Default connection adapters.
        self.adapters = OrderedDict()
        self.mount('https://', HTTPAdapter())
        self.mount('http://', HTTPAdapter())

    def __enter__(self):
        return self

    def __exit__(self, *args):
        self.close()

    def prepare_request(self, request):
        """Constructs a :class:`PreparedRequest <PreparedRequest>` for
        transmission and returns it. The :class:`PreparedRequest` has settings
        merged from the :class:`Request <Request>` instance and those of the
        :class:`Session`.

        :param request: :class:`Request` instance to prepare with this
            session's settings.
        :rtype: requests.PreparedRequest
        """
        cookies = request.cookies or {}

        # Bootstrap CookieJar.
        if not isinstance(cookies, cookielib.CookieJar):
            cookies = cookiejar_from_dict(cookies)

        # Merge with session cookies
        merged_cookies = merge_cookies(
            merge_cookies(RequestsCookieJar(), self.cookies), cookies)

        # Set environment's basic authentication if not explicitly set.
        auth = request.auth
        if self.trust_env and not auth and not self.auth:
            auth = get_netrc_auth(request.url)

        p = PreparedRequest()
        p.prepare(
            method=request.method.upper(),
            url=request.url,
            files=request.files,
            data=request.data,
            json=request.json,
            headers=merge_setting(request.headers, self.headers, dict_class=CaseInsensitiveDict),
            params=merge_setting(request.params, self.params),
            auth=merge_setting(auth, self.auth),
            cookies=merged_cookies,
            hooks=merge_hooks(request.hooks, self.hooks),
        )
        return p

    def request(self, method, url,
            params=None, data=None, headers=None, cookies=None, files=None,
            auth=None, timeout=None, allow_redirects=True, proxies=None,
            hooks=None, stream=None, verify=None, cert=None, json=None):
        """Constructs a :class:`Request <Request>`, prepares it and sends it.
        Returns :class:`Response <Response>` object.

        :param method: method for the new :class:`Request` object.
        :param url: URL for the new :class:`Request` object.
        :param params: (optional) Dictionary or bytes to be sent in the query
            string for the :class:`Request`.
        :param data: (optional) Dictionary, list of tuples, bytes, or file-like
            object to send in the body of the :class:`Request`.
        :param json: (optional) json to send in the body of the
            :class:`Request`.
        :param headers: (optional) Dictionary of HTTP Headers to send with the
            :class:`Request`.
        :param cookies: (optional) Dict or CookieJar object to send with the
            :class:`Request`.
        :param files: (optional) Dictionary of ``'filename': file-like-objects``
            for multipart encoding upload.
        :param auth: (optional) Auth tuple or callable to enable
            Basic/Digest/Custom HTTP Auth.
        :param timeout: (optional) How long to wait for the server to send
            data before giving up, as a float, or a :ref:`(connect timeout,
            read timeout) <timeouts>` tuple.
        :type timeout: float or tuple
        :param allow_redirects: (optional) Set to True by default.
        :type allow_redirects: bool
        :param proxies: (optional) Dictionary mapping protocol or protocol and
            hostname to the URL of the proxy.
        :param stream: (optional) whether to immediately download the response
            content. Defaults to ``False``.
        :param verify: (optional) Either a boolean, in which case it controls whether we verify
            the server's TLS certificate, or a string, in which case it must be a path
            to a CA bundle to use. Defaults to ``True``. When set to
            ``False``, requests will accept any TLS certificate presented by
            the server, and will ignore hostname mismatches and/or expired
            certificates, which will make your application vulnerable to
            man-in-the-middle (MitM) attacks. Setting verify to ``False`` 
            may be useful during local development or testing.
        :param cert: (optional) if String, path to ssl client cert file (.pem).
            If Tuple, ('cert', 'key') pair.
        :rtype: requests.Response
        """
        # Create the Request.
        req = Request(
            method=method.upper(),
            url=url,
            headers=headers,
            files=files,
            data=data or {},
            json=json,
            params=params or {},
            auth=auth,
            cookies=cookies,
            hooks=hooks,
        )
        prep = self.prepare_request(req)

        proxies = proxies or {}

        settings = self.merge_environment_settings(
            prep.url, proxies, stream, verify, cert
        )

        # Send the request.
        send_kwargs = {
            'timeout': timeout,
            'allow_redirects': allow_redirects,
        }
        send_kwargs.update(settings)
        resp = self.send(prep, **send_kwargs)

        return resp

    def get(self, url, **kwargs):
        r"""Sends a GET request. Returns :class:`Response` object.

        :param url: URL for the new :class:`Request` object.
        :param \*\*kwargs: Optional arguments that ``request`` takes.
        :rtype: requests.Response
        """

        kwargs.setdefault('allow_redirects', True)
        return self.request('GET', url, **kwargs)

    def options(self, url, **kwargs):
        r"""Sends a OPTIONS request. Returns :class:`Response` object.

        :param url: URL for the new :class:`Request` object.
        :param \*\*kwargs: Optional arguments that ``request`` takes.
        :rtype: requests.Response
        """

        kwargs.setdefault('allow_redirects', True)
        return self.request('OPTIONS', url, **kwargs)

    def head(self, url, **kwargs):
        r"""Sends a HEAD request. Returns :class:`Response` object.

        :param url: URL for the new :class:`Request` object.
        :param \*\*kwargs: Optional arguments that ``request`` takes.
        :rtype: requests.Response
        """

        kwargs.setdefault('allow_redirects', False)
        return self.request('HEAD', url, **kwargs)

    def post(self, url, data=None, json=None, **kwargs):
        r"""Sends a POST request. Returns :class:`Response` object.

        :param url: URL for the new :class:`Request` object.
        :param data: (optional) Dictionary, list of tuples, bytes, or file-like
            object to send in the body of the :class:`Request`.
        :param json: (optional) json to send in the body of the :class:`Request`.
        :param \*\*kwargs: Optional arguments that ``request`` takes.
        :rtype: requests.Response
        """

        return self.request('POST', url, data=data, json=json, **kwargs)

    def put(self, url, data=None, **kwargs):
        r"""Sends a PUT request. Returns :class:`Response` object.

        :param url: URL for the new :class:`Request` object.
        :param data: (optional) Dictionary, list of tuples, bytes, or file-like
            object to send in the body of the :class:`Request`.
        :param \*\*kwargs: Optional arguments that ``request`` takes.
        :rtype: requests.Response
        """

        return self.request('PUT', url, data=data, **kwargs)

    def patch(self, url, data=None, **kwargs):
        r"""Sends a PATCH request. Returns :class:`Response` object.

        :param url: URL for the new :class:`Request` object.
        :param data: (optional) Dictionary, list of tuples, bytes, or file-like
            object to send in the body of the :class:`Request`.
        :param \*\*kwargs: Optional arguments that ``request`` takes.
        :rtype: requests.Response
        """

        return self.request('PATCH', url, data=data, **kwargs)

    def delete(self, url, **kwargs):
        r"""Sends a DELETE request. Returns :class:`Response` object.

        :param url: URL for the new :class:`Request` object.
        :param \*\*kwargs: Optional arguments that ``request`` takes.
        :rtype: requests.Response
        """

        return self.request('DELETE', url, **kwargs)

    def send(self, request, **kwargs):
        """Send a given PreparedRequest.

        :rtype: requests.Response
        """
        # Set defaults that the hooks can utilize to ensure they always have
        # the correct parameters to reproduce the previous request.
        kwargs.setdefault('stream', self.stream)
        kwargs.setdefault('verify', self.verify)
        kwargs.setdefault('cert', self.cert)
        kwargs.setdefault('proxies', self.proxies)

        # It's possible that users might accidentally send a Request object.
        # Guard against that specific failure case.
        if isinstance(request, Request):
            raise ValueError('You can only send PreparedRequests.')

        # Set up variables needed for resolve_redirects and dispatching of hooks
        allow_redirects = kwargs.pop('allow_redirects', True)
        stream = kwargs.get('stream')
        hooks = request.hooks

        # Get the appropriate adapter to use
        adapter = self.get_adapter(url=request.url)

        # Start time (approximately) of the request
        start = preferred_clock()

        # Send the request
        r = adapter.send(request, **kwargs)

        # Total elapsed time of the request (approximately)
        elapsed = preferred_clock() - start
        r.elapsed = timedelta(seconds=elapsed)

        # Response manipulation hooks
        r = dispatch_hook('response', hooks, r, **kwargs)

        # Persist cookies
        if r.history:

            # If the hooks create history then we want those cookies too
            for resp in r.history:
                extract_cookies_to_jar(self.cookies, resp.request, resp.raw)

        extract_cookies_to_jar(self.cookies, request, r.raw)

        # Resolve redirects if allowed.
        if allow_redirects:
            # Redirect resolving generator.
            gen = self.resolve_redirects(r, request, **kwargs)
            history = [resp for resp in gen]
        else:
            history = []

        # Shuffle things around if there's history.
        if history:
            # Insert the first (original) request at the start
            history.insert(0, r)
            # Get the last request made
            r = history.pop()
            r.history = history

        # If redirects aren't being followed, store the response on the Request for Response.next().
        if not allow_redirects:
            try:
                r._next = next(self.resolve_redirects(r, request, yield_requests=True, **kwargs))
            except StopIteration:
                pass

        if not stream:
            r.content

        return r

    def merge_environment_settings(self, url, proxies, stream, verify, cert):
        """
        Check the environment and merge it with some settings.

        :rtype: dict
        """
        # Gather clues from the surrounding environment.
        if self.trust_env:
            # Set environment's proxies.
            no_proxy = proxies.get('no_proxy') if proxies is not None else None
            env_proxies = get_environ_proxies(url, no_proxy=no_proxy)
            for (k, v) in env_proxies.items():
                proxies.setdefault(k, v)

            # Look for requests environment configuration and be compatible
            # with cURL.
            if verify is True or verify is None:
                verify = (os.environ.get('REQUESTS_CA_BUNDLE') or
                          os.environ.get('CURL_CA_BUNDLE'))

        # Merge all the kwargs.
        proxies = merge_setting(proxies, self.proxies)
        stream = merge_setting(stream, self.stream)
        verify = merge_setting(verify, self.verify)
        cert = merge_setting(cert, self.cert)

        return {'verify': verify, 'proxies': proxies, 'stream': stream,
                'cert': cert}

    def get_adapter(self, url):
        """
        Returns the appropriate connection adapter for the given URL.

        :rtype: requests.adapters.BaseAdapter
        """
        for (prefix, adapter) in self.adapters.items():

            if url.lower().startswith(prefix.lower()):
                return adapter

        # Nothing matches :-/
        raise InvalidSchema("No connection adapters were found for {!r}".format(url))

    def close(self):
        """Closes all adapters and as such the session"""
        for v in self.adapters.values():
            v.close()

    def mount(self, prefix, adapter):
        """Registers a connection adapter to a prefix.

        Adapters are sorted in descending order by prefix length.
        """
        self.adapters[prefix] = adapter
        keys_to_move = [k for k in self.adapters if len(k) < len(prefix)]

        for key in keys_to_move:
            self.adapters[key] = self.adapters.pop(key)

    def __getstate__(self):
        state = {attr: getattr(self, attr, None) for attr in self.__attrs__}
        return state

    def __setstate__(self, state):
        for attr, value in state.items():
            setattr(self, attr, value)


def session():
    """
    Returns a :class:`Session` for context-management.

    .. deprecated:: 1.0.0

        This method has been deprecated since version 1.0.0 and is only kept for
        backwards compatibility. New code should use :class:`~requests.sessions.Session`
        to create a session. This may be removed at a future date.

    :rtype: Session
    """
    return Session()




          

      

      

    

  

    
      
          
            
  Source code for urllib3.request

from __future__ import absolute_import

from .filepost import encode_multipart_formdata
from .packages.six.moves.urllib.parse import urlencode

__all__ = ["RequestMethods"]


class RequestMethods(object):
    """
    Convenience mixin for classes who implement a :meth:`urlopen` method, such
    as :class:`urllib3.HTTPConnectionPool` and
    :class:`urllib3.PoolManager`.

    Provides behavior for making common types of HTTP request methods and
    decides which type of request field encoding to use.

    Specifically,

    :meth:`.request_encode_url` is for sending requests whose fields are
    encoded in the URL (such as GET, HEAD, DELETE).

    :meth:`.request_encode_body` is for sending requests whose fields are
    encoded in the *body* of the request using multipart or www-form-urlencoded
    (such as for POST, PUT, PATCH).

    :meth:`.request` is for making any kind of request, it will look up the
    appropriate encoding format and use one of the above two methods to make
    the request.

    Initializer parameters:

    :param headers:
        Headers to include with all requests, unless other headers are given
        explicitly.
    """

    _encode_url_methods = {"DELETE", "GET", "HEAD", "OPTIONS"}

    def __init__(self, headers=None):
        self.headers = headers or {}

    def urlopen(
        self,
        method,
        url,
        body=None,
        headers=None,
        encode_multipart=True,
        multipart_boundary=None,
        **kw
    ):  # Abstract
        raise NotImplementedError(
            "Classes extending RequestMethods must implement "
            "their own ``urlopen`` method."
        )

    def request(self, method, url, fields=None, headers=None, **urlopen_kw):
        """
        Make a request using :meth:`urlopen` with the appropriate encoding of
        ``fields`` based on the ``method`` used.

        This is a convenience method that requires the least amount of manual
        effort. It can be used in most situations, while still having the
        option to drop down to more specific methods when necessary, such as
        :meth:`request_encode_url`, :meth:`request_encode_body`,
        or even the lowest level :meth:`urlopen`.
        """
        method = method.upper()

        urlopen_kw["request_url"] = url

        if method in self._encode_url_methods:
            return self.request_encode_url(
                method, url, fields=fields, headers=headers, **urlopen_kw
            )
        else:
            return self.request_encode_body(
                method, url, fields=fields, headers=headers, **urlopen_kw
            )

    def request_encode_url(self, method, url, fields=None, headers=None, **urlopen_kw):
        """
        Make a request using :meth:`urlopen` with the ``fields`` encoded in
        the url. This is useful for request methods like GET, HEAD, DELETE, etc.
        """
        if headers is None:
            headers = self.headers

        extra_kw = {"headers": headers}
        extra_kw.update(urlopen_kw)

        if fields:
            url += "?" + urlencode(fields)

        return self.urlopen(method, url, **extra_kw)

    def request_encode_body(
        self,
        method,
        url,
        fields=None,
        headers=None,
        encode_multipart=True,
        multipart_boundary=None,
        **urlopen_kw
    ):
        """
        Make a request using :meth:`urlopen` with the ``fields`` encoded in
        the body. This is useful for request methods like POST, PUT, PATCH, etc.

        When ``encode_multipart=True`` (default), then
        :func:`urllib3.encode_multipart_formdata` is used to encode
        the payload with the appropriate content type. Otherwise
        :func:`urllib.parse.urlencode` is used with the
        'application/x-www-form-urlencoded' content type.

        Multipart encoding must be used when posting files, and it's reasonably
        safe to use it in other times too. However, it may break request
        signing, such as with OAuth.

        Supports an optional ``fields`` parameter of key/value strings AND
        key/filetuple. A filetuple is a (filename, data, MIME type) tuple where
        the MIME type is optional. For example::

            fields = {
                'foo': 'bar',
                'fakefile': ('foofile.txt', 'contents of foofile'),
                'realfile': ('barfile.txt', open('realfile').read()),
                'typedfile': ('bazfile.bin', open('bazfile').read(),
                              'image/jpeg'),
                'nonamefile': 'contents of nonamefile field',
            }

        When uploading a file, providing a filename (the first parameter of the
        tuple) is optional but recommended to best mimic behavior of browsers.

        Note that if ``headers`` are supplied, the 'Content-Type' header will
        be overwritten because it depends on the dynamic random boundary string
        which is used to compose the body of the request. The random boundary
        string can be explicitly set with the ``multipart_boundary`` parameter.
        """
        if headers is None:
            headers = self.headers

        extra_kw = {"headers": {}}

        if fields:
            if "body" in urlopen_kw:
                raise TypeError(
                    "request got values for both 'fields' and 'body', can only specify one."
                )

            if encode_multipart:
                body, content_type = encode_multipart_formdata(
                    fields, boundary=multipart_boundary
                )
            else:
                body, content_type = (
                    urlencode(fields),
                    "application/x-www-form-urlencoded",
                )

            extra_kw["body"] = body
            extra_kw["headers"] = {"Content-Type": content_type}

        extra_kw["headers"].update(headers)
        extra_kw.update(urlopen_kw)

        return self.urlopen(method, url, **extra_kw)
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